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NEW QUESTION: 1

Which of the following Privileged Session Management (PSM) solutions support live monitoring of
active sessions?

A. PSM for Windows (previously known as RDP Proxy)

B. All of the above

C. PSM (i.e., launching connections by clicking on the connect button in the Password Vault Web
Access (PVWA)

D. PSM for SSH (previously known as PSM-SSH Proxy)

Answer: B (LEAVE A REPLY)

NEW QUESTION: 2

It is possible to restrict the time of day, or day of week that a reconcile process can occur.
A. FALSE

B. TRUE

Answer: (SHOW ANSWER)

NEW QUESTION: 3

All of your Unix root passwords are stored in the safe UnixRoot. Dual control is enabled for some
of the accounts in that safe. The members of the AD group UnixAdmins need to be able to use
the show, copy, and connect buttons on those passwords at any time without confirmation. The
members of the AD group Operations Staff need to be able to use the show, copy and connect
buttons on those passwords on an emergency basis, but only with the approval of a member of
Operations Managers never need to be able to use the show, copy or connect buttons
themselves.
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Which safe permission do you need to grant Operations Staff? Check all that apply.
A. Retrieve Accounts

B. Use Accounts

C. Access Safe without Authorization

D. Authorize Password Requests

Answer: D (LEAVE A REPLY)

NEW QUESTION: 4

When on-boarding account using Accounts Feed, which of the following is true?

A. You must specify an existing Safe where the account will be stored when it is on-boarded to
the Vault.

B. You can specify the name of a new safe that will be created where the account will be stored
when it is on-boarded to the Vault.

C. You can specify the name of a new Platform that will be created and associated with the
account.

D. Any account that is on-boarded can be automatically reconciled regardless of the platform it is
associated with.

Answer: (SHOW ANSWER)

Explanation/Reference:

Reference: https://www.cyberark.com/resource/automating-privileged-account-onboarding/

NEW QUESTION: 5

When managing SSH keys, the CPM stores the Public Key

A. In the Vault

B.A&B

C. Nowhere because the public key can always be generated from the private key.
D. On the target server

Answer: D (LEAVE A REPLY)

NEW QUESTION: 6

It is possible to restrict the time of day, or day of week that a [b]reconcile[/b] process can occur
A. TRUE

B. FALS

Answer: A (LEAVE A REPLY)

Explanation

Password reconciliation can be restricted to specific days. This means that the CPM will only
reconcile passwords on the days of the week specified in the RCExecutionDays parameter. The
days of the week are represented by the first 3 letters of the name of the day. Sunday is
represented by Sun, Mondayby Mon, etc.

NEW QUESTION: 7
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Assuming a safe has been configured to be accessible during certain hours of the day, a Vault
Admin may still access that safe outside of those hours.

A. TRUE

B. FALSE

Answer: (SHOW ANSWER)

NEW QUESTION: 8

By default, members of which built-in groups will be able to view and configure Automatic
Remediation and Session Analysis and Response in the PVWA?

A. Vault Admins

B. Security Admins

C. Security Operators

D. Auditors

Answer: B (LEAVE A REPLY)

Explanation/Reference: https://docs.cyberark.com/Product-
Doc/OnlineHelp/PAS/Latest/en/Content/PTA/Security- Configuration.htm

NEW QUESTION: 9

Which one of the following reports is NOT generated by using the PVWA?
A. Account Inventory

B. Application Inventory

C. Safes List

D. Compliance Status

Answer: C (LEAVE A REPLY)

Explanation/Reference:

Reference: https://techinsight.com.vn/language/en/privileged-account-security-solution-part-2/

NEW QUESTION: 10

Which statement is correct concerning accounts that are discovered, but cannot be added to the
Vault by an automated onboarding rule?

A. They are added to the Pending Accounts list and can be reviewed and manually uploaded.
B. They cannot be onboarded to the Password Vault.

C. They must be uploaded using third party tools.

D. They are not part of the Discovery Process.

Answer: (SHOW ANSWER)

NEW QUESTION: 11

One can create exceptions to the Master Policy based on
A. Safes

B. Platforms

C. Policies
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D. Accounts
Answer: D (LEAVE A REPLY)

NEW QUESTION: 12

It is possible to restrict the time of day, or day of week that a [b]verify[/b] process can occur

A. TRUE

B. FALSE

Answer: (SHOW ANSWER)

Password verification can be restricted to specific days. This means that the CPM will only verify

passwords on the days of the week specified in the VFExecutionDays parameter. The days of the
week are represented by the first 3 letters of the name of the day. Sunday is represented by Sun,
Monday by Mon, etc.

NEW QUESTION: 13

Secure Connect provides the following. Choose all that apply.

A. Session Recording

B. PSM connections from a terminal without the need to login to the PVWA
C. Real-time live session monitoring.

D. PSM connections to target devices that are not managed by CyberArk.
Answer: (SHOW ANSWER)

NEW QUESTION: 14

In order to connect to a target device through PSM, the account credentials used for the
connection must be stored in the vault?

A. False. Because if credentials are not stored in the vault, the PSM will prompt for credentials.
B. False. Because the user can also enter credentials manually using Secure Connect.

C. True.

D. False. Becauseif credentials are not stored in the vault, the PSM will log into the target device
as PSM Connect.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 15

Vault admins must manually add the auditors group to newly created safes so auditors will have
sufficient access to run reports.

A. TRUE

B. FALSE

Answer: (SHOW ANSWER)

Explanation/Reference: https://docs.cyberark.com/Product-
Doc/OnlineHelp/PAS/Latest/en/Content/MESSAGES/Password
%20Vault%20Web%20Access%20Messages-%20General.htm
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NEW QUESTION: 16

In accordance with best practice, SSH access is denied for root accounts on UNIXLINUX system.
What is the BEST way to allow CPM to manage root accounts?

A. Create a privileged account on the target server. Allow this account the ability to SSH directly
from the CPM machine. Configure this account of the target server's root account.

B. Create a non-privileged account on the target server. Allow this account the ability to SSH
directly from the CPM machine. Configure this account as the Logon account of the target
server's root account.

C. Configure the Unix system to allow SSH logins.

D. Configure the CPM to allow SSH logins.

Answer: (SHOW ANSWER)

Explanation/Reference:

Valid CAU201 Dumps shared by TrainingQuiz.com for Helping Passing CAU201 Exam!
TrainingQuiz.com now offer the newest CAU201 exam dumps, the TrainingQuiz.com
CAU201 exam questions have been updated and answers have been corrected get the
newest TrainingQuiz.com CAU201 dumps with Test Engine here:
https://www.trainingquiz.com/CAU201-practice-quiz.html (179 Q&As Dumps, 40%OFF Special

Discount: Exam-Tests)

NEW QUESTION: 17

All of your Unix root passwords are stored in the safe UnixRoot. Dual control is enabled for some
of the accounts in that safe. The members of the AD group UnixAdmins need to be able to use
the show, copy, and connect buttons on those passwords at any time without confirmation. The
members of the AD group OperationsStaff need to be able to use the show, copy and connect
buttons on those passwords on an emergency basis, but only with the approval of a member of
OperationsManagers. The members of OperationsManagers never need to be able to use the
show, copy or connect buttons themselves.

Which safe permissions do you need to grant to OperationsStaff? Check all that apply.

A. Use Accounts

B. Retrieve Accounts

C. List Accounts

D. Authorize Password Requests

E. Access Safe without Authorization

Answer: (SHOW ANSWER)

Explanation/Reference:

NEW QUESTION: 18
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Which of the following files must be created or configured in order to run Password Upload Utility?
Select all that apply.

A. PACli.ini

B. Vault.ini

C. conf.ini

D. A comma delimited upload file

Answer: C (LEAVE A REPLY)

Explanation/Reference:
https://www.reddit.com/r/CyberARk/comments/84gfsb/password_upload_utility_error/

NEW QUESTION: 19

Which Cyber Are components or products can be used to discover Windows Services or
Scheduled Tasks that use privileged accounts? Select all that apply.

A. Discovery and Audit (DMA)

B. Export Vault Data (EVD)

C. On Demand Privileges Manager (OPM)

D. Accounts Discovery

E. Auto Detection (AD)

Answer: (SHOW ANSWER)

NEW QUESTION: 20
Match the built-in Vault User with the correct definition.

This user appears on the highest level of the
User hierarchy and has all the possible
permissions. As such, it can create and
manage other Users on any level on the

Users’ hierarchy.

Drag answer here Administrator

This user appears at the top of the User
hierarchy, enabling it to view all the Users in
the Safe. The user can produce reports of Drag answer here Batch
Safe activities and User activities, which :
enables it to keep track of activity in the Safe
and User requirements.

This user is an internal user that cannot be
logged onto and carries out internal tasks,

such as automatically clearing expired user DL answer here Master
and Safe history.

This user has all available Safe member
authorizations except Authorize password

requests. This user hfas complete system oA f e A Keiditor

control, manages a full recove | =0
necessary and cannot be remove| | A 4 \ Y B E R A R K

Safe. <Y~ The identity Security Company

Answer:
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This user appears on the highest level of the
User hierarchy and has all the possible
permissions. As such, it can create and
manage other Users on any level on the

Users’ hierarchy.

This user appears on the highest level of thd
User hierarchy and has all the possible
permissions. As such, it can create and
manage other Users on any level on the

Users’ hierarchy.

Administrator

This user appears at the top of the User
hierarchy, enabling it to view all the Users in
the Safe. The user can produce reports of
Safe activities and User activities, which

phlesitigl k af acti 2 Safe

> CYBERARK

This user is an internal user that cannot be

logged onto and carries out internal tasks,

such as automatically clearing expired user
and Safe history,

m Batch

The Identity Security Company

This user is an internal user that cannot be

logged onto and carries out int@érnaltasks,

such as automatically clearing expired user
and Safe history.

This user has\all availableSafe member
authorizations excépt Authorize password
requests, This user has complete system
control, manages a full recovery when
necessary and cannot be removed from any
Safe.

Master

This user has all available Safe member
authorizations except Authorize password
requests. This user has complete system
control, manages a full recovery when
necessary and cannot be removed from any
Safe.

This user appears at the top of the User
hierarchy, enabling it to view all the Users in
the Safe. The user can produce reports of
Safe activities and User activities, which
enables it to keep track of activity in the Safe
and User requirements.

Auditor

Reference:

https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Predefined-
Users-and-Groups.htm?TocPath=Administration%7CUser%20Management%7C 7

NEW QUESTION: 21

As long as you are a member of the Vault Admins group you can grant any permission on any

safe.
A. FALSE
B. TRUE

Answer: A (LEAVE A REPLY)

NEW QUESTION: 22

Time of day or day of week restrictions on when password verifications can occur configured in

A. The Master Policy

B. The Platform settings

C. The Safe settings

D. The Account Details
Answer: (SHOW ANSWER)

NEW QUESTION: 23

To use PSM connections while in the PVWA, what are the minimum safe permissions a user or

group will need?

A. List Accounts, Use Accounts

B. List Accounts, Use Accounts, Retrieve Accounts
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C. Use Accounts
D. List Accounts, Use Accounts, Retrieve Accounts, Access Safe without confirmation
Answer: C (LEAVE A REPLY)

NEW QUESTION: 24

What is the primary purpose of Dual Control?

A. Reduced risk of credential theft

B. More frequent password changes

C. Non-repudiation (individual accountability)

D. To force a 'collusion to commit' fraud ensuring no single actor may use a password without
authorization.

Answer: D (LEAVE A REPLY)

Explanation/Reference: https://docs.cyberark.com/Product-
Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Dual-
Control.htm

NEW QUESTION: 25

Which built-in report from the reports page in PVWA displays the number of days until a password
is due to expire?

A. Privileged Accounts Inventory

B. Activity Log

C. Privileged Accounts Compliance Status

D. Privileged Accounts CPM Status

Answer: C (LEAVE A REPLY)

NEW QUESTION: 26

Due to network activity, ACME Corp's PrivateArk Server became active on the OR Vault while the
Primary Vault was also running normally. All the components continued to point to the Primary
Vault.

Which steps should you perform to restore DR replication to normal?

A. Replicate data from DR Vault to Primary Vault > Shutdown PrivateArk Server on DR Vault >
Start replication on DR vault

B. Shutdown PrivateArk Server on DR Vault > Start replication on DR vault

C. Shutdown PrivateArk Server on DR Vault > Replicate data from DR Vault to Primary Vault >
Shutdown PrivateArk Server on DR Vault > Start replication on DR vault

D. Shutdown PrivateArk Server on Primary Vault > Replicate data from DR Vault to Primary Vault
> Shutdown PrivateArk Server on DR Vault > Start replication on DR vault

Answer: A (LEAVE A REPLY)

NEW QUESTION: 27
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You need to recover an account localadmin02 for target server 10.0.123.73 stored in Safe
Team1.

What do you need to recover and decrypt the object? (Choose three.)

A. Recover.exe

B. Vault data

C. Master Password

D. Recovery Private Key

E. Server Key

F. Recovery Public Key

Answer: D,E,F (LEAVE A REPLY)

NEW QUESTION: 28

You have associated a logon account to one your UNIX cool accounts in the vault. When
attempting to

[b]change [/b] the root account's password the CPM will.....

A. Log in to the system as the logon account, then change roofs password

B. Log in to the system as root, then change root's password

C. Log in to the system as the logon account, run the su command to log in as root, and then
change root's password.

D. None of these

Answer: C (LEAVE A REPLY)

NEW QUESTION: 29

You received a notification from one of your CyberArk auditors that they are missing Vault level
audit permissions. You confirmed that all auditors are missing the Audit Users Vault permission.
Where do you update this permission for all auditors?

A. Private Ark Client > Tools > Administrative Tools > Users and Groups > Auditors >
Authorizations tab

B. PVWA User Provisioning > LDAP integration > Vault Auditors Mapping > Vault Authorizations
C. PVWA> Administration > Configuration Options > LDAP integration > Vault Auditors Mapping
> Vault Authorizations

D. Private Ark Client > Tools > Administrative Tools > Directory Mapping > Vault Authorizations
Answer: A (LEAVE A REPLY)

NEW QUESTION: 30

SAFE Authorizations may be granted to
Select all that apply.

A. LDAP Users

B. LDAP Groups

C. Vault Group

D. Vault Users
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Answer: A,B,C,D (LEAVE A REPLY)

NEW QUESTION: 31

Which Master Policy Setting must be active in order to have an account checked-out by one user
for a pre-determined amount of time?

A. Require dual control password access Approval

B. Enforce check-in/check-out exclusive access & Enforce one-time password access

C. Enforce one-time password access

D. Enforce check-in/check-out exclusive access

Answer: D (LEAVE A REPLY)

Valid CAU201 Dumps shared by TrainingQuiz.com for Helping Passing CAU201 Exam!
TrainingQuiz.com now offer the newest CAU201 exam dumps, the TrainingQuiz.com
CAU201 exam questions have been updated and answers have been corrected get the
newest TrainingQuiz.com CAU201 dumps with Test Engine here:
https://www.trainingquiz.com/CAU201-practice-quiz.html (179 Q&As Dumps, 40%OFF Special

Discount: Exam-Tests)

NEW QUESTION: 32

dbparm.ini is the main configuration file for the Vault.
A. True

B. False

Answer: (SHOW ANSWER)

NEW QUESTION: 33

Vault admins must manually add the auditors group to newly created safes so auditors will have
sufficient access to run reports.

A. FALSE

B. TRUE

Answer: A (LEAVE A REPLY)

NEW QUESTION: 34

Which report could show all accounts that are past their expiration dates?
A. Privileged Account Inventory report

B. Application Inventory report

C. Privileged Account Compliance Status report

D. Activity log

Answer: C (LEAVE A REPLY)
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NEW QUESTION: 35

Which one of the following reports is NOT generated by using the PVWA?

A. Account Inventory

B. Application Inventory

C. Safes List

D. Compliance Status

Answer: C (LEAVE A REPLY)

Explanation/Reference: https://techinsight.com.vn/language/en/privileged-account-security-
solution-part-2/

NEW QUESTION: 36

One can create exceptions to the Master Policy based on
A. Safes

B. Platforms

C. Policies

D. Accounts

Answer: D (LEAVE A REPLY)

Explanation/Reference: https://docs.cyberark.com/Product-
Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/The-Master-
Policy.htm

NEW QUESTION: 37

You have associated a logon account to one your UNIX cool accounts in the vault. When
attempting to

[b]change [/b] the root account's password the CPM will.....

A. Log in to the system as the logon account, run the su command to log in as root, and then
change root's password.

B. Log in to the system as the logon account, then change roofs password

C. Log in to the system as root, then change root's password

D. None of these

Answer: D (LEAVE A REPLY)

NEW QUESTION: 38

A new domain controller has been added to your domain. You need to ensure the CyberArk
infrastructure can use the new domain controller for authentication.

Which locations must you update?

A. on the Vault server in Windows\System32\Etc\Hosts and in the PVWA Application under
Administration > LDAP Integration > Directories > Hosts

B. on the Vault server in Windows\System32\Etc\Hosts and on the PVWA server in Windows
\System32\Etc\Hosts

C. in the Private Ark client under Tools > Administrative Tools > Directory Mapping
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D. on the Vault server in the certificate store and on the PVWA server in the certificate store
Answer: C (LEAVE A REPLY)

Reference:

%?20user%20management%20using%20LDAP%7C__ 2

NEW QUESTION: 39

It is possible to restrict the time of day, or day of week that a [b]reconcile[/b] process can occur
A. FALS

B. TRUE

Answer: (SHOW ANSWER)

NEW QUESTION: 40

What is the maximum number of levels of authorizations you can set up in Dual Control?
A.1

B.3

C.2

D.4

Answer: C (LEAVE A REPLY)

NEW QUESTION: 41

According to the DEFAULT Web Options settings, which group grants access to the REPORTS
page?

A. Auditors

B. PVWAMonitor

C. Vault Admins

D. PVWAUsers

Answer: (SHOW ANSWER)

NEW QUESTION: 42

When on-boarding account using Accounts Feed, Which of the following is true?

A. Any account that is on boarded can be automatically reconciled regardless of the platform it is
associated with.

B. You can specify the name of a new Platform that will be created and associated with the
account

C. You must specify an existing Safe where are account will be stored when it is on boarded to
the Vault

D. You can specify the name of a new sale that will be created where the account will be stored
when it is on-boarded to the Vault.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 43
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In accordance with best practice, SSH access is denied for root accounts on UNIXLINUX system.
What is the BEST way to allow CPM to manage root accounts?

A. Create a non-privileged account on the target server. Allow this account the ability to SSH
directly from the

CPM machine. Configure this account as the Logon account of the target server's root account.
B. Create a privileged account on the target server. Allow this account the ability to SSH directly
from the CPM

machine. Configure this account of the target server's root account.

C. Configure the Unix system to allow SSH logins.

D. Configure the CPM to allow SSH logins.

Answer: (SHOW ANSWER)

NEW QUESTION: 44

Your organization has a requirement to allow users to "check out passwords" and connect to
targets with the same account through the PSM.

What needs to be configured in the Master policy to ensure this will happen?

A. Enforce check-in/check-out exclusive access = active; Require privileged session monitoring
and isolation = active

B. Enforce check-in/check-out exclusive access = inactive; Record and save session activity =
active

C. Enforce check-in/check-out exclusive access = inactive; Require privileged session monitoring
and isolation = inactive

D. Enforce check-in/check-out exclusive access = active; Record and save session activity =
inactive

Answer: (SHOW ANSWER)

NEW QUESTION: 45

Which parameter controls how often the CPM looks for Soon-to-be-expired Passwords that need
to be changed.

A. Immediatelnterval

B. HeadStartinterval

C. Interval

D. The CPM does not change the password under this circumstance

Answer: A (LEAVE A REPLY)

NEW QUESTION: 46

What is the name of the Platform parameters that controls how long a password will stay valid
when One Time Passwords are enabled via the Master Policy?

A. Min Validity Period

B. Interval

C. Immediate Interval
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D. Timeout

Answer: (SHOW ANSWER)

Explanation

Min Validity Period -The number of minutes to wait from the last retrieval of the password until it is
replaced.

This gives the user a minimum period to be able to use the password before it is replaced. Use -1
to ignore this property. This parameter is also used to release exclusive accounts automatically
Interval -" The number of minutes that the Central Policy Manager waits between running periodic
searches for the platform. Note: It is recommended to leave the default value of 1440. If a
change/verify policy has been configured, the Central Policy Manager will automatically align the
periodic searches with the start of the defined timeframes."

Valid CAU201 Dumps shared by TrainingQuiz.com for Helping Passing CAU201 Exam!
TrainingQuiz.com now offer the newest CAU201 exam dumps, the TrainingQuiz.com
CAU201 exam questions have been updated and answers have been corrected get the
newest TrainingQuiz.com CAU201 dumps with Test Engine here:
https://www.trainingquiz.com/CAU201-practice-quiz.html (179 Q&As Dumps, 40%OFF Special

Discount: Exam-Tests)

NEW QUESTION: 47

As long as you are a member of the Vault Admins group you can grant any permission on any
safe.

A. TRUE

B. FALSE

Answer: (SHOW ANSWER)

Explanation

Being in Vault admins group only give you access to safes which are created during installation
(safe created in installation process ) -This is clearly mentioned in documents .

NEW QUESTION: 48

When creating an onboarding rule, it will be executed upon .

A. All accounts in the pending accounts list

B. Any future accounts discovered by a discovery process

C. Both "All accounts in the pending accounts list" and "Any future accounts discovered by a
discovery process"

Answer: B (LEAVE A REPLY)

NEW QUESTION: 49
What is the purpose of the Immediate Interval setting in a CPM policy?
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A. To control how often the CPM looks for System Initiated CPM work.

B. To control how often the CPM looks for User Initiated CPM work.

C. To control how often the CPM rests between password changes.

D. To Control the maximum amount of time the CPM will wait for a password change to complete.
Answer: B (LEAVE A REPLY)

When the Master Policy enforces check-in/check-out exclusive access, passwords are changed

when the user clicks the Release button and releases the account. This is based on the
Immediatelnterval parameter in the applied platform. If the user forgets to release the account, it
is automatically released and changed by the CPM after a predetermined number of minutes,
defined in the MinValidityPeriod parameter specified in the platform

NEW QUESTION: 50

Which one the following reports is NOT generated by using the PVWA?
A. Accounts Inventory

B. Application Inventory

C. Sales List

D. Convince Status

Answer: D (LEAVE A REPLY)

NEW QUESTION: 51

What is the purpose of the HeadStartInterval setting m a platform?

A. It alerts users of upcoming password changesxnumber of days before expiration.

B. It determines how far in advance audit data is collected tor reports

C. It instructs the CPM to initiate the password change process X number of days before
expiration.

D. It instructs the AIM Provider to 'skip the cache' during the defined time period
Answer: (SHOW ANSWER)

NEW QUESTION: 52

Users can be resulted to using certain CyberArk interfaces (e.g.PVWA or PACLI).
A. FALS

B. TRUE

Answer: B (LEAVE A REPLY)

NEW QUESTION: 53

If the AccountUploader Utility is used to create accounts with SSH keys, which parameter do you
use to set the full or relative path of the SSH private key file that will be attached to the account?
A. KeyPath

B. ObjectName

C. KeyFile

D. Address
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Answer: C (LEAVE A REPLY)

NEW QUESTION: 54

What is the primary purpose of One Time Passwords?

A. Reduced risk of credential theft

B. More frequent password changes

C. Non-repudiation (individual accountability)

D. To force a 'collusion to commit' fraud ensuring no single actor may use a password without
authorization.

Answer: A (LEAVE A REPLY)

Explanation/Reference:

NEW QUESTION: 55

When managing SSH keys, the CPM stored the Private Key

A. In the Vault

B. On the target server

C.A&B

D. Nowhere because the private key can always be generated from the public key.
Answer: A (LEAVE A REPLY)

Explanation/Reference: https://docs.cyberark.com/Product-
Doc/OnlineHelp/PAS/Latest/en/Content/SSHKM/Managing%
20SSH%20Keys.htm

NEW QUESTION: 56

The System safe allows access to the Vault configuration files.
A. FALS

B. TRUE

Answer: B (LEAVE A REPLY)

NEW QUESTION: 57

VAULT authorizations may be granted to
Select all that apply.

A. LDAP Groups

B. Vault Users

C. LDAP Users

D. Vault Groups

Answer: C (LEAVE A REPLY)

NEW QUESTION: 58
Match each key to its recommended storage location.
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Recovery Private Key Store on the Vault Server

Recovery Private Key Disk Drive

Store in a Hardware Security
Module
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SSH Keys S5H Keys I ‘ Store in the Vault

Recovery Public Key Recovery Public Key II

NEW QUESTION: 59

When a group is granted the 'Authorize Account Requests' permission on a safe Dual Control
requests must be approved by

A. Any one person from that group

B. Every person from that group

C. The number of persons specified by the Master Policy

D. That access cannot be granted to groups

Answer: C (LEAVE A REPLY)

Explanation/Reference: https://docs.cyberark.com/Product-
Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Dual- Control.htm#Confirmi

NEW QUESTION: 60

The Password upload utility can be used to create safes.
A. TRUE

B. FALS

Answer: (SHOW ANSWER)

NEW QUESTION: 61

You have been asked to identify the up or down status of Vault services.
Which CyberArk utility can you use to accomplish this task?

A. Remote Control Agent
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B. Vault Replicator

C. Syslog

D. PAS Reporter

Answer: (SHOW ANSWER)

Valid CAU201 Dumps shared by TrainingQuiz.com for Helping Passing CAU201 Exam!
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NEW QUESTION: 62

Which user(s) can access all passwords in the Vault?
A. Any member of auditors

B. Master

C. Administrator

D. Any member of Vault administrators

Answer: B (LEAVE A REPLY)

NEW QUESTION: 63

Which parameter controls how often the CPM looks for Soon-to-be-expired Passwords that need
to be

changed.

A. Interval

B. Immediatelnterval

C. The CPM does not change the password under this circumstance

D. HeadStartInterval

Answer: B (LEAVE A REPLY)

NEW QUESTION: 64

What is the purpose of the PrivateArk Server service?
A. Sends email alerts from the Vault

B. Makes Vault data accessible to components

C. Maintains Vault metadata

D. Executes password changes

Answer: (SHOW ANSWER)

NEW QUESTION: 65
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What is the purpose of the CyberArk Event Notification Engine service?
A. It processes audit report messages

B. It makes Vault data available to components

C. It sends email messages from the Vault

D. It sends email messages from the Central Policy Manager (CPM)
Answer: B (LEAVE A REPLY)

NEW QUESTION: 66

The primary purpose of exclusive accounts is to ensure non-repudiation (individual
accountability).

A. TRUE

B. FALSE

Answer: A (LEAVE A REPLY)

NEW QUESTION: 67

A user requested access to view a password secured by dual-control and is unsure who to
contact to expedite the approval process. The Vault Admin has been asked to look at the account
and identify who can approve their request.

What is the correct location to identify users or groups who can approve?

A. PVWA> Account List > Edit > Show Advanced Settings > Dual Control > Direct Managers

B. PrivateArk > Admin Tools > Users and Groups > Auditors (Group Membership)

C. PVWA> Administration > Platform Configuration > Edit Platform > Ul & Workflow > Dual
Control> Approvers

D. PVWA> Policies > Access Control (Safes) > Safe Members > Workflow > Authorize Password
Requests

Answer: D (LEAVE A REPLY)

NEW QUESTION: 68

When on-boarding account using Accounts Feed, which of the following is true?

A. You must specify an existing Safe where the account will be stored when it is on-boarded to
the Vault.

B. You can specify the name of a new safe that will be created where the account will be stored
when it is on-

boarded to the Vault.

C. You can specify the name of a new Platform that will be created and associated with the
account.

D. Any account that is on-boarded can be automatically reconciled regardless of the platform it is
associated

with.

Answer: C (LEAVE A REPLY)
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Explanation/Reference: https://www.cyberark.com/resource/automating-privileged-account-
onboarding/

NEW QUESTION: 69

For a safe with Object Level Access enabled you can turn off Object Level Access Control when it
no longer needed on the safe.

A. FALSE

B. TRUE

Answer: (SHOW ANSWER)

NEW QUESTION: 70

A logon account can be specified in the platform settings.
A. True

B. False

Answer: A (LEAVE A REPLY)

NEW QUESTION: 71

What is the primary purpose of Dual Control?

A. More frequent password changes

B. Reduced risk of credential theft

C. Non-repudiation (individual accountability)

D. To force a 'collusion to commit' fraud ensuring no single actor may use a password without
authorization.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 72

Which of the following files must be created or configured m order to run Password Upload
Utility? Select all that apply.

A. PACli.ini

B. A comma delimited upload file

C. conf.ini

D. Vault.ini

Answer: B,C,D (LEAVE A REPLY)

NEW QUESTION: 73

It is possible to control the hours of the day during which a user may long into the vault.
A. TRUE

B. FALSE

Answer: A (LEAVE A REPLY)

Explanation/Reference: https://isecurenet.net/wp-content/uploads/2016/06/user-sb-

cyberark_privileged_threat_analytics-
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030916-final-en-web.pdf

NEW QUESTION: 74

PSM captures a record of each command that was executed in Unix.
A. FALSE

B. TRUE

Answer: (SHOW ANSWER)

NEW QUESTION: 75

For an account attached to a platform that requires Dual Control based on a Master Policy
exception, how would you configure a group of users to access a password without approval.
A. Create an exception to the Master Policy to exclude the group from the workflow process.
B. Edit the master policy rule and modify the advanced 'Access safe without approval' rule to
include the group.

C. On the safe in which the account is stored grant the group the 'Access safe without audit'
authorization.

D. On the safe in which the account is stored grant the group the 'Access safe without
confirmation' authorization.

Answer: A (LEAVE A REPLY)

Explanation/Reference:

Reference:
https://www.reddit.com/r/CyberARk/comments/6270zr/dual_control_on_specific_accounts/

NEW QUESTION: 76
Match each PTA alert category with the PTA sensors that collect the data for it.

unmanaged privile “1: CYBERAR "(,T hore Vault

account \W The Identity Security Company

anomalous access to multiple
machines

Logs, Vault, AWS (optional),

) © swe 1ere .
Drag answer her Azure (optional)

Logs, Vault, AD (optional), AWS
(optional), Azure (optional)

suspicious activities detected

: e 4 Drag answer here
in a privileged session

Network Sensor, PTA Windows
Agent

suspected credentials theft Drag answer here

Answer:
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unmanaged privileged
account

anomalous access to multiple
machines

anomalous access to multiple
machines

suspicious activities detected
in a privileged session

suspicious activities detected
in a privileged session

suspected credentials theft

cuspected credentials theft

Ty, CYBERARK

The ldentity Security Company

Vault

Logs, Vault, AWS (optional),
~ Azure (optional)

Logs, Vault, AD (optional), AWS
(optional), Azure (optional)

Network Sensor, PTA Windows
Agent
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NEW QUESTION: 77

Which permissions are needed for the Active Directory user required by the Windows Discovery

process?

A. Read/Write

B. Domain Admin
C. LDAP Admin
D. Read

Answer: D (LEAVE A REPLY)

NEW QUESTION: 78

Match the log file name with the CyberArk Component that generates the log.

Uy, CYBERARK

@x The Identity Security Company

PiA

Answer:


https://www.trainingquiz.com/CAU201-practice-quiz.html
https://www.dumpsdb.com/dumps/CyberArk/CAU201/CyberArk.CAU201.v2022-12-30.q109

NEW QUESTION: 79
Select the best practice for storing the Master CD.

A. Store the CD in a secure location, such as a physical safe

B. Copy the contents of the CD to a Hardware Security Module (HSM) and discard the CD

C. Copy the files to the Vault server and discard the CD

D. Store the CD in a secure location, such as a physical safe, and copy the contents of the CD to
a folder secured with NTFS permissions on the Vault

Answer: (SHOW ANSWER)

NEW QUESTION: 80

PSM for Windows (previously known as "RDP Proxy") supports connections to the following
target systems

A. All of the above

B. Windows

C. Oracle

D. UNIX

Answer: B (LEAVE A REPLY)

NEW QUESTION: 81

In order to connect to a target device through PSM, the account credentials used for the
connection must be stored in the vault?

A. True.

B. False. Because the user can also enter credentials manually using Secure Connect.

C. False. Because if credentials are not stored in the vault, the PSM will log into the target device
as PSMConnect.

D. False. Because if credentials are not stored in the vault, the PSM will prompt for credentials.
Answer: B (LEAVE A REPLY)

NEW QUESTION: 82
Which of the following PTA detections are included in the Core PAS offering?
A. Suspected Credential Theft
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B. Over-Pass-The Hash

C. Golden Ticket

D. Unmanaged Privileged Access

Answer: D (LEAVE A REPLY)

Explanation/Reference: https://docs.cyberark.com/Product-
Doc/OnlineHelp/PAS/Latest/en/Content/PTA/What-Does-PTA-
Detect.htm

NEW QUESTION: 83

Which keys are required to be present in order to start the PrivateArk Server service?
A. Recovery private key

B. Server key

C. Recovery public key

D. Safe key

Answer: B,C (LEAVE A REPLY)

NEW QUESTION: 84
Match the Status of Service on a DR Vault to what is displayed when it is operating normally in
Replication mode.

Cyber-Ark Hardened

Windows Firewall Drag answer here \ Running

PrivateArk Database Drag answer here "..j—_._..,; Stopped

=

PrivateArk Server Drag a;p;u&:g_g _'ﬁer'é

C YBERAR K E;ananswer here
- The Identity Security Company S S

Cyber-Ark Event Notification
Engine

Drag answer here

Answer:
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NEW QUESTION: 85

Which parameter controls how often the CPM looks for accounts that need to be changed from
recently completed Dual control requests.

A. Interval

B. The CPM does not change the password under this circumstance

C. HeadStartInterval

D. Immediatelnterval

Answer: A (LEAVE A REPLY)

NEW QUESTION: 86

Your customer, ACME Corp, wants to store the Safes Data in Drive D instead of Drive C.
Which file should you edit?

A. Vault.ini

B. user.ini

C. TSparm.ini

D. DBparm.ini

Answer: (SHOW ANSWER)

NEW QUESTION: 87

How does the Vault administrator apply a new license file?

A. Upload the license.xml file to the system Safe and restart the PrivateArk Server service

B. Upload the license.xml file to the Vault Internal Safe

C. Upload the license.xml file to the system Safe

D. Upload the license.xml file to the Vault Internal Safe and restart the PrivateArk Server service
Answer: (SHOW ANSWER)

NEW QUESTION: 88
Which parameter controls how often the CPM looks for accounts that need to be changed from
recently
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completed Dual control requests.

A. Interval

B. Immediatelnterval

C. HeadStartInterval

D. The CPM does not change the password under this circumstance
Answer: A (LEAVE A REPLY)

NEW QUESTION: 89

Which of the following components can be used to create a tape backup of the Vault?
A. Replicate

B. Disaster Recovery

C. Distributed Vaults

D. High Availability

Answer: (SHOW ANSWER)

NEW QUESTION: 90

For a safe with Object Level Access enabled you can turn off Object Level Access Control when it
no longer needed on the safe.

A. TRUE

B. FALSE

Answer: B (LEAVE A REPLY)

Explanation/Reference: https://docs.cyberark.com/Product-
Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Object-Level- Access-Control.htm

NEW QUESTION: 91

In accordance with best practice, SSH access is denied for root accounts on UNIXLINUX system.
What is the BEST way to allow CPM to manage root accounts?

A. Configure the CPM to allow SSH logins.

B. Configure the Unix system to allow SSH logins.

C. Create a privileged account on the target server. Allow this account the ability to SSH directly
from the CPM machine. Configure this account of the target server's root account.

D. Create a non-privileged account on the target server. Allow this account the ability to SSH
directly from the CPM machine. Configure this account as the Logon account of the target
server's root account.

Answer: D (LEAVE A REPLY)
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NEW QUESTION: 92

When Dual Control is enabled a user must first submit a request in the Password Vault Web
Access (PVWA) and receive approval before being able to launch a secure connection via PSM
for Windows (previously known as RDP Proxy).

A. True

B. False, a user can submit the request after the connection has already been initiated via the
PSM for Windows

Answer: (SHOW ANSWER)

NEW QUESTION: 93

A user has successfully conducted a short PSM session and logged off. However, the user
cannot access the Monitoring tab to view the recordings.

What is the issue?

A. The user is not a member of the Auditors group

B. The user is not a member of the PVWAMonitor group

C. The user must login as PSMAdminConnect

D. The PSM service is not running

Answer: A (LEAVE A REPLY)

NEW QUESTION: 94

A newly created platform allows users to access a Linux endpoint. When users click to connect,
nothing happens.

Which piece of the platform is missing?

A. UnixProcess.ini

B. UnixPrompts.ini

C. PSM-SSH Connection Component

D. PSM-RDP Connection Component

Answer: C (LEAVE A REPLY)

NEW QUESTION: 95

You have associated a logon account to one of your UNIX root accounts in the vault. When
attempting to change the root account's password the CPM will....

A. Log in to the system as the logon account, then change root's password

B. Log in to the system as the logon account, run the su command to log in as root, and then
change root's password.

C. None of these.

D. Log in to the system as root, then change root's password.
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Answer: (SHOW ANSWER)

NEW QUESTION: 96

By default, members of which built-in groups will be able to view and configure Automatic
Remediation and

Session Analysis and Response in the PVWA?

A. Vault Admins

B. Security Admins

C. Security Operators

D. Auditors

Answer: (SHOW ANSWER)

Explanation/Reference: https://docs.cyberark.com/Product-
Doc/OnlineHelp/PAS/Latest/en/Content/PTA/Security-
Configuration.htm

NEW QUESTION: 97

What is the purpose of a linked account?

A. To connect the CPNI to a target system.

B. To ensure a particular set of accounts all change at the same time.

C. To allow more than one account to work together as part of a password management process.
D. To ensure that a particular collection of accounts all have the same password.

Answer: C (LEAVE A REPLY)

NEW QUESTION: 98

Which values are acceptable in the address field of an Account?

A. Any name that is resolvable on the Central Policy Manager (CPM) server is acceptable
B. It must be NetBIOS name

C. It must be an IP address

D. It must be a Fully Qualified Domain Name (FQDN)

Answer: A (LEAVE A REPLY)

NEW QUESTION: 99

Which CyberArk utility allows you to create lists of Master Policy Settings, owners and safes for
output to text files or MSSQL databases?

A. Privileged Threat Analytics

B. Export Vault Information

C. PrivateArk Client

D. Export Vault Data

Answer: D (LEAVE A REPLY)

NEW QUESTION: 100


https://www.dumpsdb.com/dumps/CyberArk/CAU201/CyberArk.CAU201.v2022-12-30.q109
https://www.dumpsdb.com/dumps/CyberArk/CAU201/CyberArk.CAU201.v2022-12-30.q109
https://www.dumpsdb.com/dumps/CyberArk/CAU201/CyberArk.CAU201.v2022-12-30.q109
https://www.dumpsdb.com/dumps/CyberArk/CAU201/CyberArk.CAU201.v2022-12-30.q109
https://www.dumpsdb.com/dumps/CyberArk/CAU201/CyberArk.CAU201.v2022-12-30.q109

What is the easiest way to duplicate an existing platform?

A. From the PVWA, navigate to the platforms page, select an existing platform that is similar to
the new target account platform, manually update the platform settings and click "Save as"
INSTEAD of save to duplicate and rename the platform.

B. From PrivateArk, copy/paste the appropriate Policy.ini file; then rename it.

C. From PrivateArk, copy/paste the appropriate settings in PVConfiguration.xml; then update the
policyName variable.

D. From the PVWA, navigate to the platforms page, select an existing platform that is similar to
the new target account platform and then click Duplicate; name the new platform.

Answer: A (LEAVE A REPLY)

NEW QUESTION: 101

One can create exceptions to the Master Policy based on
A. Safes

B. Platforms

C. Policies

D. Accounts

Answer: D (LEAVE A REPLY)

Explanation/Reference: https://docs.cyberark.com/Product-
Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/The-Master- Policy.htm

NEW QUESTION: 102

You have associated a logon account to one your UNIX cool accounts in the vault. When
attempting to [b]change [/b] the root account's password the CPM will.....

A. Log in to the system as the logon account, then change roofs password

B. None of these

C. Log in to the system as root, then change root's password

D. Log in to the system as the logon account, run the su command to log in as root, and then
change root's password.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 103

Accounts Discovery allows secure connections to domain controllers.
A. FALSE

B. TRUE

Answer: (SHOW ANSWER)

NEW QUESTION: 104

What is the primary purpose of One Time Passwords?

A. To force a 'collusion to commit' fraud ensuring no single actor may use a password without
authorization.
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B. Reduced risk of credential theft

C. Non-repudiation (individual accountability)
D. More frequent password changes
Answer: B (LEAVE A REPLY)

NEW QUESTION: 105

It is possible to control the hours of the day during which a user may log into the vault.
A. FALSE

B. TRUE

Answer: A (LEAVE A REPLY)

NEW QUESTION: 106

It is possible to leverage DNA to provide discovery functions that are not available with auto-
detection.

A. TRUE

B. FALS

Answer: B (LEAVE A REPLY)
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NEW QUESTION: 107

As long as you are a member of the Vault Admins group, you can grant any permission on any
safe that you have access to.

A. TRUE

B. FALSE

Answer: B (LEAVE A REPLY)

Explanation/Reference:

NEW QUESTION: 108

Target account platforms can be restricted to accounts that are stored in specific Safes using the
AllowedSafes

property.

A. FALSE

B. TRUE
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Answer: A (LEAVE A REPLY)

NEW QUESTION: 109

What is the purpose of a linked account?

A. To ensure that a particular collection of accounts all have the same password.

B. To ensure a particular set of accounts all change at the same time.

C. To connect the CPNI to a target system.

D. To allow more than one account to work together as part of a password management process.
Answer: (SHOW ANSWER)

Explanation/Reference: https://docs.cyberark.com/Product-
Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Linked-

Accounts.htm
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