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NEW QUESTION: 1
Which Master Policy Setting(s) must be active in order to have an account checked-out by one
user for a predetermined amount of time?
A. Enforce one-time password access
B. Enforce check-in/check-out exclusive access
C. Enforce check-in/check-out exclusive access & Enforce one-time password access
D. Require dual control password access Approval
Answer: B (LEAVE A REPLY)

NEW QUESTION: 2
Select the best practice for storing the Master CD.
A. Copy the contents of the CD to a Hardware Security Module and discard the CD.
B. Store the CD in a secure location, such as a physical safe.
C. Copy the files to the Vault server and discard the CD.
D. Store the CD in a secure location, such as a physical safe, and copy the contents of the CD to
a folder (secured with NTFS permissions) on the vault.
Answer: D (LEAVE A REPLY)

NEW QUESTION: 3
During the process of installing the CPM, you will be asked to provide the credentials for an
administrate user in the Vault. What are these credentials used for?
A. The credentials will be used later by the CPM to retrieve passwords from the Vault
B. The credentials will be used later by the CPM to update passwords in the Vault
C. The credentials are by the installer to register the CPM in the CyberArk database
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D. The credentials are used by the installer to authenticate to the Vault and create the CPM
environment (safes, users, etc.)
Answer: (SHOW ANSWER)

NEW QUESTION: 4
What is the primary purpose of One Time Passwords?
A. Reduced risk of credential theft
B. More frequent password changes
C. Non-repudiation (individual accountability)
D. To force a 'collusion to commit' fraud ensuring no single actor may use a password without
authorization
Answer: A (LEAVE A REPLY)
Explanation

NEW QUESTION: 5
PTA can automatically suspend sessions in case of suspicious activities detected in a privileged
session, only if the session is made via the CyberArk PSM.
A. False, the PTA can suspend sessions whether the session is made via the PSM or not
B. True
Answer: A (LEAVE A REPLY)

NEW QUESTION: 6
Multiple CPM Servers can be load balanced.
A. FALSE
B. TRUE
Answer: B (LEAVE A REPLY)

NEW QUESTION: 7
Using the SSH Key Manager it is possible to allow CPM to manage SSH Keys similarly to
passwords.
A. TRUE
B. FALSE
Answer: B (LEAVE A REPLY)
Explanation/Reference:

NEW QUESTION: 8
Match the log file name with the CyberArk Component that generates the log.
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Answer:

NEW QUESTION: 9
Which service should NOT be running on the DR Vault when the primary Production Vault is up?
A. CyberArk Vault Disaster Recovery (DR) service
B. CyberArk Logical Container
C. PrivateArk Database
D. PrivateArk Server
Answer: D (LEAVE A REPLY)

NEW QUESTION: 10
All of your Unix root passwords are stored in the safe UnixRoot. Dual control is enabled for some
of the accounts in that safe. The members of the AD group UnixAdmins need to be able to use
the show, copy, and connect buttons on those passwords at any time without confirmation. The
members of the AD group OperationsStaff need to be able to use the show, copy and connect
buttons on those passwords on an emergency basis, but only with the approval of a member of
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OperationsManagers. The members of OperationsManagers never need to be able to use the
show, copy or connect buttons themselves.
Which safe permissions do you need to grant to UnixAdmins?
A. Access Safe without Authorization
B. Use Accounts
C. List Accounts
D. Retrieve Accounts
E. Authorize Password Requests
Answer: B (LEAVE A REPLY)

NEW QUESTION: 11
The Vault can only integrate with a single Security Information and Event Management (SIEM) or
SYSLOG server.
A. False
B. True
Answer: A (LEAVE A REPLY)

NEW QUESTION: 12
What is the proper way to allow the Vault to resolve host names?
A. Define a DNS server.
B. Define a WINS server.
C. Define the local hosts file.
D. The Vault cannot resolve host names due to security standards.
Answer: (SHOW ANSWER)
Explanation/Reference: https://docs.cyberark.com/Product-
Doc/OnlineHelp/PAS/Latest/en/Content/PAS%20INST/ Configuring-Transparent-User-
Management.htm

NEW QUESTION: 13
Auto-Detection can be configured to leverage LDAP/S.
A. TRUE
B. FALSE
Answer: B (LEAVE A REPLY)
Explanation

NEW QUESTION: 14
PSM requires the Remote Desktop Session Host role service.
A. FALSE
Ready the PSM server machine The following section describes prerequisites for the PSM server
machine.
Remote Desktop Services (RDS) Session Host Role
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For Windows 2012 R2 and Windows 2016, verify that Windows update KB4458842 is installed
B. TRUE
Answer: (SHOW ANSWER)

NEW QUESTION: 15
The following applications are pre-configured to work with PSM. but first need to be installed on
the PSM server.
A. RDP
B. Microsoft SQL Management Studio
C. Toad
D. VMWare vSphere Client
E.WinSCP
F. SQL Plus
G. Putty
Answer: (SHOW ANSWER)

NEW QUESTION: 16
Which file is used to integrate the Vault with the RADIUS server?
A. ENEConf.ini
B. PARagent.ini
C. radius.ini
D. dbparm.ini
Answer: (SHOW ANSWER)

Valid CAU302 Dumps shared by TrainingQuiz.com for Helping Passing CAU302 Exam!
TrainingQuiz.com now offer the newest CAU302 exam dumps, the TrainingQuiz.com
CAU302 exam questions have been updated and answers have been corrected get the
newest TrainingQuiz.com CAU302 dumps with Test Engine here:
https://www.trainingquiz.com/CAU302-practice-quiz.html (230 Q&As Dumps, 40%OFF Special

Discount: Exam-Tests)

NEW QUESTION: 17
What is the PRIMARY reason for installing more than 1 active Central Policy Manager (CPM)?
A. Multiple instances increase response time.
B. Multiple instances create fault tolerance.
C. Having additional CPMs increases the maximum number of devices CyberArk can manage.
D. Installing CPMs in multiple sites prevents complex firewall rules to manage devices at remote
sites.
Answer: (SHOW ANSWER)
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NEW QUESTION: 18
The DR module allows an integration with Enterprise Backup software
A. TRUE
B. FALSE
Answer: (SHOW ANSWER)

NEW QUESTION: 19
PSM requires the Remote Desktop Session Host role service.
A. TRUE
B. FALSE
Answer: B (LEAVE A REPLY)
Explanation/Reference:

NEW QUESTION: 20
Which service should NOT be running on the DR Vault when the primary production Vault is up?
A. CyberArk Vault Disaster Recovery Service
B. PrivateArk Server
C. CyberArk Logical Container
D. PrivateArk Database
Answer: B (LEAVE A REPLY)

NEW QUESTION: 21
One can create exceptions to the Master Policy based on ____________.
A. Policies
B. Platforms
C. Accounts
D. Safes
Answer: C (LEAVE A REPLY)

NEW QUESTION: 22
During ENE integration you should specify the Fully-Qualified Domain Name (FQDN) of the
SMTP Gateway server.
A. FALSE
B. TRUE
Answer: A (LEAVE A REPLY)

NEW QUESTION: 23
The System safe allows access to the Vault configuration files.
A. TRUE
B. FALSE
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Answer: A (LEAVE A REPLY)
Explanation/Reference:

NEW QUESTION: 24
In order to connect to a target device through PSM. the account credentials used for the
connection must be stored in the vault?
A. False. Because the user can also enter credentials manually using Secure Connect
B. False. Because if credentials are not stored in the vault, the PSM will log into the target device
as PSMConnect.
C. True
D. FalseBecause if credentials are not stored in the vault, the PSM will prompt for credentials
Answer: B (LEAVE A REPLY)

NEW QUESTION: 25
Users complain they are unsuccessful attempting to authenticate to the Password Vault Web
Access (PVWA) web site. After entering their credentials, they receive a "Timeout has expired".
You test the URL using multiple browsers and receive the same error. The
CyberArk.WebApplication.log shows the "ITACM012S Timeout has expired" log entry.
What is the next troubleshooting step you should take?
A. Check network firewall rules to ensure the PVWA can communicate to the Vault over tcp_1858
B. Run an IISRESET on the PVWA server
C. Check the health of the Vault Server and ensure all services are running
D. Check the CyberArk.WebConsole.log for errors
Answer: A (LEAVE A REPLY)

NEW QUESTION: 26
When a DR Vault Server becomes an active vault, it will automatically revert back to DR mode
once the Primary Vault comes back online.
A. True, this is the default behavior.
B. False, the Vault administrator must manually set the DR Vault to DR mode by setting
"FailoverMode=no" in the padr.ini file.
C. True, if the AllowFailback setting is set to "yes" in the padr.ini file.
D. False, the Vault administrator must manually set the DR Vault to DR mode by setting
"FailoverMode=no" in the dbparm.ini file.
Answer: (SHOW ANSWER)
Explanation/Reference: https://docs.cyberark.com/Product-
Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Initiating-DR- Failback-to-Production-Vault.htm

NEW QUESTION: 27
Using the SSH Key Manager it is possible to allow CPM to manage SSH Keys similarly to
passwords.
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A. FALSE
B. TRUE
Answer: A (LEAVE A REPLY)

NEW QUESTION: 28
The Remote Desktop Services role installed on PSM must be properly licensed by Microsoft.
A. No, RDS licenses are only required when using the RemoteApp feature
B. Yes, this is necessary and must be scoped and purchased prior to project implementation
C. Yes, RDS is included as part of Microsoft Operating System License
D. No, this is not necessary
Answer: B (LEAVE A REPLY)

NEW QUESTION: 29
In accordance with best practice, SSH access is denied for root accounts on UNIX/LINUX
systems. What is the BEST way to allow CPM to manage root accounts?
A. Create a privileged account on the target server. Allow this account the ability to SSH directly
from the CPM machine. Configure this account as the Reconcile account of the target server's
root account.
B. Create a non-privileged account on the target server. Allow this account the ability to SSH
directly from the CPM machine. Configure this account as the Logon account of the target
server's root account.
C. Configure the Unix system to allow SSH logins.
D. Configure the CPM to allow SSH logins.
Answer: B (LEAVE A REPLY)
Explanation

NEW QUESTION: 30
In version 10.7 the correct order of installation for components changed. Make the necessary
corrections to the list below to show the new installation order.
Select and Place:
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Answer:

NEW QUESTION: 31
Which of the Following can be configured in the Master Policy? Choose all that apply.
A. Ticketing Integration
B. One Time Passwords
C. Dual Control
D. Exclusive Passwords
E. Password Aging Rules
F. Required Properties
G. Password Reconciliation
H. Custom Connection Components
Answer: (SHOW ANSWER)

Valid CAU302 Dumps shared by TrainingQuiz.com for Helping Passing CAU302 Exam!
TrainingQuiz.com now offer the newest CAU302 exam dumps, the TrainingQuiz.com
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NEW QUESTION: 32
Select the best practice for storing the Master CD.
A. Store the CD in a secure location, such as a physical safe.
B. Copy the files to the Vault Server and discard the CD.
C. Store the CD in a secure location, such as a physical safe, and copy the contents of the CD to
a folder secured with NTFS permissions on the vault.
D. Copy the contents of the CD to a Hardware Security Module (HSM) and discard the CD.
Answer: C (LEAVE A REPLY)

NEW QUESTION: 33
Which of the following sends out Simple Network Management Protocol (SNMP) traps?
A. PrivateArk Server
B. PrivateArk Remote Control Agent
C. CyberArk Event Notification Engine
D. CyberArk SNMP agent
Answer: (SHOW ANSWER)

NEW QUESTION: 34
Accounts Discovery allows secure connections to domain controllers.
A. True
B. False
Answer: B (LEAVE A REPLY)
Explanation/Reference: https://docs.cyberark.com/Product-
Doc/OnlineHelp/PrivCloud/Latest/en/Content/Privilege%
20Cloud/privCloud-accounts-discovery.htm

NEW QUESTION: 35
A SIEM integration allows you to forward ITALOG records to a monitoring solution.
A. TRUE
B. FALSE
Answer: A (LEAVE A REPLY)
Explanation/Reference:

NEW QUESTION: 36
Via Password Vault Web Access (PVWA), a user initiates a PSM connection to the target Linux
machine using RemoteApp. When the client's machine makes an RDP connection to the PSM
server, which user will be utilized?
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A. Credentials stored in the Vault for the target machine
B. PSMConnect
C. PSMAdminConnect
D. Shadowuser
Answer: B (LEAVE A REPLY)

NEW QUESTION: 37
Which one of the built-in Vault users is not automatically added to the safe when it is first created
in PVWA?
A. Administrator
B. Operator
C. Auditor
D. Master
Answer: (SHOW ANSWER)

NEW QUESTION: 38
It is possible to restrict the time of day, or day of week that a verify process can occur
A. TRUE
B. FALSE
Answer: B (LEAVE A REPLY)
Explanation/Reference:

NEW QUESTION: 39
Which type of automatic remediation can be performed by the PTA in case of a suspicious
password change security event?
A. Password change
B. Session suspension
C. Password reconciliation
D. Session termination
Answer: (SHOW ANSWER)

NEW QUESTION: 40
To support a fault tolerant and high-availability architecture, the Password Vault Web Access
(PVWA) servers must to be configured to communicate with the Primary Vault and Satellite
Vaults. Which file needs to be changed on the PVWA to enable this setup?
A. Vault.ini
B. dbparm.ini
C. pvwa.ini
D. Satellite.ini
Answer: (SHOW ANSWER)
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Explanation/Reference: https://docs.cyberark.com/Product-
Doc/OnlineHelp/PAS/11.1/en/Content/PAS%20INST/Password- Vault-Web-Access-
Installation.htm

NEW QUESTION: 41
W104
safe Dual Control requests must
be approved by:
A. Any one person from that group
B. Every person from that group
C. That access cannot be granted to groups
D. The number of persons specified by the Master Policy
Answer: D (LEAVE A REPLY)

NEW QUESTION: 42
A SIEM integration allows you to forward ITALOG records to a monitoring solution.
A. FALSE
B. TRUE
Answer: (SHOW ANSWER)

NEW QUESTION: 43
Which of the following PTA detections are included in the Core PAS offering? (Choose all that
apply.)
A. Golden Ticket
B. Over-Pass-The-Hash
C. Unmanaged Privileged Access
D. Suspected Credential Theft
Answer: (SHOW ANSWER)

NEW QUESTION: 44
The Vault needs to send SNMP traps to an SNMP solution. In which configuration file do you set
the IP address of the SNMP solution?
A. dbparm.ini
B. ENEConf.ini
C. PARAgent.ini
D. my.ini
Configure Remote Monitoring
In the remote control agent configuration file, PARAgent.ini, specify the following parameters:
SNMPHostIP - The IP address of the remote computer where SNMP traps will be sent. Separate
multiple IP addresses with a comma.
Answer: (SHOW ANSWER)
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NEW QUESTION: 45
Which service is optional on the Vault?
A. PrivateArk Server
B. PrivateArk Remote Control Agent
C. PrivateArk Database
D. CyberArk Hardened Windows Firewall
Answer: B (LEAVE A REPLY)
Explanation/Reference: https://www.niap-ccevs.org/MMO/Product/st_vid11006-agd5.pdf

NEW QUESTION: 46
PSM captures a record of each command that was executed in Unix.
A. FALSE
B. TRUE
Answer: B (LEAVE A REPLY)

Valid CAU302 Dumps shared by TrainingQuiz.com for Helping Passing CAU302 Exam!
TrainingQuiz.com now offer the newest CAU302 exam dumps, the TrainingQuiz.com
CAU302 exam questions have been updated and answers have been corrected get the
newest TrainingQuiz.com CAU302 dumps with Test Engine here:
https://www.trainingquiz.com/CAU302-practice-quiz.html (230 Q&As Dumps, 40%OFF Special

Discount: Exam-Tests)

NEW QUESTION: 47
What values are acceptable in the address field on the Accounts Details.
A. It must be NetBIOS name
B. Any name that is resolvable on the CPM server is acceptable
C. It must be an IP address
D. It must be a fully qualified domain name (FQDN)
Answer: B (LEAVE A REPLY)

NEW QUESTION: 48
Which user is automatically given all Safe authorizations on all Safes?
A. Master
B. Auditor
C. Operator
D. Administrator
Answer: A (LEAVE A REPLY)
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NEW QUESTION: 49
When managing SSH keys, the CPM stores the Public Key ________________.
A. A & B
B. In the Vault
C. On the target server
D. Nowhere because the public key can always be generated from the private key
Answer: C (LEAVE A REPLY)

NEW QUESTION: 50
The Vault can only integrate with a single Security Information and Event Management (SIEM) or
SYSLOG server.
A. True
B. False
Answer: (SHOW ANSWER)
Explanation/Reference: https://docs.cyberark.com/Product-
Doc/OnlineHelp/PAS/11.3/en/Content/PASIMP/DV-Integrating- with-SIEM-Applications.htm

NEW QUESTION: 51
Which IP port and Protocol are used by the CyberArk Secure Proprietary Protocol?
A. TCP/22
B. TCP/636
C. UDP/1812
D. TCP/1858
Answer: D (LEAVE A REPLY)

NEW QUESTION: 52
Match the log file name with the CyberArk Component that generates the log.

Answer:
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NEW QUESTION: 53
To support a fault tolerant and high-availability architecture, the Password Vault Web Access
(PVWA) servers need to be configured to communicate with the Primary Vault and Satellite
Vaults. What file needs to be changed on the PVWA to enable this setup?
A. Vault.ini
B. pvwa.ini
C. dbparm.ini
D. Satellite.ini
Answer: A (LEAVE A REPLY)

NEW QUESTION: 54
What is the name of the Platform parameter that controls how long a password will stay valid
whenOne Time Passwords are enabled via the Master Policy?
A. Interval
B. MinValidityPeriod
C. Immediatelnterval
D. Timeout
Answer: D (LEAVE A REPLY)

NEW QUESTION: 55
Which of the following are prerequisites for installing PVWA?
A.Web Services Role
B.Windows BitLocker
C. Remote Desktop Services Role
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D. .NET 4.5.1 Framework Feature
Answer: A (LEAVE A REPLY)

NEW QUESTION: 56
In an SIEM integration it is recommended to use the fully-qualified domain name (FQDN) when
specifying the SIEM server address(es).
A. TRUE
B. FALSE
Answer: B (LEAVE A REPLY)

NEW QUESTION: 57
What is the name of the Platform parameter that controls how long a password will stay valid
when One Time Passwords are enabled via the Master Policy?
A. ImmediateInterval
B. MinValidityPeriod
C. Inteval
D. Timeout
Answer: B (LEAVE A REPLY)

NEW QUESTION: 58
It is possible to restrict the time of day, or day of week that a change process can occur.
A. TRUE
B. FALSE
Answer: A (LEAVE A REPLY)
Explanation/Reference:

NEW QUESTION: 59
What is the purpose of the CyberArk Event Notification Engine service?
A. makes vault data available to components.
B. sends email messages from the CPM.
C. processes audit reports.
D. sends email messages from the vault.
Answer: A (LEAVE A REPLY)

NEW QUESTION: 60
Which of the following are secure options for storing the contents of the Operator CD, while still
allowing the contents to be accessible upon a planned Vault restart? Choose all that apply.
A. Copy the contents of the CD to a folder on the vault server and secure it with NTFS
permissions.
B. Store the server key in the Provider cache.
C. Store the server key in a Hardware Security Module.
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D. Store the CD in a physical safe and mount the CD every time vault maintenance is performed.
E. Copy the contents of the CD to the System Safe on the vault.
Answer: (SHOW ANSWER)

NEW QUESTION: 61
PSM requires the Remote Desktop Session Host role service.
A. TRUE
B. FALSE
Answer: B (LEAVE A REPLY)

Valid CAU302 Dumps shared by TrainingQuiz.com for Helping Passing CAU302 Exam!
TrainingQuiz.com now offer the newest CAU302 exam dumps, the TrainingQuiz.com
CAU302 exam questions have been updated and answers have been corrected get the
newest TrainingQuiz.com CAU302 dumps with Test Engine here:
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NEW QUESTION: 62
HA, DR, Replicate are mutually exclusive and cannot be used in the same environment.
A. TRUE
B. FALSE
Answer: B (LEAVE A REPLY)

NEW QUESTION: 63
A Simple Mail Transfer Protocol (SMTP) integration is critical for monitoring Vault activity and
facilitating workflow processes, such as Dual Control.
A. True
B. False
Answer: B (LEAVE A REPLY)

NEW QUESTION: 64
Which parameter controls how often the CPM looks for accounts that need to be changed from
recently completed Dual control requests?
A. HeadStartInterval
B. The CPM does not change the password under this circumstance
C. ImmediateInterval
D. Interval
Answer: (SHOW ANSWER)
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NEW QUESTION: 65
Which is the purpose of the interval setting in a Central Policy Manager (CPM) policy?
A. To control how often the CPM looks for user-initiated CPM work
B. To control how often the CPM looks for system-initiated CPM work
C. To control the maximum amount of time the CPM will wait for a password change to complete
D. To control how long the CPM rests between password changes
Answer: (SHOW ANSWER)

NEW QUESTION: 66
An SNMP integration allows you to forward audit records from the vault to the SIEM.
A. FALSE
B. TRUE
Answer: B (LEAVE A REPLY)

NEW QUESTION: 67
When the PSM Gateway (also known as the HTML5 Gateway) is implemented, users must have
an RDP client, such as MSTSC, installed on their endpoint in order to launch connections via the
PSM.
A. True
B. False. When the PSM Gateway is implemented, the user only requires a browser in order
launch a connection via the PSM.
Answer: (SHOW ANSWER)
Explanation/Reference: https://docs.cyberark.com/Product-
Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/PSSO- ConnectingDirectly.htm

NEW QUESTION: 68
A SIEM integration is a powerful way to correlate Privileged Account Usage with Privileged
Account Activity.
A. FALSE
B. TRUE
Answer: B (LEAVE A REPLY)

NEW QUESTION: 69
Which parameter controls how often the Central Policy Manager (CPM) looks for exclusive
passwords that need to be changed?
A. HeadStartInterval
B. Interval
C. ImmediateInterval
D. The CPM does not change the password under this circumstance
Answer: D (LEAVE A REPLY)
Explanation/Reference:
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NEW QUESTION: 70
A vault admin received an email notification that a password verification process has failed Which
service sent the message?
A. The CyberArk Password Manager service on the Components Server.
B. The CyberArk Event Notification Engine Service on the Vault
C. The CyberArk Privileged Session Manager service on the Vault.
D. The PrivateArk Server Service on the Vault.
Answer: (SHOW ANSWER)

NEW QUESTION: 71
Which one of the following reports is NOT generated by using the PVWA?
A. Accounts Inventory
B. Application Inventory
C. Active/Non-Active Users
D. Compliance Status
Answer: C (LEAVE A REPLY)

NEW QUESTION: 72
What is the proper way to allow the Vault to resolve host names?
A. Define a DNS server.
B. Define the local hosts file.
C. Define a WINS server.
D. The Vault cannot resolve host names due to security standards.
Answer: A (LEAVE A REPLY)

NEW QUESTION: 73
When a DR vault server becomes an active vault, it will automatically fail bacK to the original
state once the primary vault comes back online.
A. True, if the 'AllowFailback' setting is set to yes in the dbparm ini file.
B. True, this is the default behavior
C. False, this is not possible
D. True, if the 'AllowFailback' setting is set to yes in the PADR.ini file.
Answer: D (LEAVE A REPLY)

NEW QUESTION: 74
The vault server uses a modified version of the Microsoft Windows firewall
A. FALSE
B. TRUE
Answer: A (LEAVE A REPLY)
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NEW QUESTION: 75
Accounts Discovery allows secure connections to domain controllers.
A. TRUE.
B. FALSE
Answer: A (LEAVE A REPLY)

NEW QUESTION: 76
What values are acceptable in the address field on the Accounts Details?
A. It must be an IP address
B. It must be NetBIOS name
C. It must be a Fully Qualified Domain Name (FQDN)
D. Any name that is resolvable on the Central Policy Manager (CPM) server is acceptable
Answer: (SHOW ANSWER)
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NEW QUESTION: 77
You are successfully managing passwords in the alpha.cyberark.com domain; however, when
you attempt to manage a password in the beta.cyberark.com domain, you receive the 'network
path not found' error. What should you check first?
A. That the end user has the correct permissions on the safe.
B. That an appropriate trust relationship exists between alpha.cyberark.com and
beta.cyberark.com
C. That the Central Policy Manager (CPM) can successfully resolve addresses in the
beta.cyberark.com domain.
D. That the username and password are correct.
Answer: (SHOW ANSWER)

NEW QUESTION: 78
PSM requires the Remote Desktop Gateway role service.
A. TRUE
B. FALSE
Answer: (SHOW ANSWER)
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NEW QUESTION: 79
The Vault needs to send SNMP traps to your SNMP solution, which file is used to configure the IP
address of the SNMP server?
A. dbparm.ini
B. ENEConf.ini
C. PARAgent.ini
D. snmp.ini
Answer: (SHOW ANSWER)

NEW QUESTION: 80
A Security Information and Event Management (SIEM) integration allows you to forward audit
records to a monitoring solution.
A. FALSE
B. TRUE
Answer: B (LEAVE A REPLY)

NEW QUESTION: 81
An auditor initiates a LIVE monitoring session to PSM server to view an ongoing LIVE session.
When the auditor's machine makes an RDP connection the PSM server, which user will be used?
A. Credentials Stored in the Vault for the Target Machine
B. PSMConnect
C. Shadowuser
D. PSMAdminConnect
Answer: (SHOW ANSWER)

NEW QUESTION: 82
In the vault each password is encrypted with a unique encryption key.
A. FALSE
B. TRUE
Answer: B (LEAVE A REPLY)

NEW QUESTION: 83
Which user is automatically added to all Safes and cannot be removed?
A. Master
B. Auditor
C. Administrator
D. Operator
Answer: (SHOW ANSWER)

NEW QUESTION: 84
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In version 10.7 the correct order of installation for components changed. Make the necessary
corrections to the list below to show the new installation order.
Select and Place:

Answer:

NEW QUESTION: 85
Which user(s) can access all passwords in the vault
A. Administrator
B. Any member of Vault Admins
C. Any member of Auditors
D. Master
Answer: D (LEAVE A REPLY)

NEW QUESTION: 86
An SMTP integration allows you to forward audit records from the vault to the SIEM.
A. TRUE
B. FALSE
Answer: B (LEAVE A REPLY)

NEW QUESTION: 87
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Two-factor authentication can be implemented by integrating the Vault with a RADIUS server
configured to require PIN and token.
A. False
B. True
Answer: B (LEAVE A REPLY)

NEW QUESTION: 88
An Auditor needs to login to the PSM in order to live monitor an active session. Which User ID is
used to establish the RDP connection to the PSM server?
A. PSMConnect
B. PSMAdminConnect
C. PSMGwUser
D. PSMMaster
Answer: (SHOW ANSWER)

NEW QUESTION: 89
When Dual Control is enabled a user must first submit a request in the Password Vault Web
Access (PVWA) and receive approval before being able to launch a secure connection via PSM
for Windows (previously known as RDP Proxy).
A. True
B. False, a user can submit the request after the connection has already been initiated via the
PSM for Windows.
Answer: A (LEAVE A REPLY)

NEW QUESTION: 90
Which of the following is considered a prerequiste for installing PSM?
A. HTML5 Gateway
B. Remote Desktop Services
C. IIS Web Services Role
D. Provider
Answer: B (LEAVE A REPLY)

NEW QUESTION: 91
The vault supports a number of dual factor authentication methods.
A. FALSE
B. TRUE
Answer: B (LEAVE A REPLY)
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NEW QUESTION: 92
What is the purpose of the Allowed Safes parameter in a CPM policy? Select all that apply.
A. To improve performance by reducing CPU workload.
B. To allow users to access only the passwords they should be able to access.
C. To enforce Least Privilege in CyberArk.
D. To prevent accidental use of a policy in the wrong safe.
Answer: B,C (LEAVE A REPLY)

NEW QUESTION: 93
A Vault Administrator wants to change the PSM Server ID to comply with a naming standard.
What is the
process for changing the PSM Server ID?
A. First, login to the PVWA, browse to Administration, System Configuration, Options, Privileged
Session
Management, Configured PSM Servers and select the PSM Server you need to change from the
list of
servers. In the properties pane, set the value of the ID property to the new Server ID, click Apply
and
OK. Next, edit the basic_psm.ini file located on the PSM server in the PSM root directory and
update
the PSMServerID parameter with the new Server ID, save the file and restart the "CyberArk
Privileged
Session Manager" service on the PSM server.
B. Login to the PVWA, then change the PSMServer ID in Administration, System Configuration,
Options,
Privileged Session Management, Configured PSM Servers. Run an IISRESET on all PVWA
servers.
C. First, logon to the PrivateArk Client as Administrator and open the PVWAConfig safe. Retrieve
and edit
the PVConfiguration.xml file. Search for the PSMServer Name and update the ID of the server
you
want to rename. Save the file and copy back to the PWAConfig safe. Restart the "CyberArk
Privileged
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Session Manager" service on the PSM server.
D. Options A and B above is the correct procedure.
Answer: B (LEAVE A REPLY)

NEW QUESTION: 94
Via Password Vault Web Access (PVWA), a user initiates a PSM connection to the target Linux
machine using RemoteApp. When the client's machine makes an RDP connection to the PSM
server, which user will be utilized?
A. Credentials stored in the Vault for the target machine
B. Shadowuser
C. PSMConnect
D. PSMAdminConnect
Answer: C (LEAVE A REPLY)
Explanation/Reference: https://docs.cyberark.com/Product-
Doc/OnlineHelp/PAS/Latest/en/Content/MESSAGES/RDP%
20file%20and%20RemoteApp%20connections.htm

NEW QUESTION: 95
When the PSM Gateway (also known as the HTML5 ( End Point in order to launch connections
via the PSM
A. False, when the PSM Gateway is implemented, the user only requires a browser in order
launch a connection via the PSM
B. True
Answer: A (LEAVE A REPLY)

NEW QUESTION: 96
The vault supports Subnet Based Access Control.
A. TRUE
B. FALSE
Answer: (SHOW ANSWER)

NEW QUESTION: 97
Which report could show all accounts that are past their expiration dates?
A. Activity log
B. Privileged Account Compliance Status report
C. Applications Inventory report
D. Privileged Account Inventory report
Answer: B (LEAVE A REPLY)

NEW QUESTION: 98
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In order to connect to a target device through PSM, the account credentials used for the
connection must be stored in the vault?
A. False. Because if credentials are not stored in the vault, the PSM will prompt for credentials.
B. True.
C. False. Because if credentials are not stored in the vault, the PSM will log into the target device
as PSMConnect.
D. False. Because the user can also enter credentials manually using Secure Connect.
Answer: C (LEAVE A REPLY)

NEW QUESTION: 99
Which of the following are secure options for storing the contents of the Operator CD, while still
allowing the contents to be accessible upon a planned Vault restart? Choose all that apply.
A. Store the server key in a Hardware Security Module and copy the reset the keys from the CD
to a folder on the vault server and secure it with NTFS permissions.
B. Copy the entire contents of the CD to a folder on the vault server and secure it with NTFS
permissions.
C. Copy the entire contents of the CD to the System Safe on the vault.
D. Store the CD in a physical safe and mount the CD every time vault maintenance is performed.
Answer: A,B (LEAVE A REPLY)

NEW QUESTION: 100
The password upload utility must run from the Central Policy Manager (CPM) server.
A. TRUE
B. FALSE
Answer: B (LEAVE A REPLY)
Explanation/Reference:

NEW QUESTION: 101
A SIEM integration allows you to forward ITALOG records to a monitoring solution.
A. TRUE
B. FALSE
Answer: (SHOW ANSWER)
Explanation

NEW QUESTION: 102
What is the primary purpose of Dual Control?
A. More frequent password changes
B. To force a 'collusion to commit' fraud ensuring no single actor may use a password without
authorization
C. Reduced risk of credential theft
D. Non-repudiation (individual accountability)
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Answer: (SHOW ANSWER)

NEW QUESTION: 103
It is possible to control the hours of the day during which a safe may be used.
A. FALSE
B. TRUE
Answer: (SHOW ANSWER)

NEW QUESTION: 104
PSM for SSH (previously known as "PSM SSH Proxy") supports connections to the following
target systems:
A. All of the above
B. UNIX
C. Oracle
D.Windows
Answer: D (LEAVE A REPLY)

NEW QUESTION: 105
The Vault does not support dual factor authentication.
A. True
B. False
Answer: B (LEAVE A REPLY)
Explanation/Reference: https://duo.com/docs/cyberark

NEW QUESTION: 106
The following applications are pre-configured to work with PSM, but first need to be installed on
the PSM
server.
A. SQL Plus
B. RDP
C. VMWare vSphere Client
D. Toad
E.WinSCP
F. Microsoft SQL Management Studio
G. Putty
Answer: A (LEAVE A REPLY)
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NEW QUESTION: 107
For an account attached to a platform that requires Dual Control based on a Master Policy
exception, how would you configure access a password without approval
A. On the safe in which the account is stored grant the group the 'Access safe without
confirmation' authorization
B. Create an exception to the Master Policy to exclude the group from the workflow process.
C. Edit the master policy rule and modify the advanced 'Access safe without approval' rule to
include the group.
D. On the safe in which the account is stored grant the group the 'Access safe without audit'
authorization.
Answer: (SHOW ANSWER)

NEW QUESTION: 108
What is the PRIMARY reason for installing more than 1 active CPM?
A. Multiple instances increase response time.
B. Having additional CPMs increases the maximum number of devices CyberArk can manage
C. Installing CPMs in multiple sites prevents complex firewall rules to manage devices at remote
sites.
D. Multiple instances create fault tolerance.
Answer: (SHOW ANSWER)

NEW QUESTION: 109
Which keys are required to be present in order to start the PrivateArk Server Service?
A. Safe Key
B. Recovery Public Key
C. Recovery Private Key
D. Server Key
Answer: D (LEAVE A REPLY)

NEW QUESTION: 110
The Password upload utility can be used to create safes.
A. TRUE
B. FALSE
Answer: A (LEAVE A REPLY)

NEW QUESTION: 111
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A Simple Network Management Protocol (SNMP) integration allows the Vault administrator to
forward ITALOG records to a monitoring solution.
A. True
B. False
Answer: B (LEAVE A REPLY)

NEW QUESTION: 112
Accounts Discovery allows secure connections to domain controllers.
A. True
B. False
Answer: B (LEAVE A REPLY)

NEW QUESTION: 113
Users complain they are unsuccessful attempting to authenticate to the PVWA web site. After
entering their credentials, they receive a "Timeout has expired". You test the URL using multiple
browsers and receive the same error. The CyberArk.WebApplication.log shows the "ITACM012S
Timeout has expired" log entry.
What is the next troubleshooting step you should take?
A. Check the health of the Vault Server and ensure all services are running
B. Check network firewall rules to ensure the PVWA can communicate to the Vault over tcp_1858
C. Check the CyberArk.WebConsole.log for errors
D. Run an IISRESET on the PVWA server
Answer: B (LEAVE A REPLY)

NEW QUESTION: 114
The System safe allows access to the Vault configuration files.
A. TRUE
B. FALSE
Answer: (SHOW ANSWER)

NEW QUESTION: 115
In order to connect to a target device through PSM. the account credentials used for the
connection must be stored in the vault?
A. False Because if credentials are not stored in the vault, the PSM will prompt for credentials
B. False. Because the user can also enter credentials manually using Secure Connect
C. True
D. False. Because if credentials are not stored in the vault, the PSM will log into the target device
as PSMConnect.
Answer: D (LEAVE A REPLY)

NEW QUESTION: 116
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You haveassociated a logon account to one of your UNIX root accounts in the vault When
attempting to verify the root account's password the CPM will...
A. None of these.
B. Prompt the end user with a dialog box asking for the login account to use.
C. Ignore the logon account and attempt to log in as root.
D. Log in first with the logon account, then run the su command to log in as root using the
password in the vault
Answer: (SHOW ANSWER)

NEW QUESTION: 117
The following applications are pre-configured to work with PSM. but first need to be installed on
the PSM server.
A. Microsoft SQL Management Studio
B. SQL Plus
C. VMWare vSphere Client
D.WinSCP
E. Toad
F. RDP
G. Putty
Answer: B (LEAVE A REPLY)
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