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NEW QUESTION: 1

Which parameters can be used to harden the Credential Files (CredFiles) while using
CreateCredFile Utility? (Choose three.)

A. Operating System Username

B. Operating System Type (Linux/Windows/HP-UX)

C. Client Hostname

D. Time Frame

E. Vault IP Address

F. Host IP Address

Answer: A,C,F (LEAVE A REPLY)

NEW QUESTION: 2
DRAG DROP

Arrange the steps to restore a Vault using PARestore for a Backup in the correct sequence.
UnNuruaereu WpLuuns UITUET U nesponse

BackupFilesDeletion=No
CAVaultManager RestoreDB
BackupFilesDeletion=Yes,24,1,5;7d
CAVaultManager RecoverBackupFiles

PARestore vault.ini operator /FullVaultRestore
Answer:
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IO U e _ N e UIUELEU RESPUTISE
CYDERKAKA

BackupFilesDeletion=Nc fhe Identity Security CompanyltManager RecoverBackupFiles
CAVaultManager RestoreDB CAUauItManager RestoreDB
BackupFilesDeletion=Yes,24,1,5,7d BackupFilesDeletion=Yes,24,1,5,7d
CAVaultManager HemuerEgck_upFiie-s PARestore vault.ini operator /FullVaultRestore

PARestore vault.ini operator fFullVaultRestore | | BackupFilesDeletion=No

NEW QUESTION: 3

Users who have the 'Access Safe without confirmation' safe permission on a safe where accounts
are configured for Dual control, still need to request approval to use the account.

A. FALSE

B. TRUE

Answer: B (LEAVE A REPLY)

NEW QUESTION: 4

Your organization requires all passwords be rotated every 90 days.
Where can you set this regulatory requirement?

A. PVWAConfig.xml

B. Master Policy

C. Platform Configuration

D. Safe Templates

Answer: B (LEAVE A REPLY)

NEW QUESTION: 5

When a DR Vault Server becomes an active vault, it will automatically fail back to the original
state once the Primary Vault comes back online.

A. True, if the AllowFailback setting is set to "yes" in the padr.ini file

B. False; this is not possible

C. True; this is the default behavior

D. True, if the AllowFailback setting is set to "yes" in the dbparm.ini file

Answer: B (LEAVE A REPLY)

NEW QUESTION: 6

To manage automated onboarding rules, a CyberArk user must be a member of which group?
A. Auditors

B. CPM User

C. Administrators

D. Vault Admins

Answer: (SHOW ANSWER)
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NEW QUESTION: 7

You have been asked to identify the up or down status of Vault services.
Which CyberArk utility can you use to accomplish this task?

A. PAS Reporter

B. Syslog

C. Vault Replicator

D. Remote Control Agent

Answer: D (LEAVE A REPLY)

NEW QUESTION: 8

You need to enable the PSM for all platforms.

Where do you perform this task?

A. Master Policy > Session Management

B. Master Policy > Privileged Access Workflows

C. Administration > Options > Connection Components
D. Platform Management > (Platform) > Ul & Workflows
Answer: (SHOW ANSWER)

NEW QUESTION: 9

user has successfully conducted a short PSM session and logged off. However, the user cannot
access the Monitoring tab to view the recordings.

What is the issue?

A. The user is not a member of the Auditors group

B. The user is not a member of the PVWAMonitor group

C. The PSM service is not running

D. The user must login as PSMAdminConnect

Answer: A (LEAVE A REPLY)

NEW QUESTION: 10

Which parameter controls how often the CPM looks for accounts that need to be changed from
recently completed Dual control requests.

A. Interval

B. HeadStartinterval

C. Immediatelnterval

D. The CPM does not change the password under this circumstance

Answer: A (LEAVE A REPLY)

NEW QUESTION: 11

Which of the following options is not set in the Master Policy?
A. Password Complexity

B. The use of "One-Time-Passwords"
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C. Password Expiration Time
D. Enabling and Disabling of the Connection Through the PSM
Answer: (SHOW ANSWER)

NEW QUESTION: 12

You are onboarding an account that is not supported out of the box.

What should you do first to obtain a platform to import?

A. Create a service ticket in the customer portal explaining the requirements of the custom
platform.

B. Visit the CyberArk marketplace and search for a platform that meets your needs.

C. Search common community portals like stackoverflow, reddit, github for an existing platform.
D. From the platforms page, uncheck the "Hide non-supported platforms" checkbox and see if a
platform meeting your needs appears.

Answer: A (LEAVE A REPLY)

NEW QUESTION: 13

What is the primary purpose of One Time Passwords?

A. Reduced risk of credential theft

B. More frequent password changes

C. To force a 'collusion to commit' fraud ensuring no single actor may use a password without
authorization.

D. Non-repudiation (individual accountability)

Answer: A (LEAVE A REPLY)

NEW QUESTION: 14

What is the chief benefit of PSM?

A. Privileged session isolation

B. Privileged session recording

C. Automatic password management

D. 'Privileged session isolation' and 'Privileged session recording'
Answer: (SHOW ANSWER)

NEW QUESTION: 15

Accounts Discovery allows secure connections to domain controllers.
A. TRUE

B. FALSE

Answer: (SHOW ANSWER)

NEW QUESTION: 16
What is the name of the Platform parameters that controls how long a password will stay valid
when One Time Passwords are enabled via the Master Policy?
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A. Timeout

B. Interval

C. Min Validity Period

D. Immediate Interval

Answer: C (LEAVE A REPLY)

Valid PAM-DEF Dumps shared by TrainingQuiz.com for Helping Passing PAM-DEF Exam!
TrainingQuiz.com now offer the newest PAM-DEF exam dumps, the TrainingQuiz.com PAM-
DEF exam questions have been updated and answers have been corrected get the
newest TrainingQuiz.com PAM-DEF dumps with Test Engine here:
https://www.trainingquiz.com/PAM-DEF-practice-quiz.html (240 Q&As Dumps, 40%OFF

Special Discount: Exam-Tests)

NEW QUESTION: 17

As long as you are a member of the Vault Admins group you can grant any permission on any
safe.

A. FALSE

B. TRUE

Answer: A (LEAVE A REPLY)

NEW QUESTION: 18

When managing SSH keys, the CPM stored the Private Key

A. In the Vault

B. Nowhere because the private key can always be generated from the public key.
C. On the target server

D.A&B

Answer: (SHOW ANSWER)

NEW QUESTION: 19

To enable the Automatic response "Add to Pending" within PTA when unmanaged credentials are
found, what are the minimum permissions required by PTAUser for the
PasswordManager_pending safe?

A. Add accounts (includes update properties), Update Account content, Update Account
properties, View Audit

B. View Accounts, Update Account content, Update Account properties, Access Safe without
confirmation, Manage Safe, View Audit

C. List Accounts, View Safe members, Add accounts (includes update properties), Update
Account content, Update Account properties

D. List Accounts, Add accounts (includes update properties), Delete Accounts, Manage Safe
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Answer: A (LEAVE A REPLY)

NEW QUESTION: 20

Assuming a safe has been configured to be accessible during certain hours of the day, a Vault
Admin may still access that safe outside of those hours.

A. FALSE

B. TRUE

Answer: A (LEAVE A REPLY)

NEW QUESTION: 21

Which combination of Safe member permissions will allow end users to log in to a remote
machine transparently but NOT show or copy the password?

A. List Accounts, Retrieve Accounts

B. Use Accounts, Retrieve Accounts, List Accounts

C. Use Accounts, List Accounts

D. Use Accounts

Answer: (SHOW ANSWER)

NEW QUESTION: 22

VAULT authorizations may be grantedto_ .
A. LDAP Users

B. LDAP Groups

C. Vault Groups

D. Vault Users

Answer: A,D (LEAVE A REPLY)

NEW QUESTION: 23

Ad-Hoc Access (formerly Secure Connect) provides the following features. Choose all that apply.
A. PSM connections to target devices that are not managed by CyberArk.

B. Real-time live session monitoring.

C. Session Recording.

D. PSM connections from a terminal without the need to login to the PVWA.

Answer: (SHOW ANSWER)

NEW QUESTION: 24

In your organization the "click to connect" button is not active by default.

How can this feature be activated?

A. Policies > Master Policy > Session Management > Require privileged session monitoring and
isolation > Add Exception

B. Policies > Master Policy > Allow EPV transparent connections > Inactive

C. Policies > Master Policy > Allow EPV transparent connections > Active
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D. Policies > Master Policy > Password Management
Answer: C (LEAVE A REPLY)

NEW QUESTION: 25

Which report could show all accounts that are past their expiration dates?
A. Activity log

B. Privileged Account Inventory report

C. Application Inventory report

D. Privileged Account Compliance Status report

Answer: D (LEAVE A REPLY)

NEW QUESTION: 26

If a password is changed manually on a server, bypassing the CPM, how would you configure the
account so that the CPM could resume management automatically?

A. Associate a logon account and configure the platform to reconcile automatically

B. Associate a reconcile account and configure the platform to reconcile automatically

C. Run the correct auto detection process to rediscover the password

D. Configure the Provider to change the password to match the Vault's Password

Answer: (SHOW ANSWER)

NEW QUESTION: 27

When onboarding multiple accounts from the Pending Accounts list, which associated setting
must be the same across the selected accounts?

A. CPM

B. Platform

C. Connection Component

D. Vault

Answer: B (LEAVE A REPLY)

NEW QUESTION: 28

Which keys are required to be present in order to start the PrivateArk Server service?
A. Recovery private key

B. Recovery public key

C. Safe key

D. Server key

Answer: B,D (LEAVE A REPLY)

NEW QUESTION: 29

The System safe allows access to the Vault configuration files.
A. TRUE

B. FALS
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Answer: A (LEAVE A REPLY)

NEW QUESTION: 30

A user with administrative privileges to the vault can only grant other users privileges that he
himself has.

A. FALSE

B. TRUE

Answer: A (LEAVE A REPLY)

NEW QUESTION: 31

Which Master Policy Setting must be active in order to have an account checked-out by one user
for a pre-determined amount of time?

A. Require dual control password access Approval

B. Enforce check-in/check-out exclusive access

C. Enforce check-in/check-out exclusive access & Enforce one-time password access

D. Enforce one-time password access

Answer: B (LEAVE A REPLY)

Valid PAM-DEF Dumps shared by TrainingQuiz.com for Helping Passing PAM-DEF Exam!
TrainingQuiz.com now offer the newest PAM-DEF exam dumps, the TrainingQuiz.com PAM-
DEF exam questions have been updated and answers have been corrected get the
newest TrainingQuiz.com PAM-DEF dumps with Test Engine here:
https://www.trainingquiz.com/PAM-DEF-practice-quiz.html (240 Q&As Dumps, 40%OFF

Special Discount: Exam-Tests)

NEW QUESTION: 32

Which user is automatically added to all Safes and cannot be removed?
A. Master

B. Administrator

C. Operator

D. Auditor

Answer: (SHOW ANSWER)

NEW QUESTION: 33

Which certificate type do you need to configure the vault for LDAP over SSL?
A. a CA signed Certificate for the PVWA server

B. a CA signed Certificate for the Vault server

C. a self-signed Certificate for the Vault

D. the CA Certificate that signed the certificate used by the External Directory


https://www.dumpsdb.com/dumps/CyberArk/PAM-DEF/CyberArk.PAM-DEF.v2022-06-16.q62
https://www.dumpsdb.com/dumps/CyberArk/PAM-DEF/CyberArk.PAM-DEF.v2022-06-16.q62
https://www.dumpsdb.com/dumps/CyberArk/PAM-DEF/CyberArk.PAM-DEF.v2022-06-16.q62
https://www.trainingquiz.com/PAM-DEF-practice-quiz.html
https://www.dumpsdb.com/dumps/CyberArk/PAM-DEF/CyberArk.PAM-DEF.v2022-06-16.q62

Answer: D (LEAVE A REPLY)

NEW QUESTION: 34

The Vault administrator can change the Vault license by uploading the new license to the system
Safe.

A. False

B. True

Answer: B (LEAVE A REPLY)

NEW QUESTION: 35

What is the purpose of a linked account?

A. To allow more than one account to work together as part of a password management process.
B. To connect the CPNI to a target system.

C. To ensure a particular set of accounts all change at the same time.

D. To ensure that a particular collection of accounts all have the same password.

Answer: A (LEAVE A REPLY)

NEW QUESTION: 36

An auditor initiates a live monitoring session to PSM server to view an ongoing live session.
When the auditor's machine makes an RDP connection the PSM server, which user will be used?
A. PSMAdminConnect

B. PSMConnect

C. Credentials stored in the Vault for the target machine

D. Shadowuser

Answer: A (LEAVE A REPLY)

NEW QUESTION: 37

In the Private Ark client, how do you add an LDAP group to a CyberArk group?
A. Select Update on the CyberArk group, and then click Add > LDAP Group

B. Select Update on the LDAP Group, and then click Add > LDAP Group

C. Select Member Of on the CyberArk group, and then click Add > LDAP Group
D. Select Member Of on the LDAP group, and then click Add > LDAP Group
Answer: B (LEAVE A REPLY)

NEW QUESTION: 38

Which of the following statements are NOT true when enabling PSM recording for a target
Windows server? (Choose all that apply)

A. PSM must be enabled in the Master Policy (either directly, or through exception)

B. The PSM software must be instated on the target server

C. PSMConnect must be added as a local user on the target server

D. RDP must be enabled on the target server
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Answer: (SHOW ANSWER)

NEW QUESTION: 39

Can the 'Connect' button be used to initiate an SSH connection, as root, to a Unix system when
SSH access for root is denied?

A. Yes, if a logon account is associated with the root account.

B. Yes, only if a logon account is associated with the root account and the user connects through
the PSM-SSH connection component.

C. No, it is not possible.

D. Yes, when using the connect button, CyberArk uses the PMTerminal.exe process which
bypasses the root SSH restriction.

Answer: (SHOW ANSWER)

NEW QUESTION: 40

It is possible to leverage DNA to provide discovery functions that are not available with auto-
detection.

A. FALS

B. TRUE

Answer: B (LEAVE A REPLY)

NEW QUESTION: 41

A new domain controller has been added to your domain. You need to ensure the CyberArk
infrastructure can use the new domain controller for authentication.

Which locations must you update?

A. on the Vault server in Windows\System32\Etc\Hosts and on the PVWA server in Windows
\System32\Etc\Hosts

B. in the Private Ark client under Tools > Administrative Tools > Directory Mapping

C. on the Vault server in Windows\System32\Etc\Hosts and in the PVWA Application under
Administration > LDAP Integration > Directories > Hosts

D. on the Vault server in the certificate store and on the PVWA server in the certificate store
Answer: (SHOW ANSWER)

NEW QUESTION: 42

Select the best practice for storing the Master CD.

A. Copy the contents of the CD to a Hardware Security Module (HSM) and discard the CD

B. Copy the files to the Vault server and discard the CD

C. Store the CD in a secure location, such as a physical safe

D. Store the CD in a secure location, such as a physical safe, and copy the contents of the CD to
a folder secured with NTFS permissions on the Vault

Answer: D (LEAVE A REPLY)
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NEW QUESTION: 43

What is the purpose of the password change process?

A. To generate a new complex password

B. To change the password of an account according to organizationally defined password rules
C. To allow CyberArk to manage unknown or lost credentials

D. To test that CyberArk is storing accurate credentials for accounts

Answer: C (LEAVE A REPLY)

NEW QUESTION: 44

To ensure all sessions are being recorded, a CyberArk administrator goes to the master policy
and makes configuration changes.

Which configuration is correct?

A. Require privileged session monitoring and isolation = inactive; Record and save session
activity = active.

B. Require privileged session monitoring and isolation = active; Record and save session activity
= inactive.

C. Require privileged session monitoring and isolation = inactive; Record and save session
activity = inactive.

D. Require privileged session monitoring and isolation = active; Record and save session activity
= active.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 45

You want to generate a license capacity report.
Which tool accomplishes this?

A. DiagnoseDB Report

B. Password Vault Web Access

C. PrivateArk Client

D. RestAPI

Answer: (SHOW ANSWER)

NEW QUESTION: 46

Which built-in report from the reports page in PVWA displays the number of days until a password
is due to expire?

A. Privileged Accounts CPM Status

B. Privileged Accounts Compliance Status

C. Activity Log

D. Privileged Accounts Inventory

Answer: B (LEAVE A REPLY)
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NEW QUESTION: 47

A Vault administrator have associated a logon account to one of their Unix root accounts in the
vault.

When attempting to verify the root account's password the Central Policy Manager (CPM) will:
A. none of these

B. log in first with the logon account, then run the SU command to log in as root using the
password in the Vault

C. prompt the end user with a dialog box asking for the login account to use

D. ignore the logon account and attempt to log in as root

Answer: C (LEAVE A REPLY)

NEW QUESTION: 48

Which of the following Privileged Session Management solutions provide a detailed audit log of
session activities?

A. PSM for Windows (previously known as RDP Proxy)

B. All of the above

C. PSM for SSH (previously known as PSM SSH Proxy)

D. PSM (i.e., launching connections by clicking on the "Connect" button in the PVWA)
Answer: D (LEAVE A REPLY)

NEW QUESTION: 49

When a DR Vault Server becomes an active vault, it will automatically revert back to DR mode
once the Primary Vault comes back online.

A. True; this is the default behavior

B. False, the Vault administrator must manually set the DR Vault to DR mode by setting
"FailoverMode=no" in the dbparm.ini file

C. True, if the AllowFailback setting is set to "yes" in the padr.ini file

D. False, the Vault administrator must manually set the DR Vault to DR mode by setting
"FailoverMode=no" in the padr.ini file

Answer: (SHOW ANSWER)

NEW QUESTION: 50
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If a user is a member of more than one group that has authorizations on a safe, by default that
user is granted

A. only those permissions that exist in all groups to which the user belongs.

B. only those permissions that exist on the group added to the safe first.

C. the vault will not allow this situation to occur.

D. the cumulative permissions of all groups to which that user belongs.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 51

According to the DEFAULT Web Options settings, which group grants access to the REPORTS
page?

A. PVWAMonitor

B. Auditors

C. PVWAUsers

D. Vault Admins

Answer: (SHOW ANSWER)

NEW QUESTION: 52

For a safe with Object Level Access enabled you can turn off Object Level Access Control when it
no longer needed on the safe.

A. TRUE

B. FALSE

Answer: B (LEAVE A REPLY)

NEW QUESTION: 53

Which of the following PTA detections require the deployment of a Network Sensor or installing
the PTA Agent on the domain controller?

A. Over-Pass-The-Hash

B. Golden Ticket

C. Suspected credential theft

D. Unmanaged privileged access

Answer: D (LEAVE A REPLY)

NEW QUESTION: 54

Which one the following reports is NOT generated by using the PVWA?
A. Sales List

B. Convince Status

C. Accounts Inventory

D. Application Inventory

Answer: (SHOW ANSWER)
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NEW QUESTION: 55

What is the easiest way to duplicate an existing platform?

A. From PrivateArk, copy/paste the appropriate settings in PVConfiguration.xml; then update the
policyName variable.

B. From the PVWA, navigate to the platforms page, select an existing platform that is similar to
the new target account platform, manually update the platform settings and click "Save as"
INSTEAD of save to duplicate and rename the platform.

C. From the PVWA, navigate to the platforms page, select an existing platform that is similar to
the new target account platform and then click Duplicate; name the new platform.

D. From PrivateArk, copy/paste the appropriate Policy.ini file; then rename it.

Answer: B (LEAVE A REPLY)

NEW QUESTION: 56

CyberArk recommends implementing object level access control on all Safes.
A. False

B. True

Answer: A (LEAVE A REPLY)

NEW QUESTION: 57

You are creating a Dual Control workflow for a team's safe.
Which safe permissions must you grant to the Approvers group?
A. List accounts, Authorize account request

B. Retrieve accounts, Authorize account request

C. Retrieve accounts, Access Safe without confirmation

D. List accounts, Unlock accounts

Answer: A (LEAVE A REPLY)

NEW QUESTION: 58

A user is receiving the error message "ITATSO0GE Station is suspended for User jsmith" when
attempting to sign into the Password Vault Web Access (PVWA) .

Which utility would a Vault administrator use to correct this problem?

A. createcredfile.exe

B. PVWA

C. PrivateArk

D. cavaultmanager.exe

Answer: C (LEAVE A REPLY)

NEW QUESTION: 59

The Privileged Access Management solution provides an out-of-the-box target platform to
manage SSH keys, called UNIX Via SSH Keys.

How are these keys managed?
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A. CyberArk stores Private keys in the Vault and updates Public keys on target systems.

B. CyberArk stores Public keys in the Vault and updates Private keys on target systems.

C. CyberArk does not store Public or Private keys and instead uses a reconcile account to create
keys on demand.

D. CyberArk stores both Private and Public keys and can update target systems with either key.
Answer: A (LEAVE A REPLY)

NEW QUESTION: 60

It is possible to restrict the time of day, or day of week that a [b]verify[/b] process can occur
A. TRUE

B. FALSE

Answer: (SHOW ANSWER)

NEW QUESTION: 61

Which utilities could you use to change debugging levels on the vault without having to restart the
vault. Select all that apply.

A. Edit DBParm.ini in a text editor.

B. PAR Agent

C. Setup.exe

D. PrivateArk Server Central Administration

Answer: (SHOW ANSWER)
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NEW QUESTION: 62

How much disk space do you need on the server for a PAReplicate?
A.1TB

B. same as disk size on Satellite Vault

C. same as disk size on Primary Vault

D. 500 GB

Answer: (SHOW ANSWER)
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