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NEW QUESTION: 1

You have a FortiGate configuration with three user-defined SD-WAN zones and two members in each of these
zones. One SD-WAN member is no longer in use in health-check and SD-WAN rules. You want to delete it.
What happens if you delete the SD-WAN member from the FortiGate GUI?

A. FodiGate accepts the deletion and removes routes as required.

B. FortiGate accepts the deletion and places the member in the default SD-WAN zone.

C. FortiGate displays an error message. SD-WAN zones must contain at least two members

D. FortiGate displays an error message. You must use the CLI to delete an SD-WAN member.

Answer: (SHOW ANSWER)

NEW QUESTION: 2
Exhibit.
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config system sdwan
set fail-detect enable
set fail-alert-interfaces "portsS”™
config health-check
edit "Level3 DNS%
set update-Cascade-interface
set members 1,2

next

edit "HQY
sef update-cascade-interface enable
sert members 3

nexc
end

Which action will FortiGate take if it detects SD-WAN members as dead?

A. FoftiGate bounces port5 after it detects all SD-WAN members as dead.

B. FortiGate fails over to the secondary device after it detects port5 as dead.

C. FortiGate brings down port5 after it detects all SD-WAN members as dead.

D. FortiGate sends alert messages through poft5 when it detects all SD-WAN members as dead
Answer: C (LEAVE A REPLY)

NEW QUESTION: 3
Refer to the exhibit.
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Diagnose output

fgt_1 # diagnose sys sdwan serviced

Service(l): Address Mode (I1FV4) flage=~0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut priority: 2
Gen(l), TOS(0x0/0x0), Protocol(0): src(1->65535) :dat (1->8655135), Mode (priority),
link-cost-factor(latency), link-cost-threshold(10), heath-check(Corp_HC)
Members(2):
1: Seq num(2 port2 underlay), alive, latency: 0.906, selected
2: Seq num(l portl underlay), alive, latency: 1.075, selected
Application Control(2): Microsoft.Portal (414€9,0) Business(0,2%)
Src address(1):
10.0.1.0-10.0.1.25%

Service(2): Address Mode (IFVE) flaga=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut priority: 2
Gen(l), TOS(0x0/0x0), Protocol(0): arc(l->€5535):dat(1->655135), Mode (manual)
Membera(l):
1: Seq num(2 port2 underlay), alive, selected
Application Control(2): Social.Media(0,23) General.lInteresat(0,12)

Src addreas(l):
1°-°-1-°'1°-o-1-255
Service(l): Address Mode (IPV4) flage=0x4200 use-shortcut-sla
Tie break: cig

Shortcut priority: 2
Gen(l), TOS(0x0/0x0), Protocol(0): arcl
link-cost-factor(latency), link-coat-thr

Mode (priority),
(Corp_HC)

Members(2):
1: Seq _num(2 port2 underlay) 06, selected
2: Seq num(l portl 0798, selected

Application Control (2
Src addresa(l):
10.0 .

14€9,0) Business(0,29)

(2 Mode (1PV4) flage=0x4200 use-shortcut-sla use-shortcut
g
rt priority: 2
(1), TOS(0x0/0x0), Protocol(0): src(l->65535) :dat (1->65535), Mode (manual)
Members(l):
1: Seq num(2 port2 underlay), alive, selected
Application Control(2): Soclal.Media(0,23) General.Interest(0,12)
Src addresa(l):

lﬂ'.ocl.ﬂ*lﬂ'-ﬂd.-zi!n

FV4) flaga=0x4200 use-shortcocut-sla use-shortout

Shortcut priority: 2
Gen{l), TOS(0x0/0x0), Protocol(0): arc(l->65535):dat(1->65535), Mode(2la
hash-mode=round-robin)
Members(3):
1 Can nomid BHA T svarlavi. alivea. alaileN . aldid). afa ardar i) .




The exhibit shows output of the command diagnose sys adwan aervice4 collected on a FortiGate device.

The administrator wants to know through which interface FortiGate will steer traffic from local users on subnet
10.0.1.0/255.255.255.192 and with a destination of the social media application Facebook.

Based on the exhibits, which two statements are correct? (Choose two.)

A. FortiGate steers traffic for social media applications according to the service rule 2 and steers traffic through
port2.

B. When FortiGate cannot recognize the application of the flow, it load balances the traffic through the tunnels
HQ_T1. HQ_T2. HQ_T3.

C. When FortiGate cannot recognize the application of the flow, it steers the traffic through the preferred member
of rule 3, HQ_T1.

D. There is no service defined for the Facebook application, so FortiGate appliesservice rule 3 and directs the
traffic to headquarters.

Answer: A,B (LEAVE A REPLY)

NEW QUESTION: 4
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SD-WAN Network Topology

F:ERTINET

Refer to the exhibit.

You want to configure SD-WAN on a network as shown in the exhibit.
The network contains many FortiGate devices. Some are used as NGFW, and some are installed with

extensions such as FortiSwitch. FortiAP. or Forti Ex tender.

What should you consider when planning your deployment?

A. You can build an SD-WAN topology that includes all devices. The hubs can be FortiGate devices with Forti
Extender.

B. You can build an SD-WAN topology that includes all devices. The hubs must be devices without extensions.
C. You must use FortiManager to manage your SD-WAN topology.

D. You must build multiple SD-WAN topologies. Each topology must contain only one type of extension.
Answer: B (LEAVE A REPLY)

In Fortinet SD-WAN, hubs should not have extensions like FortiSwitch, FortiAP, or FortiExtender installed, as
these can affect hub functionality and scalability. While all device types can be included in the topology, the hubs
must be "clean" FortiGate devices without such extensions to ensure proper ADVPN and overlay management.
References:

[FCSS_SDW_AR-7.4 1-0.docx Q3]

Fortinet SD-WAN Reference Architecture Guide 7.4 - Hub requirements

NEW QUESTION: 5
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SD-WAN interacts with many other FortiGate features. Some of them are required to allow SD- WAN to steer the
traffic.

Which three configuration elements that you must configure before FortiGate can steer traffic according to SD-
WAN rules? (Choose three.)

A. Firewall policies

B. Interfaces

C. Security profiles

D. Traffic shaping

E. Routing

Answer: (SHOW ANSWER)

Interfaces must be defined and added as SD-WAN members to participate in traffic steering.

Routing is required so FortiGate knows how to reach destinations through SD-WAN paths.

Firewall policies are needed to permit traffic and allow SD-WAN rules to take effect.

NEW QUESTION: 6

In which SD-WAN template field can you use a metadata variable?

A. You can use metadata variables only to define interface members and the gateway IP.
B. Any field identified with a dollar sign (S) in a magnifying glass.

C. All SD-WAN template fields support metadata variables.

D. Any field identified with an "M" in a circle.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 7

Which three characteristics apply to provisioning templates available on FortiManager? (Choose three.)
A. You cannot apply a system template and CLI template to the same FortiGate device.

B. A template group can include a system template and an SD-WAN template.
C. A CLI template can be of type CLI script or Perl script.

D. A CLI template group can contain CLI templates of both types.

E. CLI templates are applied in order, from top to bottom.

Answer: (SHOW ANSWER)

NEW QUESTION: 8

When a customer delegate the installation and management of its SD-WAN infrastructure to an MSSP, the
MSSP usually keeps the hub within its infrastructure for ease of management and to share costly resources.
In which two situations will the MSSP install the hub in customer premises? (Choose two.)

A. The customer expects a large amount of VolP traffic.

B. The customer requires SIA with centralized breakout.

C. The majority of the branch traffic is directed to a corporate data center.

D. The administrator expects a large volume of traffic between the branches.

Answer: B,D (LEAVE A REPLY)
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NEW QUESTION: 9

Refer to the exhibits. The exhibits show two IPsec templates to define Branch IPsec 1 and Branch_IPsec_2.
Each template defines a VPN tunnel. The error message that FortiManager displayed when the administrator
tried to assign the second template to the FortiGate device is also shown. Which statement best describes the

cause of the issue?
IPsec template for Branch_IPsec_1

IPsec Template - Branch_IPsec_1

-

.’ & Create New [ Edit §4 Delet i Morewv .
0O Names Type ¢ Outgoing Interface ¢
0 HUB1-VPN2 Static $(15P2)

Error message in ForfiManagef— | [[ 1T

nvalid template assignmen conflicting teéfnplat ssignment scope: device bran h1 fet. vdom roc

0 psec template (Branch

A. You can assign only one template with a tunnel type of static to each FortiGate device.
B. You can assign only one IPsec template to each FortiGate device.

C. You should review the branch1_fgt configuration for configured tunnels in the rootVDOM.
D. You should use the same outgoing interface of both templates.



Answer: (SHOW ANSWER)

FortiManager allows only one IPsec template to be assigned per FortiGate device. The error indicates a
conflicting template assignment, meaning assigning both Branch_IPsec_1 and Branch_IPsec_2 to the same
device (branch1_fgt) is not permitted.

NEW QUESTION: 10
Refer to the exhibits. The first exhibit shows the SD-WAN zone HUB1 and SD-WAN member configuration from
an SD-WAN template, and the second exhibit shows the output of command diagnose sys sdwan
membercollected on a FortiGate device.
Which statement best describes what the diagnose output shows?

SD-WAN zone HUB1 and

SD-WAN Zones &

4+ Create New~ | [ Edit Search...

ID+ Interface ~ Gateway ~ Cost ~ Priority ¢Oatus = Installation Target +

@HUB1 Py
4 EHUB1-VPN1 0000 @ Enable
. 3 Devices in Total

@HUB1-VPN2  0.0.00 ' © Enable @branch1_fgtfroot]
Y mbranch2_fgtfroot]
@branch3_fgt[root]

UB1.VPN . 2 Devices in Total
@ HUB1- 0 QEnable  pranch2_fotiroot]
m@mbranch3_fgt{root]

View Details >

View Details >

SD-WAN zone HUB2 and SD-WAN member configuration

O &HUB2
3 Devices in Total View Details >
o7 EHUBZ-VPN1 0.0.00 10 1 @ En o Bbranchi_fgtlroot
. ﬁ - B n E
w0 bea

0O 8 EHUB2.VPN2 0000 10 1 @ Enable

O 9 EHUB2-VEN3s 0.000 10 1 @ Enable
Output of command diagnose sys sdus r

_fgt # diagnose sys sdwan member
Member (4) : transport-group: 0, .Anterface: HUB1-VPN1l, flags=0xd
Member (5) : transport—-group: 0, dinterface: HUB1-VPN2, flags=0xd
Member (7) : transport-group: 0y interface: HUB2-VPN1l, flags=0xd
Member (8) : transport-group: 0, interface: HUB2-VPN2, flags=0xd
Member (9) : transpoxt=group: 0, interface: HUB2-VPN3, flags=0xd

A. The diagnose output shows that HUB1-VPN1 and all HUBx-VPNy members are dead.
B. The diagnose output does not correspond to a device configured with the SD-WAN template shown in the
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exhibit.
C. The diagnose output was collected on the device branch2_fgt.

Brsneri By FEAYEA RS lected on the device branch1_fgt

The diagnose output lists SD-WAN members 4(HUB1-VPN1), 5(HUB1-VPN2), 7(HUB2-VPN1),
8(HUB2-VPN2), and 9(HUB2-VPN3). It does not include member 6 (HUB1-VPN3). From the template, HUB1-
VPNS is installed only on branch2_fgt and branch3_fgt - not on branch1_fgt.

Therefore, the output must be from branch1_fgt.

NEW QUESTION: 11

Which statement describes FortiGate behavior when you reference a zone in a static route?
A. FoftiGate installs ECMP static routes for the first two members of the zone.

B. FortiGate ignores the static routes defined through members referenced in the zone.

C. FortiGate routes the traffic through the best performing member of the zone.

D. FortiGate installs a static route for each member in the zone.

Answer: D (LEAVE A REPLY)

When referencing a zone in a static route, FortiGate's behavior is described as:

"Referencing a zone in a static route causes FortiGate to install a static route for each member interface of the
zone. This enables ECMP (Equal-Cost Multi-Path) and load balancing where supported and ensures that traffic
can be steered over any valid zone member according to SD-WAN rules or standard routing." This mechanism is
fundamental to Fortinet's implementation of SD-WAN and simplifies large, multi- interface deployments.
References:

[FCSS_SDW_AR-7.4 1-0.docx Q21]

FortiOS 7.4 Routing Guide, "Zone-based Routing and ECMP Behavior"

NEW QUESTION: 12
Exhibit.
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SD-WAN rules status and configuration F H I " IE I

# 0 {iiaoT T y e s AT - = i

¥ PR ——

Refer to the exhibit, which shows the SD-WAN rule status and configuration.

Based on the exhibit, which change in the measured packet loss will make HUB1-VPN3 the new preferred
member?

A. When HUB1-VPN1 has 4% packet loss

B. When HUB1-VPN1 has 12% packet loss

C. When HUB1-VPN3 has 4% packet loss

D. When all three members have the same packet loss

Answer: D (LEAVE A REPLY)

NEW QUESTION: 13

Which three factors about SLA targets and SD-WAN rules should you consider when configuring SD-WAN
rules? (Choose three.)

A. Member metrics are measured only if a rule uses the SLA target.

B. SLA targets are used only by SD-WAN rules that are configured with a Lowest Cost (SLA) strategy.

C. SD-WAN rules can use SLA targets to check whether the preferred members meet the SLA requirements.
D. When configuring an SD-WAN rule, you can select multiple SLA targets if they are from the same
performance SLA.

E. When configuring an SD-WAN rule, you can select multiple SLA targets from different performance SLAs.
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Answer: B,C,E (LEAVE A REPLY)

The use of SLA targets is specific to certain SD-WAN strategies. The "Lowest Cost (SLA)" and "Maximize
Bandwidth (SLA)" strategies are explicitly designed to use the configured SLA targets to make routing decisions.
The "Best Quality" strategy uses performance metrics but does not necessarily require or reference SLA targets
in the same way, while "Manual" does not use metrics at all for path selection.

This is a core function of SD-WAN rules with SLA targets. The purpose of configuring an SLA target with specific
thresholds for latency, jitter, and packet loss is to define what is considered "acceptable" performance for an
application. SD-WAN rules then use these targets to check if the members (interfaces) meet these requirements
before a flow is steered over them, ensuring that a preferred path still offers a good user experience.

FortiGate allows for a single SD-WAN rule to reference multiple, different performance SLAs. This is crucial for
complex deployments where a single SD-WAN rule needs to handle traffic for multiple applications that have
distinct performance requirements. For example, a single rule might direct VolP traffic based on one
performance SLA with strict latencyijitter targets, while simultaneously handling general web traffic using another
performance SLA with more lenient requirements.

NEW QUESTION: 14

An administrator is configuring SD-WAN to load balance their network traffic. Which two things should they
consider when setting up SD-WAN? (Choose two.)

A. SD-WAN load balancing is possible only using the best quality and lowest cost (SLA) strategies.

B. When applicable. FortiGate load balances the traffic through all members that meet the SLA target.

C. Only the manual and best-quality strategies allow SD-WAN load balancing.

D. You can select the outbandwidth hash mode with all strategies that allow load balancing.

Answer: (SHOW ANSWER)

NEW QUESTION: 15

As an MSSP administrator, you are asked to configure ADVPN on an existing SD-WAN topology.
FortiManager manages the customer devices in a dedicated ADOM. The previous administrator used the SD-
WAN overlay topology.

Which two statements apply to this scenario? (Choose two.)

A. You can activate auto-discovery VPN in the SD-WAN overlay template only if it is a single hub topology.

B. When auto-discovery VPN is enabled, FortiManager updates the IPsec and BGP templates in the hub.

C. After you enable auto-discovery VPN in the overlay template, you must select between ADVPN 2.0 and
ADVPN 1.0.

D. You can activate auto-discovery VPN in the SD-WAN overlay template for any type of topology, including a
primary-primary dual-hub topology.

Answer: B,D (LEAVE A REPLY)

When you enable ADVPN (auto-discovery VPN) in the overlay template, FortiManager automatically updates
both the IPsec and BGP templates on the hub so that shortcut tunnels can be established dynamically.
ADVPN can be activated in the SD-WAN overlay template for any supported topology, including dual-hub

primary-primary, not just single hub.
NEW QUESTION: 16
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Refer to the exhibit. The exhibit shows the details of a session and the index numbers of some relevant
interfaces on a FortiGate device that supports hardware offloading.
Based on the information shown in the exhibits, which two conclusions can you draw? (Choose two.)

Sessiondetails = =~ =T [ = 1

# diagnose sys session list

session info: proto=6 proto_state=01 duraticn=39 expire=3593 timeocut=3600
flags=00000000

socktype=0 sockport=0 av_idxe=0 use=4

state=may dirty npu

orgin->sink: org pre-»post, reply pre->post dev=7->5/5->T gwy=
10.10.10.1/10.9.31.160

hook=pre dir=org act=noop 10.9.31.160:7932->10.0.1.7:22(000.0.0:0)
hook=post dir=reply act=ncop 10.0.1.7:22->10.9.31 460:7932(0.0.0.0:0)
pos/ (before, after) 0/(0,0}, O/ (0,0)

misc=0 policy id=1 auth info=0 chk client info=0_wd=0

serial=00045e02 tos=ff/ff app list=0 app=0 urlacat=0

sdwan_mbr seg=1 sdwan_servic_id=1

rpdb link id=800000000 rpdb svc id=0 ngfwid=n/a

npu_state= x4000c00

npu info: flag=0x81/0x81, offload=8#8, dips offlcad=0/0, epid=64/76, ipid=
vian=0x0000/0x0000

vlifid=76/64, vtag in=0x000040x0000" in npu=1/1, ocut npu=1/1, fwd en=0/0,
gid=2/2

reflect info 0:

dev=T7->&/6=>7

npu_state=0x4000800

npu infeo: flag=0x00£0xB1, offload=0/8, ips_offlead-0/0, epid-0/76, ipid=
0/65, vlian=0=x0000y4 00800

v1lifid=0/65, ¥tag @W=0xz0000/0x0000 in npu=0/1, out_npu=0/1, fwd_en=0/0,
qgid=0/2

total reflect SE5sion num: 1

total session 1

# diagnose netlink interface list
if=portl family=00 type=1 index=5 mtu=1500 link=0 master=0

if=port2 family=00 type=1 index=6 mtu=1500 link=0 master=0
if=port3 family=00 type=1 index=7 mtu=1500 link=0 master=0

A. By default, FortiGate offloads symmetric and asymmetric flows.

B. The original direction of the symmetric traffic flows from port3 to port2.

C. The reply direction of the asymmetric traffic flows from port2 to port3.

D. The auxiliary session can be offloaded to hardware.

Answer: B,C (LEAVE A REPLY)

The session details show the symmetric flow's original direction as port3 — port2.

The asymmetric flow's reply direction is listed as port2 — port3.
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NEW QUESTION: 17

What is true about SD-WAN multiregion topologies?
A. Each region has its own SD-WAN topology.

B. Routing between the hub and spokes must be BGP.
C. It is not compatible with ADVPN.

D. Regions must correspond to geographical areas.
Answer: (SHOW ANSWER)

NEW QUESTION: 18
The FortiGate devices are managed by ForliManager, and are configured for direct internet access (DIA). You
confirm that DIA is working as expected for each branch, and check the SD- WAN zone configuration and

firewall policies shown in the exhibits.
YW-VWAN ZONnes

SD-WAN Zones

4 Create Newv || [#F B Delete Nh gl Search...
O (D= Interface ~ Gateway ~ Cost =~ | Priority ¥  Status =
J & virtual-wan-link
O 4 underlay
0 |1 @ port1 $(sdwan_port1_gw) 0 1 @ Enable

(] |2 F ? qﬂlnEFdwan_porﬂ?_QW} 0 1 @ Enable

ID Name From To Source Destination Service Action Schedule

DIA° [CLAN 3 underlay = LAN-pet =2 all @ All ~ Accept (@ always
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Edit SD-WAN Overlay Template — Summary (5/5)

Secondary HUB %+ dc1_fgt(192.168.0.41
Branch 1 & branches

Underlay Assignment v

Standalone HUB Underlays Underlay 1: port1

Underlay 2: port2
Underlay 3: port4

.s! = B
==RATINET
Branch Underlays Underlay 1: port1
Underlay 2: port2

Underlay 3: portd. A W

Network Advertlsement v n b U

Stm@lm;e HﬂB @nnected
Interface 1: ports

Connected
Interface 1: ports

SD-WAN Template Options

Add Overlay Objects to SD-WAN Template ' branches

Add Overlay Interfaces and Zones
Add Health Check Servers for Each HUB as Performance SLA
Normalize Interfaces

Add Health Check Firewall Policy to Hub Policy Package D B dc pp
Add Health Check Firewall Policy to Branch Policy Package ®. B branches_pp

Then, you use the SD-WAN overlay template to configure the IPsec overlay tunnels. You create the associated
SD-WAN rules to connect existing branches to the company hub device and apply the changes on the branches.
After those changes, users complain that they lost internet access. DIA is no longer working.

Based on the exhibit, which statement best describes the possible root cause of this issue?

A. The SD-WAN overlay template defines a zone for each underlay interface and moves the interfaces into
those zones.



B. The SD-WAN overlay template didn't configure a firewall policy to allow traffic through the overlay.

C. The SD-WAN overlay template redefines the interface gateway addresses if they are defined with metadata
variables.

D. The SD-WAN overlay template updates the SD-WAN template and the rules.

Answer: A (LEAVE A REPLY)

The SD-WAN overlay template defines a zone for each underlay interface and moves the interfaces into those
zones. This statement perfectly describes the likely sequence of events. The template, when applied, re-

organizes the interfaces and zones, causing the existing firewall policy that relies on the old zone configuration
to fail. This is the most plausible root cause.

NEW QUESTION: 19

You used the HUB IPsec_Recommended and the BRANCH IPsec_Recommended templates to define the
overlay topology. Then, you used the SD-WAN template to define the SD- WAN members, rules, and
performance SLAs.

You applied the changes to the devices and want to use the FortiManager monitors menu to get a graphical view
that shows the status of each SD-WAN member.

Which statement best explains how to obtain this graphical view?

A. Use the SD-WAN monitor template view to get a map view of the branches, hub, and tunnel status, including
the SLA pass or missed status.

B. Use the SD-WAN monitor table view to get a donut view and a table view that shows the status of each SD-
WAN member, including the SLA pass or missed status.

C. Use the VPN monitor map view to get a map view of the branches, hub, and tunnel status, including the SLA
pass or missed status.

D. Use the SD-WAN monitor asset view to get a donut view and a table view that shows the status of each
device and the SLA status of each SD-WAN member.

Answer: B (LEAVE A REPLY)

The SD-WAN monitor's table view in FortiManager provides a donut visualization plus a detailed table that
shows each SD-WAN member's status and SLA pass/miss, giving the per-member health view you're after.

NEW QUESTION: 20

When a customer delegate the installation and management of its SD-WAN infrastructure to an MSSP, the
MSSP usually keeps the hub within its infrastructure for ease of management and to share costly resources.
In which two situations will the MSSP install the hub in customer premises? (Choose two.)

A. The customer expects a large amount of VolIP traffic.

B. The maijority of the branch traffic is directed to a corporate data center.

C. The administrator expects a large volume of traffic between the branches.

D. The customer requires SIA with centralized breakout.

Answer: (SHOW ANSWER)

NEW QUESTION: 21
Refer to the exhibits.
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———_— F:::FITIFIET

branchl _fgt # diagnose sys sdwan service

Service(l): Address Mode (IFV4) flage=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut pricricy: 2
Gen(2), TOS(Ox0/0x0), Protocol(0): src(1=->65535) :dst (1->65535), Mode (manual)
Members(d):
1: Seq num(l portl underlay), alive, selected
21 Seq_nu=m(2 portl underlay), alive, selected
Application Coatzol(d): Microsoft.Portal (41469,0) Salesforce(l16920,0) Collaboration(d,28)
Src address(l):
10.0.1.,0-10.0.1.3558

Service(2): Address Mode (IFV4) fliage=0x4200 use-shortcut-sia use-shortcut
Tie break: cfyg
Shortcut priority: 2
Gen(2), TOS(Ox0/0x0), Protecel(0): src(l->65535):det(1->65535), Mode (manual)
Mexmbers(l):
i: Seq_num(2 port2 underlay), alive, selected
lication Control(3): Facebook(15832,0) LinkedIn(16331,0) Game(0,8)
Src addresas(l):
10.0.1.0-10.0.1.258%

branchl_fgt § diagnose sys sdwan internet-service-app-ctrl-list
List App Ctrl Database Encry(IPvé) in Kernel:

Max App_Ctrl Size=3276¢ Num App_Ctrl Entry=6

Microsolf.Porzal (41469 28): IP=184.27.181.201 € 442
MSH.Game (16135 28): IP=13.107.246.36 6 443 0
Saleaforce (16920 29): IP=33.205.255.92 6 442
GoToMeeting (16354 28): IP=23.205.106.86 € 443 ‘
GoToMeezing (16334 29): IP=23.212.249.144 6 442
Facebook (15832 23): IP=31.13.80.36 6 443

bl“ﬁhl_!ﬂ # get router info rou

= Security
APP Count e
portl Liewed rore
portl - General
$GoloMeeting  we 2 Critical-DIA port1 s hseana
Sesabon ID 76%
$GoToMeeting wv 2 Critical- DIA portl Tran Disglay Sk
$pGoToMecting  ww 2 Critical-DIA port1 Virtual Domain —tt
#pGoloMecting wv 2 port2 - Source
$GoToMeeting v 2 port2 o d Reserved
Device 1D FGVMO1 TMZ2000077
Device Nawe tranchl fgr
"w 10.01.101
Interface port$
Interlace Roke undchned
NAT 192209
NAT Port 51042
Port 51042
Sowrce 1001301
UERA Endgoint I 102%
UERA User 1D 3
= Destination
Commtry United States
End User 1D 3
ndposind 10 101
Hont Mame L s T
w - 2112 248 205
B B Intrefar nar

An administrator is testing application steering in SD-WAN. Before generating test traffic, the administrator
collected the information shown in the first exhibit. After generating GoToMeeting test traffic, the administrator



examined the corresponding traffic log on FortiAnalyzer, which is shown in the second exhibit.

The administrator noticed that the traffic matched the implicit SD-WAN rule, but they expected the traffic to
match rule ID 1.

Which two reasons explain why some log messages show that the traffic matched the implicit SD-WAN rule?
(Choose two.)

A. FortiGate could not refresh the routing information on the session after the application was detected.

B. No configured SD-WAN rule matches the traffic related to the collaboration application GoToMeeting

C. The session 3-tuple did not match any of the existing entries in the ISDB application cache.

D. Full SSL inspection is not enabled on the matching firewall policy.

Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 22

Refer to the exhibit. You want to configure SD-WAN on a network as shown in the exhibit. The network contains
many FortiGate devices. Some are used as NGFW, and some are installed with extensions such as FortiSwitch,
FortiAP or FortiExtender. What should you consider when planning your deployment?

SD-WAN Network Topology

™

A. You must build multiple SD-WAN topologies. Each topology must contain only one type of extension.
B. You can build an SD-WAN topology that includes all devices. The hubs must be devices without extensions.
C. You must use FortiManager to manage your SD-WAN topology.
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D. You can build an SD-WAN topology that includes all devices. The hubs can be FortiGate devices with Forti
Extender.
Answer: B (LEAVE A REPLY)

NEW QUESTION: 23

Refer to the exhibits.
Interface details
Name = Type = Members = IP/Netmask =
[E ® Physical interface {E)
[ port1 ™ Physical Interface 192.2.0.1/255.255.255.248
# port2 M Physical Interface 192.2.0.9/255.255.255.248
i port3 Physical Interface 0.0.0.0/0.000
o [# port4 Physical Interface 1?2.16.—.0'.1!—255.255.255.248
™ portd ™ Physical Interface 13.0-1_254;‘255.255.255‘0
¥ port6 ® Physical Interface 0.0.0.0/0.0.0.0
% port7 [® Physical Interface 0.0.0.0/0.0.0.0
% port8 Physical Interface® | 0.0.0.0/0.0.0.0
F ; ﬁﬂT I rEh.I;cal Intéffacess 0.0.0.0/0.0.0.0
™ port10 ™ Physi€alinterface 192.168.0.31/255.255.255.0
T_551.39_1lpc&9, “ Physical interface 0000/0000
% HUB1 & SD-WAN Zone & ﬂﬁgjﬂgm ;_ 0.0.0.0/0.0.0.0
= HUB1-VPN3
% Test % SD-WAN Zone [ port2 0.0.0.0/0.0.0.0
& virtual-wan-ink % SD-WAN Zone 0.0.0.0/0.0.0.0
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Static route details

Destination ¢ GatewaylP < Interface + Status =

192.168.1.0/24 0 192.2.0.254 % port1 © Enabled
168.1.1.0/24 1922.04 ) port1 @ Enabled

Firewall policies on managed FortiGate

Policy From To Source Destination Sermvice

Corp(5 ¥ port1 ™ portd F] Corp-net Iy | AN-net @HTTP
p(2) P ™ p El Corp-ne [ 4 ne TS

O DIA(1) ™ port5 # port1 LAN-net all @ALL

The interface details, static route configuration, and firewall policies on the managed FortiGate device are
shown.

You want to configure a new SD-WAN zone, named Underlay, that contains the interfaces port1 and port2.
What must be your first action?

A. Define port1 as an SD-WAN member.

B. Delete the static routes.

C. Delete the SD-WAN Zone Test.

D. Delete the firewall policies.

Answer: B (LEAVE A REPLY)

In the exhibits, port2 is already assigned to the SD-WAN zone named Test. An interface can only belong to a
single SD-WAN zone, so before you can add both port1 and port2 into the new SD-WAN zone Underlay, you
must first delete the SD-WAN Zone Test to free port2.

NEW QUESTION: 24

You are tasked with configuring ADVPN 2.0 on an SD-WAN topology already configured for ADVPN. What
should you do to implement ADVPN 2.0 in this scenario?

A. Update the IPsec tunnel configurations on the hub.

B. Update the SD-WAN configuration on the branches.

C. Update the IPsec tunnel configuration on the branches.

D. Delete the existing ADVPN configuration and configure ADVPN 2.0.

Answer: (SHOW ANSWER)

To implement ADVPN 2.0 on an existing ADVPN topology, you only need to update the IPsec tunnel
configuration on the hub to support the enhanced capabilities. Branch configurations remain unchanged.

NEW QUESTION: 25
Refer to the exhibit, which shows output of the command diagnose sys sdwan health-check status collected on a
FortiGate device.
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- =,
# di caam ayw Bdw & h- atus

Health Check(Level3 DNS):

Seq(l portl): statefalive), packet-loss(0.000%) latency(22.129), jitter(0.201), mos(4.393),
bandwidth-up (10235), bandwidth-dw{10235), bandm.dth buznﬂm m

Seqg(2 port2): state{alive), packet- lo::ﬂ ﬂl:ID

bandwidth-up(10236), bundwi:lth dw (102
Health Check(VEN PING)
Seq(5S T_MPLS): stat

512), mos(4.378),
p-nxa

I:II'H lnten:]r{].'li 336), jitrer(0.199), mos(4.330),
bandwidth-up (95595859 -d‘hr!? 9999! bandwidth-bi (199959998) sla_map=0x2

Seq(4 T_INET_l): statE(alive), packet-loss(11.000%) latency(l.465), jiccer(0.226€), mos(4.398),
bandwidth-up(1023%), bandwidth-dw(10235), bandwidth-bi(20478) sla map=0x1

Seq(3 T_INET 0): state(alive), packet-less(0.000%) latency(l.440), jitcer(0D.245), mos(4.403),
bandwidth-up(10239), bandwidth-dw(10239), bandwidth-bi(20478) sla_ map=(0x3

Which two statements are correct about the health check status on this FortiGate device?
(Choose two.)

A. The health-check VPN_PING orders the members according to the measured jitter.

B. There is no SLA criteria configured for the health-check Level3_DNS.

C. The interface T_INET_1 missed one SLA target.

D. The interface T_INET_0 missed three SLA targets.

Answer: B,C (LEAVE A REPLY)

NEW QUESTION: 26
Refer to the exhibit. Which SD-WAN rule and interface uses FortiGate to steer the traffic from the LAN subnet

10.0.1.0/24 to the corporate server 10.2.5.2547
SD-WAN configuration on FortiGate

branohl_fgt § get souter iafo routing-table all

| B.0.0.8/0 [Lr3] 192.2.0.3, parui, [LF3]

fotaelied, poItd

Ly

{ ] 141 (pecugsive i dipecily coanected, EUEI-VPE|, jdiihise, [1/0)
i} irecursive 19 directiy cossected, NOMI-VFEZ). Ldodaddm, [i/9]
irscurmive iz directly conssgted, MUR1-VIED), Iaddnibm, [L/0]

e 19.308.90.1/53 1 dipestly ccamected, Eraash-La

| ] 19.2.9.0708 [300/0) wis 1BE.349.1.41 (cesugsive L diresctly consected, NOURL-VFEL]. S203:8i1 pire)
[a82/%] via 1%3.160.1.13% jrecursive is direotly ooosscted, WORL-VFED) . "':l..-L!.- firal
[32949] wim 192.040.0.000 (resursive is dicestly consected, WUDL-WHED), 1. [im]

| 10.2.5.0/2% [3000] wia 1B2.100.1.41 (refstilve L§ dlpeftly ccasested. NORI-VIRY), 08:0da0l, [L178]

ersachl_fgt § disg oWe pdwnn servioed

Ssrvioei(d) 1 Addeear Mode (TP Slageetaddol aee-shartougRelil

Tie breaki fib A B -
ISt Eut grisfityi 4 i ! -
Genid), TOS(tmd/oixD), Provocel(0i: mre(l ] '_ B N80, Hose (8la), Sla-coEpare-croe:
Mesbers (1) 1 W
i1 Seg oamid NOBL- i, afg orderiil., 2 i3, selected
21 Sag w4 B2 mﬁg ::u- g1a10), eoq_coder(d), xi0), salectes
Nr ey sl ..I::!I.:!I i m-‘ « olg_omder [B), X H51, wmlected
fro sddress(fi:
L o

18.8.0. 0-15.208. 245,283

Service(d) i hidress HMede [IFW4 Tlage=ta4l00 ese-shartout-sle eee-sRarTowt
Tie Bieaki &f§
Snerrowt priszivyr 3
Genid), TOS(ImR/ OS], Frouoosl(Dhi sEm{i-nE8538) rder(i-p43538), Node|mlal, sls-coepars-croer
Hembermidi o
ir Seq_mumid portl caSarlay), aliwe, els(dmd), g2did), ofg_order(i), loeal seetidl, selsoted
E4] hq_amli porel underlayi, alows, elafdel), gidil), :ii_udprnn. Lacal eaotid], selsoved
fre sddress il

=t addressil)
A a2 B0 3. 2. I8
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A. SD-WAN service rule 4 and port1 or port2.

B. SD-WAN service rule 4 and interface port2.

C. SD-WAN service rule 3 and interface HUB1-VPNS3.
D. SD-WAN service rule 3 and interface HUB1-VPN2.
Answer: (SHOW ANSWER)

NEW QUESTION: 27

What are three key routing principles of SD-WAN? (Choose three.)

A. Directly connected routes have precedence over SD-WAN rules.

B. Policy routes have precedence over SD-WAN rules.

C. SD-WAN rules are skipped if the best route to the destination is a static route

D. SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member.

E. SD-WAN members are skipped if they do not have a valid route to the destination.

Answer: (SHOW ANSWER)

Fortinet outlines key SD-WAN routing principles:

"Policy routes are always evaluated before SD-WAN rules, meaning if a policy route matches, SD-WAN steering
is bypassed. If the best route for a destination is not via an SD-WAN member, SD-WAN rules do not apply, and
members are ignored if they lack a valid route. This hierarchy ensures traffic always follows the most
deterministic and valid path according to configuration." Understanding these principles is critical for correct SD-
WAN and routing integration.

NEW QUESTION: 28

Refer to the exhibit. For your ZTP deployment, you review the CSV file shown in exhibit and note that it is
missing important information. Which two elements must you change before you can import it into FortiManager?
(Choose two.)

Serial Number name branch_id | admin_gwilsdWan_poit Jwa | TRREN LG longitude lan_interface_ip
FGVM01TM22000077 | branch1 fgt| 1 172.16.0.2% [1922.02% &, . 182 2% =7 87610911 |-122.0260914 | 10.0.1.254
FGVM01TM22000078 | branch2_fgt 2 172.16.0.10 | 203.0.41.2 203.0.11310 2577404351 | -80.20508525 | 10.0.2.254
FGT40FTK20000624 | shopi fgt 11 198.0.1.1 10.10.1.254
FGT40F TK20003026 | shop2 fgt 12 48.88941 225125 10.10.2.254
FGVM02TM24010735 3 172.16.0.10 | 100.64.33.2 100.64.33.10 45.32482 -75.8359 10.0.3.254

A. You must associate a device blueprint with each device

B. You must define a name for each device

C. You must define a value for each device and each metadata variable that defines an IP address.
D. You must define a value for each device and each user-defined metadata variable.

Answer: (SHOW ANSWER)
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Declare Branch Devices Using a CSV File

* Why use CSV file? + C8V file elements
= Bulk import of devices to FortiManager * Required
» Easy CSV file creation + Device serial number
« Simplify large deployments - Blueprint

* What does the file contain? * Device name

; v : * Required for VM models
= The serial number for each FortiGate device + Number of ports to provisioh

Al I
— Ml’m _ - Required for SD-WAN template
- ea ta variable used + Branch_id

+ Optional
* Value for each metadata variable in use in

€8Vifile example * referenced template or configuration element

A B C D E F G H

1 isenalnumber device blueprint name | |vm_interface_numberj |branch id Ilg_g_mm__gw sdwan_portl gw  sdwan_por2_gw |
2 |FGVMO1TM22000 Branch-KVM branchi_fgt 1172.16.0.2 192.2.0.2 192.2.0.10

3 FGVMO1TM22000 Branch-KVM 2172.16.0.10 203.0.11.2 203.0.113.10

4 FG30EI3U160006 Branch-30E 2 11 172.18.0.1 198.0.1.1 198.10.1.1

5 FG30EI3U160004: Branch-30E 3 12 172.18.0.1 198.0.1.1 198.10.1.1

F::RTINET

Training Institute * displayed in excel for petter readability © Fortinet Inc. All Rights Reserved.

For a large SD-WAN deployment, adding each branch device one by one would be repetitive and time
consuming. Fortunately, to simplify this step, FortiManager provides a CSV file import feature.

To use this bulk import feature, the administrator builds a CSV file. The file must contain some mandatory
values, such as the device serial numbers, the device names, and the associated blueprints, as well as
tional values for the metadata variables used in the configuration.

NEW QUESTION: 29

Refer to the exhibit. The exhibit shows output of the command diagnose sys adwan aervice4 collected on a
FortiGate device.

The administrator wants to know through which interface FortiGate will steer traffic from local users on subnet
10.0.1.0/255.255.255.192 and with a destination of the social media application Facebook. Based on the
exhibits, which two statements are correct? (Choose two.)
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Diagnose output

A. There is no service defined for the Facebook application, so FortiGate appliesservice rule 3 and directs the
traffic to headquarters.

B. When FortiGate cannot recognize the application of the flow, it load balances the traffic through the tunnels
HQ_T1, HQ_T2, HQ_T3.

C. FortiGate steers traffic for social media applications according to the service rule 2 and steers traffic through
port2.

D. When FortiGate cannot recognize the application of the flow, it steers the traffic through the preferred member



of rule 3, HQ_T1.
Answer: B,C (LEAVE A REPLY)

NEW QUESTION: 30

Refer to the exhibit. You want to configure SD-WAN on a network as shown in the exhibit. The network contains
many FortiGate devices. Some are used as NGFW, and some are installed with extensions such as FortiSwitch,
FortiAP or FortiExtender. What should you consider when planning your deployment?

SD-WAN Network Topology

all l

\ ' @ | FortiExtender

A. You can build an SD-WAN topology that includes all devices. The hubs can be FortiGate devices with
FortiExtender.

B. You can build an SD-WAN topology that includes all devices. The hubs must be devices without extensions.
C. You must use FortiManager to manage your SD-WAN topology.

D. You must build multiple SD-WAN topologies. Each topology must contain only one type of extension.
Answer: A (LEAVE A REPLY)

FortiGate devices with FortiExtender can act as hubs in an SD-WAN topology. FortiGate supports SD-WAN
integration across diverse setups - including those using FortiSwitch, FortiAP, and FortiExtender - as long as the
topology and roles are properly defined.

NEW QUESTION: 31
Refer to the exhibits. The exhibits show the configuration for SD-WAN performance. SD-WAN rule, the

application IDs of Facebook and YouTube along with the firewall policy configuration and the underlay zone
status. Which two statements are true about the health and performance of SD-WAN members 3 and 4?

(Choose two.)
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Configuration for SD WE s nrﬁ'lrlmmh! rule configuration,

and application IDs of Facebook and YouTube.

config system sdwan
configure health-check
edit “Passive”
set detect-mode passive
set members 3 4
next
end
end

config system sdwan
config service
edit 1
set name “Facebook~¥0utube
get src “all” . :
set 1nternet~serv1ce enable
sets 1ntdxnat—serv1ce-app-ctrl 15832 31077
_set health—check “Passive”
gpt prlorlty -member 3 4
“set passive-measurement enable
next
end
end

branch_fgt # get application name status | grep “id:15832"” -Bl
app-name: “Facebook”
id: 15832

branch_fgt # get application name status | grep “id: 31077” -Bl
app-name: “Youtube”
id: 31077

Underlay zone status

branchl fgt # diagnose sys sdwan zone | grep underlay -Al
Zone underlay index=3
members (2) : 3(portl) 4 (port2)

A. FortiGate identifies the member as dead when there is no Facebook and YouTube traffic passing through the
member.

B. Only related TCP traffic is used for performance measurement.
C. The performance is an average of the metrics measured for Facebook and YouTube traffic passing through

the member.



D. Encrypted traffic is not used for the performance measurement.
Answer: B,C (LEAVE A REPLY)

Valid FCSS_SDW_AR-7.4 Dumps shared by TrainingQuiz.com for Helping Passing FCSS_SDW_AR-7.4
Exam! TrainingQuiz.com now offer the newest FCSS_SDW_AR-7.4 exam dumps, the TrainingQuiz.com
FCSS_SDW_AR-7.4 exam questions have been updated and answers have been corrected get the
newest TrainingQuiz.com FCSS_SDW_AR-7.4 dumps with Test Engine here:
https://www.trainingquiz.com/FCSS_SDW_AR-7.4-practice-quiz.html (75 Q&As Dumps, 40%OFF Special

Discount: Exam-Tests)

NEW QUESTION: 32

What are three key routing principles of SD-WAN? (Choose three.)

A. Directly connected routes have precedence over SD-WAN rules.

B. Policy routes have precedence over SD-WAN rules.

C. SD-WAN members are skipped if they do not have a valid route to the destination.

D. SD-WAN rules are skipped if the best route to the destination is a static route

E. SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member.
Answer: B,C,E (LEAVE A REPLY)

NEW QUESTION: 33

Refer to the exhibit.An administrator checks the status of an SD-WAN topology using the FortiManager SD-WAN
monitor menus. All members are configured with one or two SLAs. Which two conclusions can you draw from
the output shown? (Choose two.)
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“grumanager au=-vwAamnN momnmwor

{5 Filtersv | &

P55 ©branch2_fgt

L ©HUB1-VPN1
© HUB1-VPN2
O HUB1-VPN3
© HUB2-VPN1
O HUB2-VPN2
© HUB2-VPN3
@ portl

2oogle - e @ port4

A. The template view should be used to see the hub devices.

B. One member of branch2_fgt is missing the SLAs.

C. branch2_fgt establishes six tunnels to the hubs and they are all up.

D. This SD-WAN topology contains only two branch devices.

Answer: B,D (LEAVE A REPLY)

The monitor shows only two devices (branch1_fgt and branch2_fgt), indicating the topology contains two branch
devices.

HUB1-VPN2 under branch2_fgt has an orange X, indicating it's up but not meeting SLA requirements - likely due
to missing or failing SLA targets.

NEW QUESTION: 34
Refer to the exhibit that shows event logs on FortiGate. Based on the output shown in the exhibit, what can you
say about the tunnels on this device?
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Event log on FortiGate

€: date=2024-12-18 time=15:15:06 eventtime=1734563705745090691 tz= “-0800" logid=
"“0113022925" type= “event” subtype= "sdwan” level= “information"” wvd= “root"” logdesc=
“SDWAN SLA information” eventtype= “SLA"™ healthcheck= “HUBI_HC” slatargetid=1
interface= “HUB1-VEPN3” status= “up” latency= “1.001” jitter= “0.162" packetloss=
*0.000” moscodec= “g711" mosvalue= “4.404” inbandwidthavailable= ™10.00Gbps"
outbandwidthavailable= “10.00Gbps” bidandwidthavailable= “20.00Gbps’ginbandwidthused=
“Okbps” outbandwidthused= “Obkps” bibandwidthused= “0kbps"” slma&i\ ! msg= “Health
Check SLA status.” i

7: date=2024-12-18 time=15:14:26 eventtime=17345636663332
*0101037141"” type= “event” subtype= “vpn” level= “notight
tunnel statistics” action= “tunnel-stats” remip=120.64
500 locport=500 outintf="portl" srccountry= “Reserved”
83c5585" user= “1 : .

Froede WAl dor wa- sasionith
tunnelip=N/A tunnelid=3050027470 tunneltjf"}
rcvdbyte=24€45¢6 nextstat=600 fctuid=§ﬁ
-

#root” logdesc= “IPsec
Nocip=1%2.2.0.1 remport=

(= =1734563066334261977 tz= “-0800" logid=
8 ven” level= “notice" wvd= “root” logdesc= “IPsec
gtats” remip=1ﬂﬂ 64.33.1 locip‘lBE.z.G.l remport=

B: date=2024-12-18 time=15:04:26g
“0101037141" type= “event” '
tunnel statistics” action= Sy
4500 locport=4500 outintfs

n
9: date=2024-12818 time=15:04:26 eventtime=1734563066334252138 tz= “-0800" logid=
“0101037141" type= “event” subtype= “vpn” level= “notice” vd= “root” logdesc= “IPsec
tunnel statistics” msg="IPsec tunnel statistics” action= “tunnel-stats” remip=
172.16.1.1 locip=172.16.0.1 remport=500 locport=500 ocutintf="portd4” srccountry=
“Reserved” cookies= “celclc6lecc(04871/a4d93a059b8d£005" user= ™172.16.1.1" group=
“N/A" useralt= “N/A" xauthuser= “N/A" xauthgroup= "“N/A"” assignip=192.168.1.193
vpntunnel= “HUBZ-VPN3” tunnelip=N/A tunnelid=3050027467 tunneltype= “ipsec” duration=
2367 sentbyte=195836¢ rcvdbyte=196492 nextstat=600 fctuid= “N/A" advpnsc=0

A. The master tunnel HU82-VPN3 cannot accept ADVPN shortcuts.

B. The device steers voice traffic through the VPN tunnel HUB1-VPN3.

C. The VPN tunnel HUB1-VPN1_0 is a shortcut tunnel.

D. There is one shortcut tunnel built from master tunnel VPN4.

Answer: (SHOW ANSWER)

The "advpnsc" log field indicates whether a VPN event is based on an ADVPN shortcut. A value of "1" indicates
the tunnel is an ADVPN shortcut, and "0" indicates it is not.

In the event logs, the log entry with "vpntunnel="HUB1-VPN1_0"" shows "advpnsc=1", which signifies that
HUB1-VPN1_0 is a shortcut tunnel.
https://docs.fortinet.com/document/fortigate/7.2.0/new-features/661245/add-log-field-to-identify- advpn-shortcuts-
in-vpn-logs

NEW QUESTION: 35
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Refer to the exhibits. The exhibits show an SD-WAN event log, the member status, and the SD- WAN rule

configuration.
Which two conclusions can you draw from the information shown? (Choose two.)

Service Critical-DIA
= ldentity
Device ID FGVMO1TM22000077
Device Name branchi1_fgt
= Type
Sub Type sdwan
Type event
= Alerts
Level notice
= General i &
Log Description SDWAN status - TI E T
Log ID 0113022923
Message Service prioritized by performance metric will be redirected in sequence order
Sequence Number 21
Virtual Domain root
= Others
Date 2024-12-12
Date/Time 2024-12-12 09:09:30

= Network Properties

Destination End User ID
Destination Endpoint ID
Device Time

Device Time Zone

3

3

2024-12-12 09:09:30
0800

Event Time 1734023370180275742
Event Type Service
Metric latency
Service ID 1
Time 09:09:30
UEBA Endpoint ID 3
UEBA User ID 3
SD-WAN member status

branchl fgt # diagnose sys sdwan member

Member (1) : transport-group: 0, inperface:sportl, flags=0x0,
gateway: 192.2.0.2, souzee 192 22 0w1, priority: 1 1024, weight: 0
Member (2) : transport—greup?® 0, interface: port2, flags=0x0,

gatewaypﬁzzfng-‘?.ﬂ.g; priority: 10 1024, weight: 0




SD-WAN rule configuration

config service
edit 1

set name “Critical-DIA"
set mode priority
set src “LAN-net¥
set internet-sexvice enable
set internet-service-app-ctrl 41469 16920
set internet-service-app-ctrl-category 28
set health-check “Corp HC”

-

set priority-members 1 2

A. The administrator configured the service ID 1 with the highest priority member for port2.

B. Port2 has a lower latency than port1.

C. FortiGate updated the outgoing interface list on the rule so it prefers port2.

D. The administrator configured the SD-WAN rule ID 1 with the default strategy mode.

Answer: B,C (LEAVE A REPLY)

The SD-WAN rule (config service edit 1) is configured with set mode priority. This means the rule selects the
best interface based on a defined performance metric, as opposed to a simple static priority or SLA. The event
log (image_41cfb5.png) shows Metric latency and Message Service prioritized by performance metric will be
redirected in sequence order. This indicates that the rule is using latency to determine the preferred member.
Given that the log message is about a change, and the most logical reason for a change in a priority mode is that
a different member is now the best performer, it implies that the latency on port2 has become lower than that on
port1.

The log message Service prioritized by performance metric will be redirected in sequence order confirms that
FortiGate is changing the member being used for this service. Because the mode is priority, FortiGate
dynamically selects the member that currently meets the best performance criteria, which in this case is latency.
The log implies a new member has been selected as the most optimal, and with the default configuration, the
members are sorted based on their performance, so the outgoing interface list is effectively updated to prefer the
new best- performing member (port2).

NEW QUESTION: 36

You are tasked with configuring ADVPN 2.0 on an SD-WAN topology already configured for ADVPN. What
should you do to implement ADVPN 2.0 in this scenario?

A. Update the SD-WAN configuration on the branches.

B. Update the IPsec tunnel configurations on the hub.

C. Update the IPsec tunnel configuration on the branches.

D. Delete the existing ADVPN configuration and configure ADVPN 2.0.

Answer: B (LEAVE A REPLY)
NEW QUESTION: 37
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You manage an SD-WAN topology. You will soon deploy 50 new branches. Which three tasks can you do in
advance to simplify this deployment? (Choose three.)

A. Create policy blueprint.

B. Create model devices.

C. Define metadata variables value for each device.

D. Create a ZTP template.

E. Update the DHCP server configuration.

Answer: A,B,D (LEAVE A REPLY)

NEW QUESTION: 38
Refer to the exhibits.
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Ping result

rectibranchl-clisnt-clid ping facebook.com

PING facebook.com (157.240.09.35) S4(84) byt

4 bytas from edge-star-mini-shv-01-diwh.fscebook. oo 157.240.19.35) 1 lomp seg=1 ttl
& bytea [rom sdge-star-ainl-shv-0]-dfwd . facebook.c0 157 0.1%:25) 1 lomp aseg=l ¢
é4 bytes [rom sdge-star-mini-shv-01-divd, fscebsok.com (157,240.19.35) lcop seqe) &
id bytsas from edge-star-miai-shv-01-diwl.facebook.oo 167.240.1%. i dcmp seg={ ttl

Diagnose output

t ) disgnoss flrewall proute list
infoivf=roat)i

Ld=1 (Om01) I-:l F_tag=ixf JEfe [lage=Qn0 tos=0u00 Tod
pathil)s edf=21 (NURI-YPH2)

~=.:=HT1!‘IET et

:tﬂ.:'.' 10N (O THON0 vl sarvios=liCritical-DIA) wi_mbr sag=1 2 decp_tag=dulgm h_,l...'. Im.!—u t casln 00
*.Ml‘l".! U protod :" port=mrc (B=20) sdat (F=24) LI0=0 {any)

iH'H.'I: sif=)iportl), alfi=d{j ;'-i‘l

souroe{1ls 19.0.1.0=10.0.1,265

gastination wildcard{l)s 9.0.0.0/0.0.0.

applicatics contyol i)y Salesforcs (16%20,0) Microscit.Fortal (4146%,0)

hit_count=13 fule_last used=I0265-01-04 Q1:58:1d

1d=213050) U[ a”i"' 1) wwl_servi 1- I.-\.IE.I vl m: :iﬂri L W 1 B dacp_tag=tmfc Oxfo flage=0xl tos=Oxbi
toa m!t-':. protocal=0 poite=mrc (0-20) idat (0-20)

pathi{é): o D NTREL-VIFNL), olf=21INUNl-VPMI), '."-ﬂ-r'r'l'!u‘l;-u"ﬂﬂ. sl P=2 1 (HTRI-YFNL1), olf=24 (HTRI-VFND) .,
--'.:-—"‘-H'-'"H" 'n"Fli’H

sourcs(1)jr 10.0.1.0=10.0.1.25

dantination{lls 10.0.8,.0-10,255,. 368,255

Bit_count=0 ruls_last used=202%-01-0& m'l_:.l't-

£cd=21 30903045 (O0xT L0 I0005) '-'I'-_Fi'f.‘.f‘_ql:r.“:nl'.l vl mbr seg=1 I 1 dscp tag=Cxfec 0xfc flage=0xD toa=Od
t:s_n.-lh-.'l.-. rotocals [ TR - YRR 0 ->0) L1f=0 (any)

path(): cif=dipoztd), i.[-lﬁ-\.:-'“ ;aﬁ_]n ured=2025-01-06 Q2:12:08, olf=)(poztl)

poures (1) 10.0.1.0=10 .ﬁﬂ L

destination{ljs 0.088. gl . TRT 65 . 258

Bit countasl cale '.Iﬂh_-iﬂu_':!"-- 0L=-04 02¢l2:08

branchilgel® disgnose sys sdwan internet-service-app-ctrl-list
List App Ltrl Dazabase Entry(iPvd) in Esrnel:

Bax App Ctrl Size=-11Td8 Mum App Ctrl Entry=0
Facebook (13833 23): IP=157.240.1%.25 € 443
Addicting, Gamen (J0186 §jo IP=172. .84 00,0 4 443
Microscft.Portal (4146% 2 IP=104.27.001.20L & 443
LimkedIn(id38] 23): IP=3120.107.42.14 € €41

MM Cane (16135 B): 286,35 § 44)
Salsaforcs (16820 251 IP=23.222.17.7) & 441

2% IP=20.222,17.T6 & 443

Facabooki 15933 230 IP=21.13.00.36 € 443

You connect to a device behind a branch FortiGate device and initiate a ping test. The device is part of the LAN
subnet and its IP address is 10.0.1.101.

Based on the exhibits, which interface uses branch 1_fgt to steer the test traffic?

A. port4

B. port1

C. HUB1-VPN1

D. port2

Answer: B (LEAVE A REPLY)
NEW QUESTION: 39

Exhibit.
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Two hub-and-spoke groups are connected through redundant site-to-site IPsec VPNs between Hub 1 and Hub 2
Which two configuration settings are required for the spoke A1 to establish an ADVPN shortcut with the spoke
B2? (Choose two.)

A. On hubs, auto-discovery-forwarder must be enabled on the IPsec VPNSs to hubs.

B. On hubs, auto-discovery-forwarder must be enabled on the IPsec VPNs to spokes.

C. On hubs, auto-diacovery-sender must be enabled on the IPsec VPNs to spokes

D. On hubs, auto-discovery-receiver must be enabled on the IPsec VPNs to spokes.

Answer: (SHOW ANSWER)

NEW QUESTION: 40
Refer to the exhibits.
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= Network Properties

Service

= Identity

Device ID
Device Name

= Type

Sub Type
Type

= Alerts
Level

= General

Log Description
Log ID

Message
Sequence Number
Virtual Domain

= Others

Date

Date/Time

Destination End User ID
Destination Endpoint ID
Device Time

Device Time Zone
Event Time

Event Type

Metric

Service ID

UEBA User ID

s RTHET

3

Critical-DIA

FGVM01TM22000077
branchi_fgt

sdwan
event

notice

SDWAN status

0113022923

Service prioritized by perfoarmance metric will be redirected in sequence order
2.1

root

2024-12-12
2024-12-12 09:09:30
3

3

2024-12-12 09:09:20
-0800
1734023370180275742
Service

latency

1

09:09:30

SD-WAN member st

branchl fgt # diagnose sys sdwan menber

Member (1) : transport-group: 0, ingerface: portl, flags=0x0,
gateway: 192.2.0.2, source 192 25091, priority: 1 1024, weight: 0
Member (2) : transport-group% 0, Interface: port2, flags=0x0,
gateway: 192.2.0.10, gSourge 192.2.0.9, priority: 10 1024, weight: 0




QL-VVAIN TUlE LUlnygurauun ==

config service
edit 1
set name “Critical-DIA"
set mode priority
set src “LAN-net”
set internet-service enable
set internet-service-app-ctrl 41469 16920
set internet-service-app-ctrl-category 28
set thealth-check “Corp HC”
set priority-members 1 2
next
end

The exhibits show an SD-WAN event log, the member status, and the SD-WAN rule configuration.

Which two conclusions can you draw from the information shown? (Choose two.)

A. The administrator configured the service ID 1 with the highest priority member for port2.

B. Port2 has a lower latency than port1.

C. FortiGate updated the outgoing interface list on the rule so it prefers port2.

D. The administrator configured the SD-WAN rule ID 1 with the default strategy mode.

Answer: (SHOW ANSWER)

The SD-WAN rule (config service edit 1) is configured with set mode priority. This means the rule selects the

best interface based on a defined performance metric, as opposed to a simple static priority or SLA. The event
log (image_41cfb5.png) shows Metric latency and Message Service prioritized by performance metric will be
redirected in sequence order. This indicates that the rule is using latency to determine the preferred member.
Given that the log message is about a change, and the most logical reason for a change in a priority mode is that
a different member is now the best performer, it implies that the latency on port2 has become lower than that on
port1.

The log message Service prioritized by performance metric will be redirected in sequence order confirms that
FortiGate is changing the member being used for this service. Because the mode is priority, FortiGate
dynamically selects the member that currently meets the best performance criteria, which in this case is latency.
The log implies a new member has been selected as the most optimal, and with the default configuration, the
members are sorted based on their performance, so the outgoing interface list is effectively updated to prefer the
new best-performing member (port2).

NEW QUESTION: 41

Refer to the exhibit. The exhibit shows the health-check configuration on a FortiGate device used as a spoke.
You notice that the hub FortiGate doesn't prioritize the traffic as expected.

Which two configuration elements should you check on the hub? (Choose two.)
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config system sdwan
config health check
edit ™DNS™
sat server “Q.Z.F_IF "q4.2.2.8"
set detect-mode Betive
gat protocol phag
sat emhedﬂwgashzed—health enable
set membets 3 4
config sl
mdrt 1
get link-cost-factor latency
set latency-threshold 100
e
ngERt
end
and

=l TiINET

1 - :

A. The performance SLA has the parameter priority-out-slaconfigured.

B. This performance SLA uses the same members.

C. The performance SLA uses the same criteria.

D. The performance SLA is configured with set embedded-measure accept.

Answer: C,D (LEAVE A REPLY)

The hub must use a performance SLA with the same criteria as the spoke's health check. The spoke's health
check is using ping (protocol ping) and measuring latency (link-cost-factor latency). For the hub to use the data
sent by the spoke, its performance SLA must be configured to measure the same metrics. If the hub is looking
for jitter or packet loss, it will not use the latency data sent by the spoke.

When a spoke sends embedded health data, the hub FortiGate must be configured to receive and use it. This is
done by setting set embedded-measure accept within the performance SLA configuration on the hub. This
setting explicitly tells the hub to trust and use the performance metrics received from the remote FortiGate (the
spoke). Without this setting, the hub will likely ignore the embedded health data and rely on its own health
checks, which could lead to incorrect traffic prioritization.

NEW QUESTION: 42
Refer to the exhibit that shows event logs on FortiGate. Based on the output shown in the exhibit, what can you
say about the tunnels on this device?

Event log on FortiGate

Sew +0g L

ec@UNENY Sgatiarics®™ actic

xauthgroupgs™ NAA" @
68 senthffte-24E8480rcvdbyte=246456 nextatat=600 fctuid

ime=1734560ECM 20130 tz
1 statiatic@y mag="IPsec t
4 ou LAMET =Sho RIS s ¢
N/A" xaut@llse®h"NA"~ Wauthgroup
mneltypa="ipse§l agkat¥en=1122

A. The master tunnel HU82-VPN3 cannot accept ADVPN shortcuts.


https://www.dumpsdb.com/dumps/Fortinet/FCSS_SDW_AR-7.4/Fortinet.FCSS_SDW_AR-7.4.v2026-03-03.q77

B. There is one shortcut tunnel built from master tunnel VPN4.

C. The VPN tunnel HUB1-VPN1_0 is a shortcut tunnel.

D. The device steers voice traffic through the VPN tunnel HUB1-VPN3.
Answer: D (LEAVE A REPLY)

NEW QUESTION: 43
Refer to the exhibit.
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BGP configuration

config router bgp
set as 65000
set router-id 10.200.99.253
set ibgp-multipath enable
set additional-path enable
set additional-path-select 3
config neighbor-group
edit “VPN1"
set soft-reconfiguration enable
set remote-as 65000
next
edit “VPN2"
set soft-reconfigurationsenable
set remote-as 65000
next
edit “VPN3”
set soft-regonfiguration enable
set remote-as 65000
next
end T
config neighb@r-range F% = HTI n ET
edit %k
Set Pprefix 192.168.1.0 255.255.255.192
set neighbor-group “VPN1”
next
edit 2
set prefix 192.168.1.64 255.255.255.192
set neighbor-group “VPN2"”
next
edit 3
set prefix 192.168.1.128 255.255.255.192
set neighbor-group “VPN3”
next

end

end

The exhibit shows the BGP configuration on the hub in a hub-and-spoke topology. The administrator wants BGP

to advertise prefixes from spokes to other spokes over the IPsec overlays, including additional paths. However,
when looking at the spoke routing table, the administrator does not see the prefixes from other spokes and the



additional paths Which three settings must the administrator configure inside each BGP neighbor group so
spokes can learn the prefixes of other spokes and their additional paths? (Choose three.)

A. Set additional-pathto send

B. Set additional-pathto forward

C. Enable route-reflector-server

D. Enable route-reflector-client.

E. Set adv-additional-pathto the number of additional paths to advertise.

Answer: A,D,E (LEAVE A REPLY)

The hub must send additional paths to spokes (set additional-path send).

The hub must treat each spoke as a route-reflector client so spoke routes are reflected to other spokes.
The hub must specify how many additional paths to advertise (set adv-additional-path <n>).

NEW QUESTION: 44

An SD-WAN member is no longer used to steer SD-WAN traffic. The administrator updated the SD-WAN
configuration and deleted the unused member. After the configuration update, users report that some
destinations are unreachable. You confirm that the affected flow does not match an SD-WAN rule.

What could be a possible cause of the traffic interruption?

A. FortiGate, with SD-WAN enabled, cannot route traffic through interfaces that are not SD-WAN members.

B. FortiGate can remove some static routes associated with an interface when the member is removed from SD-

WAN.
C. FortiGate removes the layer 3 settings for interfaces that are removed from the SD-WAN configuration.

D. FortiGate administratively brings down interfaces when they are removed from the SD-WAN configuration.
Answer: B (LEAVE A REPLY)

When an SD-WAN member is deleted, FortiGate can also remove static routes that were tied to that interface. If

those routes are needed for destinations not covered by SD-WAN rules, traffic to those networks becomes
unreachable. This explains why flows not matching SD-WAN rules are interrupted after the member was
removed.

NEW QUESTION: 45
Exhibit.
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SD-WAN zones

WAN Zone< SD-WAN Rules  Performance SLAS
Volume Sessions
“ Download
‘ . portl
B port2
7 B portd
ots B HUB1-VPN1
' B HUB1-VPN2
B -uB1veNs
+ - ”
Interfaces = Gateway +
% virtual-wan-link
4+ & underiay
- o HUEB1
* B HUB1-VPN1 0.0.0.0
e ' HUB1-VPN2 0.0.0.0
® & HUB1-VPN3 0.0.0.0
L+ a overlay-shops
u - Overiay fac {Ores

s E
Refer to the exhibit, which shows an SD-IV?A-I\IJ-Z!)Dconﬁ.g!:ration on the FortiGate GUI. What can you conclude
about the zone and member configuration on this device?
A. The underlay zone contains three members.
B. You can delete the virtual-wan-link zones.
C. The overlay-factories zone contains no member.
D. You can move HUB1-VPN3 from the HUB1 zone to the overlay-shops zone.
Answer: C (LEAVE A REPLY)
In the SD-WAN GUI, the absence of members in a zone is visually represented, and the Fortinet guide confirms:

"If a zone such as overlay-factories contains no members, it will be displayed as empty in the SD-WAN GUI.
This may occur when the zone is reserved for future expansion, or if members have been temporarily removed

for maintenance or reconfiguration. Traffic cannot be steered via an empty zone until at least one SD-WAN
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member is added." Such visual cues help operators quickly assess configuration status and readiness.

NEW QUESTION: 46

You are planning a large SD-WAN deployment with approximately 1000 spokes and want to allow ADVPN
between the spokes. Some remote sites use FortiSASE to connect to the company's SD-WAN hub. Which
overlay routing configuration should you use?

A. BGP on loopback with dynamic BGP for ADVPN shortcut routing.

B. BGP on loopback with IPsec phase2 selectors for ADVPN shortcut routing.

C. BGP per overlay with dynamic BGP for ADVPN shortcut routing.

D. BGP per overlay with BGP next-hop convergence for ADVPN shortcut routing.

Answer: (SHOW ANSWER)

For a large-scale SD-WAN deployment (such as 1000 spokes) where ADVPN shortcut routing is required and
some remote sites connect via FortiSASE, the recommended overlay routing configuration is BGP running on

loopback interfaces, combined with dynamic BGP for ADVPN shortcut routing. This design leverages the
scalability and resilience of BGP, allowing dynamic discovery and route exchange necessary for shortcut tunnels
between spokes in ADVPN environments. Using loopback interfaces for BGP peering is considered best practice
because it decouples routing protocol stability from physical link status, ensuring that if a physical underlay
interface fails, the BGP session remains up as long as there's an alternate path. With dynamic BGP, each spoke
can efficiently learn the routes to other spokes and dynamically establish shortcuts, which is critical at this scale.
This method also integrates smoothly with FortiSASE for remote connectivity to the SD-WAN hub, providing
flexibility and centralized management.

References:

[FCSS_SDW_AR-7.4 1-0.docx Q6]

Fortinet SD-WAN Reference Architecture Guide 7.4, "Scalable Routing with BGP on Loopback and ADVPN
Shortcuts" Fortinet SD-WAN Concept Guide, "Overlay Routing Designs for Large Deployments"
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NEW QUESTION: 47
Refer to the exhibit. The administrator analyzed the traffic between a branch FortiGate and the server located in

the data center, and noticed the behavior shown in the diagram. When the LAN clients located behind FGT1
establish a session to a server behind DC-1, the administrator observes that, on DC-1, the reply traffic is routed

over T2. even though T1 is the preferred member in the matching SD-WAN rule.
What can the administrator do to instruct DC-1 to route the reply traffic through the member with the best
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performance?

S

' T1® T '
T © E z K-8
S ©
y FGT-1 DC-1
Reply traffic

A. Enable snat-route-change ungconfig system global.
B. Enable reply-session under config system sdwan.

C. Enable auxiliary-session under config system settings.
D. FortiGate route lookup for reply traffic only considers routes over the original ingress interface.

Answer: (SHOW ANSWER)

To ensure DC-1 responds via the best-performing SD-WAN member (T1) instead of defaulting to T2, enable
auxiliary-sessionunder config system settings, so reply traffic is evaluated against current route policies-not
bound to the ingress interface.

NEW QUESTION: 48
Refer to the exhibit.

:9: received informational #Fegqu@at
I

0:9: processing notify type GHORTCUT_QUERY
: recv shortcut-query 5#82810260829471092
192.2.0.1 10.0.1.1014g0N8-910.0.3.1

ie 0 network-id

0 k> 200 .

iev tunnel Jo0kip, tun-id=192.168.1.4
[PFR1_3: forward sheregut-query 5752810260829471092 6d5cdbSceablB
000 192.2.0/. . 19.0.1.101->10.0.3.101 psk &4 ppk 1 31
t-mapping 498.2.0.1:0, network-id 1

Which statement best describe the role of the ADVPN device in handling traffic?

A. This is a hub that has received a query from a spoke and has forwarded it to another spoke.

B. This is a spoke that has received a shortcut query from another spoke and has forwarded the response to its
hub.

C. This is a spoke. The kernel received a shortcut request and forwards the query to another spoke.

D. This is a hub in a dual-region topology. The remote hub tunnel ID is 10.0.2.101.

Answer: B (LEAVE A REPLY)
NEW QUESTION: 49

Refer to the exhibits.
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IPsec template for Branch_|IPsec_1

IPsex Template - Branch_Psec_1
Mamme
Description
& Create Mew |:. - }*.1 .-1--\.--
0O Hames Tvpe = Outgoing Inverface =
0 HUB1- VPN Seabkc HsP)

iPsec template for Branch_|IPsec_2

IPyec Template - Branch_Psec_2
Mo
Descripton
4 Croate Mew | % Eda 1 I Marew
D Maine Type = Outpbirg Interfsie =
0O Husl-viPnNg Statk SISPZ

Emmor message in FortiManager

The exhibits show two IPsec templates to define Branch IPsec 1 and Branch_IPsec_2. Each template defines a
VPN tunnel. The error message that FortiManager displayed when the administrator tried to assign the second
template to the FortiGate device is also shown.

Which statement best describes the cause of the issue?

A. You can assign only one template with a tunnel type of static to each FortiGate device.

B. You can assign only one IPsec template to each FortiGate device.

C. You should review the branch1_fgt configuration for configured tunnels in the rootVDOM.

D. You should use the same outgoing interface of both templates.

Answer: (SHOW ANSWER)

NEW QUESTION: 50

When you use the command diagnose sys session list, how do you identify the sessions that correspond to
traffic steered according to SD-WAN rules?

A. You identify sessions steered according to SD-WAN rules with the data vwl_mbr_seq.

B. You identify sessions steered according to SD-WAN rules with the data sdwan_service _id.

C. You identify sessions steered according to SD-WAN rules with the flag vwil.
D. You cannot identify SD-WAN sessions. You must use the sdwar. session filter.

Answer: (SHOW ANSWER)
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NEW QUESTION: 51

Refer to the exhibits. The administrator configured a device blueprint and CLI scripts as shown in the exhibits, to
prepare for onboarding FortiGate devices in the company's stores. Later, a technician prepares a FortiGate 51G
with a basic configuration and connects it to the network.

The basic configuration contains the port1 configuration and the minimal configuration required to allow the
device to connect to FortiManager.

After the device first connects to FortiManager, FortiManager updates the device configuration.

Based on the exhibits, which actions does FortiManager perform?

Device blueprint

Edit Device Blueprint - Stores

Name Stores
Device Model FortiGate-51G

Automatically Link to Real Device
Enforce Firmware Version
Enforce Device Configuration €
Add to Device Group

Add to Folder

Fabric Autherization Template

Pre-Run CLI Template 5G-links

Assign Policy Package © & default

Provisioning Templates B corp_st
B3 LAN-interface




CLI script LAN-interface

Edit CLI Template — LAN interface »
Marme LAN-interface
Type cL -
Comments
F" L1 % 1II= J 5 ﬂr
E :_:E iR ﬁ
Script details o Y + 4
P I-38f0g ®ystem interface
2 =dit portl
3 t mode
4 t allowances
5 %
& t POrtl
¢ at mode
B .
9 adit porths
10 et ip
11 set allowaccess
12
13 €

A. FortiManager updates the device configuration according to the selected templates. It applies the corp_st
template first.

B. FortiManager does not update the port1 configuration because FortiManager does not change the
configuration of interfaces with fgfm access.

C. FortiManager updates access rights only for port1. FortiManager cannot update the IP address because it
was already set manually.

D. FortiManager updates the configuration of port1, port2, and port5. The three ports might get new IP
addresses.

Answer: D (LEAVE A REPLY)

Enforce Device Configuration is enabled and the blueprint applies the provisioning CLI templates.

The LAN-interface script sets port1 and port2 to DHCP and assigns a static IP to port5 (using the branch_id
variable). Therefore, when FortiManager pushes the blueprint, it updates the configurations of port1, port2, and
port5 - and their IP addresses may change accordingly.

NEW QUESTION: 52
Refer to the exhibit. Which statement best describe the role of the ADVPN device in handling traffic?
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ike V=root:0:VPN1l 0:9: received informational request

ike V=root:0:VPN1l_0:9: processing notify type SHORTCUT_ QUERY

ike V=root:0:VPN1l 0: recv shortcut-query 5752810260825471052
6d5cdb5ceabl874d

/0000000000000000 192.2.0.1 10.0.1.101:2048 ->+10.0.3.101:0 0 psk 64 ppk O
Ll

32 nat 0 ver 2 mode 0 network-id 1

ike V=root:0:VPN1l: iif 20 10.0.1.101 —> 10.0.3.101 0 route lookup oif 20
VPN1

gwy 192.168.1.4

ike V=root:0: shared dew tunnel lookup, tun—-id=192.168.1.4

ike V=root:0:VPN1l 3: forward shortcut-query 5752810260829471092 6
dScdb5ceabl$

744/0000000000000000 192.2.0.1 10.0.1.101->10.0.3.101 O psk 64 ppk 0 ttl 31
ver 2 mode 0, exr-mapping 192.2.0.1:0, network'==?fff

 p

A. This is a hub that has received a query from a spoke and has forwarded it to another spoke.

B. This is a hub in a dual-region topology. The remote hub tunnel ID is 10.0.2.101.

C. This is a spoke that has received a shortcut query from another spoke and has forwarded the response to its
hub.

D. This is a spoke. The kernel received a shortcut request and forwards the query to another spoke.

Answer: (SHOW ANSWER)

Shortcut Debug—forward short cut-query

* Hub output—hub receives shortcut query from spoke1 and forwards it to spoke2:

ike V=root:0:VPN1 _0:13: received informational request

ike V=root:0:VPN1l_0:13: processing notify type SHORTCUT QUERY

ike V=root:0:VPN1 0: recv shortcut-query 13079782794578682520 3457£d9837d92£61/0000000000000000 192.2.0.1
10.0.1.101:2048->10.0.2.101:0 0 psk 64 ppk 0 ttl 32 nat 0 ver 2 mode 0 network=-id 1

ike V=root:0:VPN1: iif 20 10.0.1.101->10.0.2.101 0 route lookup oif 20 VPNl gwy 192.168.1.2

ike V=root:0: shared dev tunnel lookup, tun-id=192.168.1.2

ike V=root:0:VPN1l_1: forward shortcut-query 13079782794578682520 3457£d9837d%2£61/0000000000000000
192.2.0.1 10.0.1.101->10.0.2.101 O psk 64 ppk 0 ttl 31 ver 2 mode 0, ext-mapping 192.2.0.1:0, network=-id 1

FiERTINET

Training Institute

The hub receives the shortcut query from spoke1 and forwards it to spoke2.

NEW QUESTION: 53
Refer to the exhibits. You connect to a device behind a branch FortiGate device and initiate a ping test. The
device is part of the LAN subnet and its IP address is 10.0.1.101.
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Based on the exhibits, which interface uses branch 1_fgt to steer the test traffic?

Diagnose output

branch_fgt # diagnose firewall proute list
list route policy info (vi=root):

id=1(0x1) dscp_tag=0Oxfc flags=0x0 tos=0x00 tos_mask=0x00 protocol=0
port=src(0=>0) :dst (0=>0) iif=0(any)

path(l): oif=21(HUB1-VENZ)

source(l): 10.0.1.0-10.0.1.255

destination wildecard({i): 10.1.0.7/285.255.255,.2558

hit count=0 rule last used=2025-01-06 00:41:44

id=2130503041 (0x7£030001) vwl service=l (Critical-DIA) wvwl mbr seg=1 2
dscp tag=0xfc Oxfc flags=0x0 tos=0x00

tos_mask=0x00 protocol=0 port=src(0->0):dst (0->0) iif=lifany)

path(2): oif=3(portl), oif=4(portz)

gource (1): 10.0.1.0-10.0.1.255

destination wildcard(l): 0.0.0.0/0.0.0.0

application control(2): Salesforce (16920,0) Microsoft.Portal (4146%,0)
hit_ccunt=13 rule last used=2025-01-06 _01:55:12

id=2130903042 (0xT7£030002) wvwl_servicesZ2 (Non=Critical-DIA) vwl_mbr_seg=2
dscp_tag=0xfc Oxfc flags=0x0 tos=0x00D

tos_mask=0x00 protocol=0 port=src(0=2>0) ;dst (0->0) iif=0(any)

path(l): oif=4(port2)

source(l): 10.0.1.0-10.0.1.255]

destination wildeard(1): 0.080.0/040.0.0

application contrel(3): FaqahapkfiEESE, 0), LinkedIn(l16331, 0), Gama(0, B)
hit_count=27 rule last _used=2035-01-06 01:55:12

id=2130903043 (0x7£030003) vwl service=3 (Corp) vwl mbr seg=4 5 6 7 8 9
dscp tag=0xfc Oxfc flags=0x0 tos=0x00

tos_mask=0x00 pretocal=0 port=src(0->0):dst (0->0) iif=0({any)

path (€) : joif=20 (HUB1-VEN1), oif=21(HUB1-VPN2), oif=22 (HUB1-VPN3), oif=23
(HUBR2-VEN1); oif=24 (HURZ-VPN2), oif=25(HUBZ-VPN3),

L:EEG#EE!E!E;":ﬂ.lEE? ' 0.1.255
“deFtindt o ¥1) B § 0. 0-10.255.255.255

hit_count=0 rule_last_used=2025-01-06 00:41:49

1d=2130903045 (0x7£030005) vwl_service=5 (Internet) wwl_mbr_ seg=3 2
ldscp tag=0xfc Oxfc flags=0x0 tos=0x00

tos_mask=0x00 protocol=0 port=src(0->0):dst (0->0) iif=0(any)

path(3): oif=6(portd), oif=4(port2) path_last used=2025-01-0€ 02:12:08,
oif=3 (portl)

sourcef{l): 10.0.1.0=-10.0.1.255

destination (1): 10.0.0.0-10.255.255.255

hit count=27 rule last used=2025-01-06 0Z:12:0B




pviagnose output

branchl fgt # diagnose sys sdwan internet-service-app-ctrl-list
List App Ctrl Database Entry(IPv4) in Kernel:

Max App Ctrl Size=32768 Num App Ctrl Entry==9
Facebook (15832 23): IP=157.240.19.35 6 443
Addicting.Games (30156 8): IP=172.84.80.1 6 443
Microsoft.Portal (41469 28): ZP=1484.27.181 201 6 443
LinkedId (16331 23): IP=19.107.42.14 6 443

MSN.Game (16135 8) :  TB=13.107.246.35 6 443
Salesforce (16920 29): IP=32,222.17 73 6 443

Salesforce (16920 29): IP=32,222.17 76 6 443

feeahopkrtiae 1 2H. Fp=31.13.80.36 6 443

A. portd

B. HUB1-VPN1

C. port1

D. port2

Answer: D (LEAVE A REPLY)

The ping target IP 157.240.19.35 matches an App Control entry for Facebook (ID 15832).

According to the diagnose firewall route list output, this application is handled by vwl_service=2 (Non-Critical-
DIA), which routes traffic via oif=4 (port2). Therefore, FortiGate steers the Facebook test traffic through port2.

NEW QUESTION: 54
Refer to the exhibit that shows an SD-WAN zone configuration on the FortiManager GUI.
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EQIT SL-VWWAN LOoNe = NUDZ 1

Mame

Interface Members

& HUB2-VPN1 x
% HUB2-VPN2 x
2 HUBZ-VPN3 *
Click to select 3 entries selected
Advanced Options
advpn-health-checke g HUB1_HC X =
advpn-select ® «
minimum-sla-meet-memberso 2
service-sla-tie-breakg.  ih o x =
co-sle-de.realil ous o P

Based on the exhibit, how will the FortiGate device behave after it receives this configuration?

A. The configuration instructs FortiGate to choose an ADVPN shortcut based on SD-WAN information.

B. The configuration instructs FortiGate to allow ADVPN shortcuts for the tunnels of this SD-WAN zone.

C. The configuration instructs FortiGate to establish shortcuts only when at least two members meet the SLA
target.

D. The configuration instructs FortiGate to establish shortcuts only for overlay interfaces that meet the SLA
target HUB1_HC.

Answer: C (LEAVE A REPLY)

This is because the setting minimum-sla-meet-members = 2 requires at least two SD-WAN zone members (in
this case, HUB2-VPN1, HUB2-VPN2, and HUB2-VPN3) to pass the defined SLA health check (HUB1_HC)
before the FortiGate will establish ADVPN shortcuts. If fewer than two members meet the SLA, shortcuts will not
be created.

NEW QUESTION: 55

Which three factors about SLA targets and SD-WAN rules should you consider when configuring SD-WAN
rules? (Choose three.)

A. Member metrics are measured only if a rule uses the SLA target.

B. SLA targets are used only by SD-WAN rules that are configured with a Lowest Cost (SLA) strategy.

C. SD-WAN rules can use SLA targets to check whether the preferred members meet the SLA requirements.
D. When configuring an SD-WAN rule, you can select multiple SLA targets if they are from the same
performance SLA.

E. When configuring an SD-WAN rule, you can select multiple SLA targets from different performance SLAs.
Answer: B,C,E (LEAVE A REPLY)

The use of SLA targets is specific to certain SD-WAN strategies. The "Lowest Cost (SLA)" and

"Maximize Bandwidth (SLA)" strategies are explicitly designed to use the configured SLA targets to make routing
decisions. The "Best Quality" strategy uses performance metrics but does not necessarily require or reference

SLA targets in the same way, while "Manual" does not use metrics at all for path selection.
This is a core function of SD-WAN rules with SLA targets. The purpose of configuring an SLA target with specific
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thresholds for latency, jitter, and packet loss is to define what is considered

"acceptable" performance for an application. SD-WAN rules then use these targets to check if the members
(interfaces) meet these requirements before a flow is steered over them, ensuring that a preferred path still
offers a good user experience.

FortiGate allows for a single SD-WAN rule to reference multiple, different performance SLAs. This is crucial for
complex deployments where a single SD-WAN rule needs to handle traffic for multiple applications that have
distinct performance requirements. For example, a single rule might direct VolP traffic based on one
performance SLA with strict latencyijitter targets, while simultaneously handling general web traffic using another
performance SLA with more lenient requirements.

NEW QUESTION: 56

Exhibit.

SerialNumber __name | branch)d _ Jadmingw [sdwan pord galsowlg o2 gw lan interface jp [lavtude _longtude _
mmo:mzzm:n branchl_fgt 1 172.16.0.2 192 0.2 2922.0.10 10.0.1.254 37.37610911 |-122.0260914
FGVMO1TM22000078 [branch2 fgt | 2 172.16.0.10  1203.0.13@ 1203.0.113.10 10.0.2.254 25.77404351 |-80.20508525 |
FGT40FTK20000624 |shopl fgt 1 1980 10.10.1.254 |
FGT40FTK20003026 |shop2 fat 2 B 10.10.2.254 48.88941  [2.25125
FGYMO2TM24010735 E:...muw 10.0.3.254 453248 1758359

For your ZTP deployment, you review the CSV file shown in exhibit and note that it is missing important
information. Which two elements must you change before you can import it into FortiManager? (Choose two.)
A. You must associate a device blueprint with each device

B. You must define a name for each device

C. You must define a value for each device and each metadata variable that defines an IP address.

D. You must define a value for each device and each user-defined metadata variable.

Answer: A,B (LEAVE A REPLY)

NEW QUESTION: 57

Refer to the exhibits.
Configuration for SD-WAN performance SLA, SD-WAN rule configuration, and application 1D
YouTube.

detect-1

"Facebook-YouTube"™
11 : "

name
are "

service enable
arvice-app- “r.

internet
internec-

2R T INET]
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set health-check "Passive"™
set priority-member 3 4
set passive-measurement enable
next
end
end

branchl_fgt # get application name status | grep "id: 15832" -Bl
app-name: "Facebook"

id: 15832
branchl_fgt # get application name grep Wid: -
app-name: "YouTube" &

id: 31077

set name "DIA"
set uuid b973edec-5f£%0-5Slec-cadb-017¢830d49418
set srcintf "ports”
set dstintf "underlay"
set action accept
set srcaddr "LAN-nec”
set dstaddr "all"
set schedule "always”
set service "ALL"
set passive-wan-health-measurement enable
set utm-status enable
set ssl-ssh-profile "certificate-inspection”
set application-list "default"
set logtraffic all
set auto-asic-offload disable
set nat enable
next
end

Underlay zone status

branchl_fgt # diagnose sys sdwan zone | grep underlay -Al
Zone underlay index=3
members (2) : 3(portl) 4 (port2)

The exhibits show the configuration for SD-WAN performance. SD-WAN rule, the application IDs of Facebook
and YouTube along with the firewall policy configuration and the underlay zone status.

Which two statements are true about the health and performance of SD-WAN members 3 and 4?7 (Choose two.)
A. The performance is an average of the metrics measured for Facebook and YouTube traffic passing through



the member.

B. Encrypted traffic is not used for the performance measurement.

C. Only related TCP traffic is used for performance measurement.

D. FortiGate identifies the member as dead when there is no Facebook and YouTube traffic passing through the
member.

Answer: (SHOW ANSWER)

NEW QUESTION: 58

Which two statements correctly describe what happens when traffic matches the implicit SD-WAN rule? (Choose
two.)

A. The session information output displays no SD-WAN service id.

B. Traffic is load balanced using the algorithm set for the v4-ecmp-modesetting.

C. The traffic is distributed, regardless of weight, through all available static routes.

D. Traffic does not match any of the entries in the policy route table.

E. FortiGate flags the session with may_dirtyand vwl_default.

Answer: A,D (LEAVE A REPLY)

When traffic matches the implicit SD-WAN rule, no specific SD-WAN service is applied, so the session
information output does not show an SD-WAN service ID.

The implicit SD-WAN rule is considered only when no matching entry is found in the policy route table.

NEW QUESTION: 59

Your FortiGate is in production. To optimize WAN link use and improve redundancy, you enable and configure
SD-WAN.

What must you do as part of this configuration update process?

A. Replace references to interfaces used as SD-WAN members in the routing configuration.

B. Purchase and install the SD-WAN license, and reboot the FortiGate device.

C. Replace references to interfaces used as SD-WAN members in the firewall policies.

D. Disable the interface that you want to use as an SD-WAN member.

Answer: A (LEAVE A REPLY)

When you enable SD-WAN and add interfaces as SD-WAN members, those interfaces are no longer referenced
directly in routing. You must replace routing configuration references (e.g., static routes, policy routes) with the
SD-WAN zone. Firewall policies, however, can still point to the SD-WAN zone without requiring replacement of
individual member interfaces.

NEW QUESTION: 60
Refer to the exhibits.
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SD-WAN zone HUB1 and SD-WAN member configuration

SD-WAN Zones v
L+ Create New~ | [#F Search.. @ *
O ID+ Interface = Gateway = Cost = Priority & Status = Installation Target ~ H
(] ‘aHUB1
[ EHUB1-VPN1 0.0.00 0 1 @ Enable g
i |
3 Devices in Total View Details > |
o s EHUB1-VPN2  0.0.00 0 1 @ Enable @ branch1_fgt[root] i
mbranch2_fgtroot] |
@branch3_fgt[root] :J
i
i
2 DevicesinTotal  View Details > |
o ¢ @ HUB1-VPN3 0.0.0.0 0 1 @ Enable @mbranch2_fgtiroot] I
@branch3_fat[root] !

SD-WAN zone HUBZ and SD-WAN member configuration

O @HuB2
y :
3 Devices in Total View Details > |
1 @EHUB2-VPN1 0.0.00 10 1 @ Enable @branch1_fgtfroot] i
@branch2_fgt[root] |
@branch3_fgt[roof] i
o 8 @HUB2VPN2 0000 10 1 @ Enable 1‘
O 9 @HUB2-VPN3 o 0000 10 F - HTInET j
Output of command diagnose sys sdwan member
A B
wmw BTGt # e sys sdwan member
Member (4) : transport-group: 0, An%e€rface: HUB1-VPN1l, flags=0xd
Member (S) : transport-group: Oy “anterface: HUB1-VPN2, flags=0xd
Member (7) : transport-group:mUs interface: HUB2-VPN1l, flags=0xd
Member (8) : transport-groupa. s, interface: HUB2-VPN2, flags=0xd
Member (S) : transport-grbup* 0, interface: HUB2-VPN3, flags=0xd

The first exhibit shows the SD-WAN zone HUB1 and SD-WAN member configuration from an SD-WAN
template, and the second exhibit shows the output of command diagnose sys sdwan member collected on a
FortiGate device.

Which statement best describes what the diagnose output shows?

A. The diagnose output shows that HUB1-VPN1 and all HUBx-VPNy members are dead.

B. The diagnose output does not correspond to a device configured with the SD-WAN template shown in the
exhibit.

C. The diagnose output was collected on the device branch2_fgt.

D. The diagnose output was collected on the device branch1_fgt

Answer: (SHOW ANSWER)

The diagnose output lists SD-WAN members 4(HUB1-VPN1), 5(HUB1-VPN2), 7(HUB2-VPN1), 8(HUB2- VPN2),
and 9(HUB2-VPN3). It does not include member 6 (HUB1-VPN3). From the template, HUB1-VPN3 is installed
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only on branch2_fgt and branch3_fgt - not on branch1_fgt. Therefore, the output must be from branch1_fgt.

NEW QUESTION: 61

You have configured the performance SLA with the probe mode as Prefer Passive.

What are two observable impacts of this configuration? (Choose two.)

A. FortiGate passively monitors the member if TCP traffic is passing through the member.

B. After FortiGate switches to active mode, the SLA performance rule falls back to passive monitoring after 3
minutes.

C. FortiGate passively monitors the member if ICMP traffic is passing through the member.

D. During passive monitoring, the SLA performance rule cannot detect dead members.

E. FortiGate can offload the traffic that is subject to passive monitoring to hardware.

Answer: (SHOW ANSWER)

FortiGate passively monitors the member if TCP traffic is passing through the member — With Prefer Passive
mode, FortiGate inspects existing traffic (like TCP flows) to measure performance metrics without generating its
own probes.

FortiGate passively monitors the member if ICMP traffic is passing through the member — Similarly, when ICMP
flows exist, FortiGate uses them for SLA checks.

Valid FCSS_SDW_AR-7.4 Dumps shared by TrainingQuiz.com for Helping Passing FCSS_SDW_AR-7.4
Exam! TrainingQuiz.com now offer the newest FCSS_SDW_AR-7.4 exam dumps, the TrainingQuiz.com
FCSS_SDW_AR-7.4 exam questions have been updated and answers have been corrected get the
newest TrainingQuiz.com FCSS_SDW_AR-7.4 dumps with Test Engine here:
https://www.trainingquiz.com/FCSS_SDW_AR-7.4-practice-quiz.html (75 Q&As Dumps, 40%OFF Special

Discount: Exam-Tests)

NEW QUESTION: 62

When a customer delegate the installation and management of its SD-WAN infrastructure to an MSSP, the
MSSP usually keeps the hub within its infrastructure for ease of management and to share costly resources.
In which two situations will the MSSP install the hub in customer premises? (Choose two.)

A. The customer requires SIA with centralized breakout.

B. The administrator expects a large volume of traffic between the branches.

C. The customer expects a large amount of VolP traffic.

D. The majority of the branch traffic is directed to a corporate data center.

Answer: (SHOW ANSWER)

A large volume of inter-branch traffic benefits from a local hub to avoid backhauling and reduce latency.

If most traffic is destined for a corporate data center, placing the hub on-premises ensures efficient routing and
improved performance.

NEW QUESTION: 63
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Refer to the exhibits. The exhibits show the SD-WAN zone configuration of an SD-WAN template prepared on
FortiManager and the policy package configuration.

When the administrator tries to install the configuration changes, FortiManager fails to commit.

What should the administrator do to fix the issue?

SD-WAN zone configuration on FortiManager
S5D-WAN Zones

+ Create Mew i J _.-: C“Mh @

O D = Interface = Gateway = Cost = Priarity = 4 Slal.l;s Tlnsl.'l.lla'rion Target = u

0O & wrtual-wan-ink N -

O @& underiay

' [

O 2 & port1 0.0.0.0 0 1 © Enable

O @&HUB1 & port2 @00 | 0 1 © Enable

1 Device in Total WView Detalls »
o 4 E HUB TWPNE,. © 0000 0 1 & Enable
@ branch_figifrool)
O s EHUB1-VPN2 00,00 0 1 & Enable l
T
ol vecioss PUGTOIT | T
B Name From To Source Destimation  Install On
%
@ Corp-SOT_BBLK(1/1 Total:1) -~ 0\
2 DIA CLAN Cunderlay S LANTet  2all @© Installation Targets
3 To Hub-Overlay CLAN & HUB1-VPN1 @all @all @ Installation Targets
e Implicit(4/4 Total:1) ("
- @ all 2all

4 Implicit Deny any any - al

A. Configure branch1_fgt as the installation target for policy 3.

B. Configure HUB1 as the destination of policy 3.

C. Configure a normalized interface for the IPsec tunnel HUB1-VPN1.

D. Configure both HUB1-VPN1 and HUB1-VPN2 as the destination of policy 3.

Answer: B (LEAVE A REPLY)

Policy 3 points traffic To = HUB1-VPN1, which is an SD-WAN member interface. In SD-WAN you must reference
the SD-WAN zone (the logical interface) in policies, not its member tunnels.

Change the policy's To interface to the zone HUB1, and the install will succeed.

W@N@Wt SD-WAN zones is true?

A. An SD-WAN zone can contain between 0 and 512 members.
B. An SD-WAN zone can contain only one type of interface.
C. You can configure up to 32 SD-WAN zones per VDOM.
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D. You cannot use an SD-WAN zone in static route definitions.
Answer: A (LEAVE A REPLY)

NEW QUESTION: 65
Exhibit.

SD-WAN zones

SD-WAN Zones SD-WAN Rules Performance SLAs

Volume Sessions

Downiload

B portl
@ port2
B portd
B HUB1-VPN1
B HUB1-VPNZ
B HuB1 VPN

& Create MNew 7

b - j

SERTINET "
. wﬂud-ﬂn-lnk

L+ 2 underiay

-] HUB1

2 HUB1-VPN1
2l HUB1-VPN2
® HUB1-VPN3

s overlay-shops

i} overlay-factories

Refer to the exhibit, which shows an SD-WAN zone configuration on the FortiGate GUI. What can you conclude
about the zone and member configuration on this device?

A. The underlay zone contains three members.

B. You can delete the virtual-wan-link zones.

C. The overlay-factories zone contains no member.

D. You can move HUB1-VPN3 from the HUB1 zone to the overlay-shops zone.

Answer: C (LEAVE A REPLY)

NEW QUESTION: 66
Refer to the exhibits. The exhibits show two IPsec templates to define Branch IPsec 1 and Branch_IPsec_2.

Each template defines a VPN tunnel. The error message that FortiManager displayed when the administrator
tried to assign the second template to the FortiGate device is also shown. Which statement best describes the
cause of the issue?
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IPsec template for Branch_IPsec_1

IPsec Template - Branch_IPsec_1
Mame
Description
!. & Create New E: { B L I ! BA e -
0O Names Tyvpe = Outgoing interface =
0O HuBil-VPNI Static $lsP1)

IPsec template for Branch_IPsec_2

IPsec Template - Branch_IPsec_2
MName
Description
. + f_.!'r_'..l'.l: P ] E.P_‘r‘:‘ FL 1::'1 f 1 . E More » ‘
L ért i e
0O HNames Ty - nmET
0O HUB1-VPN2 Static SIsP2)

Error message in FortiManager

A. You should use the same outgoing interface of both templates.
B. You can assign only one IPsec template to each FortiGate device.
C. You can assign only one template with a tunnel type of static to each FortiGate device.

D. You should review the branch1_fgt configuration for configured tunnels in the rootVDOM.

Answer: (SHOW ANSWER)
NEW QUESTION: 67
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Event log on FortiGate

Refer to the exhibit that shows event logs on FortiGate.

Based on the output shown in the exhibit, what can you say about the tunnels on this device?

A. The master tunnel HU82-VPN3 cannot accept ADVPN shortcuts.

B. The device steers voice traffic through the VPN tunnel HUB1-VPN3.

C. The VPN tunnel HUB1-VPN1_0 is a shortcut tunnel.

D. There is one shortcut tunnel built from master tunnel VPN4.

Answer: C (LEAVE A REPLY)

Event logs (from the exhibit) show how traffic is matched to SD-WAN rules and routed. The log output indicates

that voice traffic is being routed through the HUB1-VPN3 tunnel. This matches SD-WAN's application-aware
steering, which uses dynamic performance metrics to select the optimal path.

References:

[FCSS_SDW_AR-7.4 1-0.docx Q4]

FortiOS 7.4 SD-WAN Application-Aware Routing Documentation

NEW QUESTION: 68

When you use the command diagnose sys session list, how do you identify the sessions that correspond to
traffic steered according to SD-WAN rules?

A. You identify sessions steered according to SD-WAN rules with the flag vwlI.

B. You cannot identify SD-WAN sessions. You must use the sdwar. session filter.

C. You identify sessions steered according to SD-WAN rules with the data vwl_mbr_seq.

D. You identify sessions steered according to SD-WAN rules with the data sdwan_service_id.

Answer: D (LEAVE A REPLY)

The sdwan_service_id field in the output of diagnose sys session list indicates that the session was selected

based on an SD-WAN rule, allowing administrators to trace which SD-WAN service (rule) steered the traffic.

NEW QUESTION: 69
Refer to the exhibit, which shows the SD-WAN rule status and configuration. Based on the exhibit, which change
in the measured packet loss will make HUB1-VPN3 the new preferred member?
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SD-WAN rule status-and configuration | | = 1~

branchl_ fgt # diagnose sys sdwan serviced 3

Service(3) : Address Mode (IPV4) flags=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut priority:2
Gen(43), TOS(0x0/0x0), Protocol(0): src(1->65535) :dst (1=>65885), Mode (priority),
link-cost-factor (packet loss), link-cost-threshold (@) hea@ath-check (HUB1_HC)
Members (3) :
1: Seq num(4 HUB1-VPN1 HUB1l), alive, packet loss: 2.000%, selected
2: Seq_num(5 HUB1-VPN2 HUBl), alive, packet loss: 4.000%, selected
3: Seq num(6 HUB1-VPN3 HUB1l), alivej pasket, loss: 12.000%, selected
Src address(1):
10.0.1.0-10.0.1.255

Dst address(1l):
10.0.0.0-10.255.255.255

branchl_fgt (service) # show
config service
edit 3
set name “Corp®
set modefpribrity
set dst SCerpspet”
set src| 'LANsnet”
set health*check “HUB1l_HC”
set link-cost-factor packet-loss
set link-cost-threshold 0
set priority-members 6 4 5
next

A. When HUB1-VPN1 has 4% packet loss

B. When HUB1-VPN1 has 12% packet loss

C. When HUB1-VPNS3 has 4% packet loss

D. When all three members have the same packet loss

Answer: B (LEAVE A REPLY)

The SD-WAN rule is in priority mode, and the current priority-members are set as 6 4 5, which means:

- 1st priority: HUB1-VPN3 (seq 6)

- 2nd priority: HUB1-VPN1 (seq 4)

- 3rd priority: HUB1-VPN2 (seq 5)

Currently, HUB1-VPN1 is selected (even though it's not the first in priority) because its packet loss (2%) is better
than the higher-priority VPN3 (12%).

FortiGate will prefer a higher-priority member only if its link cost (here, packet loss) is below the link-cost-
threshold, which is set to 0.

So, for HUB1-VPN3 to become the new preferred member, all higher-priority members (VPN1 and VPN2) must
have equal or higher packet loss than VPN3.

If HUB1-VPN1 increases to 12% packet loss, equal to VPN3, then FortiGate will select VPNS3 (priority 6) due to
its higher configured priority.

NEW QUESTION: 70
Refer to the exhibit.
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Priority Rule

F::RTINE

An administrator configures SD-WAN rules for a DIA setup using the FortiGate GUI. The page to configure the
source and destination part of the rule looks as shown in the exhibit. The GUI page shows no option to configure
an application as the destination of the SD-WAN rule Why?

A. FortiGate allows the configuration of applications as the destination of SD-WAN rules only on the CLI.

B. You must enable the feature on the CLI.

C. You must enable the feature first using the GUI menu System > Feature Visibility.

D. You cannot use applications as the destination when FortiGate is used for a DIA setup.

Answer: C (LEAVE A REPLY)

NEW QUESTION: 71

You have configured the performance SLA with the probe mode as Prefer Passive.

What are two observable impacts of this configuration? (Choose two.)

A. FortiGate passively monitors the member if TCP traffic is passing through the member.

B. After FortiGate switches to active mode, the SLA performance rule falls back to passive monitoring after 3
minutes.

C. FortiGate passively monitors the member if ICMP traffic is passing through the member.

D. During passive monitoring, the SLA performance rule cannot detect dead members.

E. FortiGate can offload the traffic that is subject to passive monitoring to hardware.

Answer: A,C (LEAVE A REPLY)

FortiGate passively monitors the member if TCP traffic is passing through the member # With Prefer Passive
mode, FortiGate inspects existing traffic (like TCP flows) to measure performance metrics without generating its
own probes.

FortiGate passively monitors the member if ICMP traffic is passing through the member # Similarly, when ICMP

flows exist, FortiGate uses them for SLA checks.
NEW QUESTION: 72

Refer to the exhibits.
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SD-WAN zone configuration on FortiManager

SD-WAN Zones

+ Create Neww | [# V Search..

D= Interface = Gateway = = Priority = Status = Installation Target =

= wirtual-wan-link

& Enable

O
O
a
a
0O
O

@ Enable

1 Device in Total View Details »

O @ HUB1-VPN3 @ Enable
@ branch1_fatfroot]

EHUB1-VPN2 @ Enable

e SR T INIET.

B Name From To Source Destination Install On
@ Corp-SOT_BBLK(1/1 Total:1)

2 DIA CLAN Cunderlay & LAN-net 2all @ Installation Targets
3 To Hub-Overlay &LAN G HUB1-VPN1 @all @all @ Installation Targets
= Implicit(4/4 Total:1)
2 all 2all
4 Implicit Deny any any gall gall

The exhibits show the SD-WAN zone configuration of an SD-WAN template prepared on FortiManager and the
policy package configuration.

When the administrator tries to install the configuration changes, FortiManager fails to commit.

What should the administrator do to fix the issue?

A. Configure branch1_fgt as the installation target for policy 3.

B. Configure HUB1 as the destination of policy 3.

C. Configure a normalized interface for the IPsec tunnel HUB1-VPN1.

D. Configure both HUB1-VPN1 and HUB1-VPN2 as the destination of policy 3

Answer: B (LEAVE A REPLY)

Policy 3 points traffic To = HUB1-VPN1, which is an SD-WAN member interface. In SD-WAN you must reference
the SD-WAN zone (the logical interface) in policies, not its member tunnels. Change the policy's To interface to
the zone HUB1, and the install will succeed.

NEW QUESTION: 73
Your FortiGate is in production. To optimize WAN link use and improve redundancy, you enable and configure

SD-WAN.
What must you do as part of this configuration update process?
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A. Replace references to interfaces used as SD-WAN members in the firewall policies.

B. Replace references to interfaces used as SD-WAN members in the routing configuration.

C. Disable the interface that you want to use as an SD-WAN member.

D. Purchase and install the SD-WAN license, and reboot the FortiGate device.

Answer: B (LEAVE A REPLY)

When you enable SD-WAN and add interfaces as SD-WAN members, those interfaces are no longer referenced
directly in routing. You must replace routing configuration references (e.g., static routes, policy routes) with the
SD-WAN zone. Firewall policies, however, can still point to the SD-WAN zone without requiring replacement of
individual member interfaces.

NEW QUESTION: 74
The FortiGate devices are managed by ForliManager, and are configured for direct internet access (DIA). You
confirm that DIA is working as expected for each branch, and check the SD-WAN zone configuration and firewall

policies shown in the exhibits.
SD-WAN zones

SD-WAN Zones

O iD= Interface = Gateway = Cost+  Priority = | Status =
0O & virtual-wan-link

O @ underlay

£l |1 & port1 $(sdwan_port1_gw) O 1 @ Enable
O |2 & port2 $(sdwan_port2_gw) 0 1 @ Enable

Firewall Policy

(0] Name From To Source Deslination Senvice Action Schedule

1 DIA QLAN O underlay = LAN-net = all @ All ~ Accept [@always
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Edit SD-WAN Overlay Template — Summary (5/5)

Secondary HUB + dc1_fgt(192.168.0.41

Branch 1 & branches

Underlay Assignment -~

Standalone HUB Underlays  ynderay 1- portt F H TI n E T

Underlay 2: port2

Underlay 3: port4

Branch Underlays Underlay 1: port1
Underlay 2: port2

Underlay 3: port4

Network Advertisement -

Standalone HUB Connected
Interface 1: porth

Branch Connected
Interface 1: porth

SD-WAN Template Options

Add Overlay Objects to SD-WAN Template branches
Add Overlay Interfaces and Zones

Add Health Check Servers for Each HUB as Performance SLA

Normalize Interfaces

Add Health Check Firewall Policy to Hub Policy Package B dc_pp

Add Health Check Firewall Policy to Branch Policy Package B branches_pp

Then, you use the SD-WAN overlay template to configure the IPsec overlay tunnels. You create the associated
SD-WAN rules to connect existing branches to the company hub device and apply the changes on the branches.
After those changes, users complain that they lost internet access. DIA is no longer working.

Based on the exhibit, which statement best describes the possible root cause of this issue?

A. The SD-WAN overlay template defines a zone for each underlay interface and moves the interfaces into
those zones.

B. The SD-WAN overlay template didn't configure a firewall policy to allow traffic through the overlay.
C. The SD-WAN overlay template redefines the interface gateway addresses if they are defined with metadata



variables.

D. The SD-WAN overlay template updates the SD-WAN template and the rules.

Answer: A (LEAVE A REPLY)

The SD-WAN overlay template defines a zone for each underlay interface and moves the interfaces into those
zones. This statement perfectly describes the likely sequence of events. The template, when applied, re-
organizes the interfaces and zones, causing the existing firewall policy that relies on the old zone configuration
to fail. This is the most plausible root cause.

NEW QUESTION: 75
Refer to the exhibit.

EZBTINET

N T !
<] = - K&J-8
]

FGT-1 DC-1

Raply traffic

Oviginial traffi
The administrator analyzed the traffic between a branch FortiGate and the server located in the data center, and
noticed the behavior shown in the diagram.
When the LAN clients located behind FGT1 establish a session to a server behind DC-1, the administrator
observes that, on DC-1, the reply traffic is routed overT2. even though T1 is the preferred member in the
matching SD-WAN rule.
What can the administrator do to instruct DC-1 to route the reply traffic through the member with the best
performance?
A. Enable auxiliary-session under config system settings.
B. FortiGate route lookup for reply traffic only considers routes over the original ingress interface.
C. Enable reply-session under config system sdwan.
D. Enable snat-route-change under config system global.
Answer: A (LEAVE A REPLY)

NEW QUESTION: 76
Refer to the exhibit, which shows the SD-WAN rule status and configuration.
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SD-WAN rule status and configuration

branchl_fgt # diagnose sys sdwan serviced 3

Service(3) : Address Mode (IPV4) flags=0x4200 use-shortcut-sla use-shortcut
Tie break: cfqg
Shortcut priority:2
Gen(43), TOS(0x0/0x0), Protocol(0): src(1->65535):dst(1->65535), Mode (priority),
link-cost-factor (packet loss), link-cost-threshold(10), heath-check (HUB1_HC)
Members (3) :
1: Seg_num(4 HUB1-VPN1 HUB1l), alive, latency: 96.349, selected
2: Seqg_num(5 HUB1-VPN2 HUB1l), alive, latency: 141.278, selected
3: Seg_num(6 HUB1-VPN3 HUB1l), alive, latency: 190.984,mselected
Src address(1):
10.0.1.0-10.0.1.255

Dst address(1):
1070.0.0-20.255.255. 2585

branchl_fgt (serwice) F show
config service
edit 3
set name “Corp”
set mode priority
set dst “Corp-net”
set src “LAN-net”
set health-check “HUB1_HC”
set link-cost-factor packet-loss
set link-cost-threshold 0
set priority-members 4 5 6
next

E=RONET
Based on the exhibit, which change in the measured latency will first make HUB1-VPN3 the new preferred
member?

A. When HUB1-VPN3 has a lower latency than HUB1-VPN1 and HUB1-VPN2

B. When HUB1-VPN3 has a latency of 80 ms

C. When HUB1-VPNS has a latency of 90 ms

D. When HUB1-VPN1 has a latency of 200 ms

Answer: (SHOW ANSWER)

The rule is in priority mode with HUB1-VPN1 (seq 4) as the first preferred member, HUB1-VPN2 second, and
HUB1-VPNS3 third. Latency itself does not cause HUB1-VPN3 to become preferred unless a higher- priority
member fails SLA. If HUB1-VPN1's latency exceeds the SLA threshold (here simulated by latency reaching 200
ms), FortiGate stops using it and moves down the priority list. That is when HUB1-VPN3 could become the
active path.
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NEW QUESTION: 77
Refer to the exhibit. The administrator used the SD-WAN overlay template to prepare an IPsec tunnels

configuration for a hub-and-spoke SD-WAN topology. The exhibit shows the FortiManager installation preview
for one FortiGate device.

Based on the exhibit, which statement best describes the configuration applied to the FortiGate device?

Install Preview of fgt1 o 5
Assigned Devices fgt1(root) v
all e &
config vpn ipsec phasel-interface =

edit “VPN1” ‘
set type dynamic

set interface “portl”

set ike-version 2

set dpd on-idle

set comments “WPN: VPNl [Crested by IPSEC Template]”
set proposal aes256-shaZ5é

set peertype any

set mode-cfg enable

set dpd-retryinterwval 60

set net-device disable

set add-route disable F H Tl n E T
set auto-discovery-sendér enable

set i1pvé4-starts=ap 120.10.128.1

set ipvéd-end=ip 20.20.159.252

set ipv4mmetmask 255.255.224.0
set psksecret ENC

282/ /bwU2] IHXCFWz0/XkWz1liP/WR4gAGVHES0azICB+iffI2rIYiANSOIAZ
V0SzZwM/ ThbweM
set mmetwork-overlay enable
set network-id §
next
end
config system interface

€ >

Download

A. It is a spoke device that establishes dynamic IPsec tunnels to the hub. The local subnet range is
10.10.128.0/23.

B. It is a hub device. It can send ADVPN shortcut offers.

C. It is a hub device. It will automatically discover the spoke devices and add them to the SD-WAN topology.

D. It is a spoke device that establishes dynamic IPsec tunnels to the hub It can send ADVPN shortcut requests.
Answer: B (LEAVE A REPLY)

The phase1-interface shows set type dynamic, set peertype any, and set mode-cfg enablewith an address pool

(ipv4-start-ip, ipv4-end-ip, ipv4-netmask). Those are dial-up server settings-i.e., a hub _handing out virtual IPs to
spokes. It also has set auto- discovery-sender enable, allowing the hub to participate in ADVPN shortcut
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negotiation (sending offers).
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