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NEW QUESTION: 1
A planning process that introduced the concept of planning as a cycle that forms the basis
for continuous improvement is called:
A. time based planning.
B. planning for continuous improvement.
C. RACI Matrix
D. plan, do, check, act.
Answer: (SHOW ANSWER)

NEW QUESTION: 2
What is we do in ACT - From PDCA cycle
A. Take actions to continually monitor process performance
B. Take actions to continually monitor process performance
C. Take actions to continually improve people performance
D. Take actions to continually improve process performance
Answer: (SHOW ANSWER)

NEW QUESTION: 3
You work in the office of a large company. You receive a call from a person claiming to be
from the Helpdesk. He asks you for your password.
What kind of threat is this?
A. Natural threat
B. Organizational threat
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C. Arason
D. Social Engineering
Answer: D (LEAVE A REPLY)

NEW QUESTION: 4
CEO sends a mail giving his views on the status of the company and the company's future
strategy and the CEO's vision and the employee's part in it. The mail should be classified
as
A. Public Mail
B. Confidential Mail
C. Internal Mail
D. Restricted Mail
Answer: C (LEAVE A REPLY)

NEW QUESTION: 5
Which of the following is not a type of Information Security attack?
A. Legal Incidents
B. Vehicular Incidents
C. Privacy Incidents
D. Technical Vulnerabilities
Answer: (SHOW ANSWER)

NEW QUESTION: 6
Someone from a large tech company calls you on behalf of your company to check the
health of your PC, and therefore needs your user-id and password. What type of threat is
this?
A. Technical threat
B. Social engineering threat
C. Organisational threat
D. Malware threat
Answer: B (LEAVE A REPLY)

NEW QUESTION: 7
What type of system ensures a coherent Information Security organisation?
A. Information Exchange Data System (IEDS)
B. Information Security Management System (ISMS)
C. Federal Information Security Management Act (FISMA)
D. Information Technology Service Management System (ITSM)
Answer: (SHOW ANSWER)

NEW QUESTION: 8
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CMM stands for?
A. Capable Mature Model
B. Capability Maturity Matrix
C. Capability Maturity Model
D. Capacity Maturity Matrix
Answer: C (LEAVE A REPLY)

NEW QUESTION: 9
What type of compliancy standard, regulation or legislation provides a code of practice for
information security?
A. Personal data protection act
B. IT Service Management
C. ISO/IEC 27002
D. Computer criminality act
Answer: (SHOW ANSWER)

NEW QUESTION: 10
There was a fire in a branch of the company Midwest Insurance. The fire department
quickly arrived at the scene and could extinguish the fire before it spread and burned down
the entire premises. The server, however, was destroyed in the fire. The backup tapes kept
in another room had melted and many other documents were lost for good.
What is an example of the indirect damage caused by this fire?
A.Water damage due to the fire extinguishers
B. Melted backup tapes
C. Burned documents
D. Burned computer systems
Answer: A (LEAVE A REPLY)

NEW QUESTION: 11
What is a definition of compliance?
A. Laws, considered collectively or the process of making or enacting laws
B. A rule or directive made and maintained by an authority.
C. The state or fact of according with or meeting rules or standards
D. An official or authoritative instruction
Answer: C (LEAVE A REPLY)

NEW QUESTION: 12
Who is authorized to change the classification of a document?
A. The owner of the document
B. The manager of the owner of the document
C. The administrator of the document
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D. The author of the document
Answer: A (LEAVE A REPLY)

NEW QUESTION: 13
A couple of years ago you started your company which has now grown from 1 to 20
employees. Your company's information is worth more and more and gone are the days
when you could keep control yourself.
You are aware that you have to take measures, but what should they be? You hire a
consultant who advises you to start with a qualitative risk analysis.
What is a qualitative risk analysis?
A. This analysis is based on scenarios and situations and produces a subjective view of
the possible threats.
B. This analysis follows a precise statistical probability calculation in order to calculate
exact loss caused by damage.
Answer: (SHOW ANSWER)

NEW QUESTION: 14
Which of the following does a lack of adequate security controls represent?
A. Threat
B. Vulnerability
C. Impact
D. Asset
Answer: (SHOW ANSWER)

NEW QUESTION: 15
Which is the glue that ties the triad together
A. Technology
B. Collaboration
C. Process
D. People
Answer: (SHOW ANSWER)

NEW QUESTION: 16
In what part of the process to grant access to a system does the user present a token?
A. Identification
B. Authentication
C. Verification
D. Authorisation
Answer: A (LEAVE A REPLY)
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NEW QUESTION: 17
Information has a number of reliability aspects. Reliability is constantly being threatened.
Examples of threats are: a cable becomes loose, someone alters information by accident,
data is used privately or is falsified.
Which of these examples is a threat to integrity?
A. private use of data
B. accidental alteration of data
C. System restart
D. a loose cable
Answer: (SHOW ANSWER)

NEW QUESTION: 18
What is a reason for the classification of information?
A. Creating a manual describing the BYOD policy
B. To structure the information according to its sensitivity
C. To provide clear identification tags
Answer: (SHOW ANSWER)

NEW QUESTION: 19
Which of the following statements are correct for Clean Desk Policy?
A. Don't leave valuable items on your desk if you are not in your work area.
B. Don't leave laptops without cable lock.
C. Don't leave highly confidential items.
D. Don't leave confidential documents on your desk.
Answer: (SHOW ANSWER)

NEW QUESTION: 20
Changes on project-managed applications or database should undergo the change control
process as documented.
A. True
B. False
Answer: (SHOW ANSWER)
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NEW QUESTION: 21
The following are purposes of Information Security, except:
A. Minimize Business Risk
B. Ensure Business Continuity
C. Increase Business Assets
D. Maximize Return on Investment
Answer: (SHOW ANSWER)

NEW QUESTION: 22
There is a network printer in the hallway of the company where you work. Many employees
don't pick up their printouts immediately and leave them on the printer.
What are the consequences of this to the reliability of the information?
A. The Security of the information is no longer guaranteed.
B. The availability of the information is no longer guaranteed.
C. The confidentiality of the information is no longer guaranteed.
D. The integrity of the information is no longer guaranteed.
Answer: B (LEAVE A REPLY)

NEW QUESTION: 23
What is the worst possible action that an employee may receive for sharing his or her
password or access with others?
A. The lowest rating on his or her performance assessment
B. Three days suspension from work
C. Termination
D. Forced roll off from the project
Answer: C (LEAVE A REPLY)

NEW QUESTION: 24
Integrity of data means
A. Data should be viewable at all times
B. Accuracy and completeness of the data
C. Data should be accessed by only the right people
Answer: B (LEAVE A REPLY)

NEW QUESTION: 25
After a fire has occurred, what repressive measure can be taken?
A. Buying in a proper fire insurance policy
B. Repairing all systems after the fire
C. Extinguishing the fire after the fire alarm sounds
Answer: (SHOW ANSWER)
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NEW QUESTION: 26
Implement plan on a test basis - this comes under which section of PDCA
A. Act
B. Plan
C. Do
D. Check
Answer: (SHOW ANSWER)

NEW QUESTION: 27
There is a scheduled fire drill in your facility. What should you do?
A. Participate in the drill
B. Call in sick
C. None of the above
D. Excuse yourself by saying you have an urgent deliverable
Answer: (SHOW ANSWER)

NEW QUESTION: 28
A decent visitor is roaming around without visitor's ID. As an employee you should do the
following, except:
A. Greet and ask him what is his business
B. Escort him to his destination
C. Say "hi" and offer coffee
D. Call the receptionist and inform about the visitor
Answer: C (LEAVE A REPLY)

NEW QUESTION: 29
Phishing is what type of Information Security Incident?
A. Private Incidents
B. Legal Incidents
C. Technical Vulnerabilities
D. Cracker/Hacker Attacks
Answer: D (LEAVE A REPLY)

NEW QUESTION: 30
Which of the following factors does NOT contribute to the value of data for an
organisation?
A. The correctness of data
B. The content of data
C. The indispensability of data
D. The importance of data for processes
Answer: (SHOW ANSWER)
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NEW QUESTION: 31
A fire breaks out in a branch office of a health insurance company. The personnel are
transferred to neighboring branches to continue their work.
Where in the incident cycle is moving to a stand-by arrangements found?
A. between recovery and threat
B. between damage and recovery
C. between incident and damage
D. between threat and incident
Answer: C (LEAVE A REPLY)
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NEW QUESTION: 32
Information Security is a matter of building and maintaining ________ .
A. Firewalls
B. Confidentiality
C. Trust
D. Protection
Answer: (SHOW ANSWER)

NEW QUESTION: 33
Which of the following does an Asset Register contain? (Choose two)
A. Asset Type
B. Asset Modifier
C. Process ID
D. Asset Owner
Answer: A,D (LEAVE A REPLY)

NEW QUESTION: 34
Which is not a requirement of HR prior to hiring?
A. Must undergo Awareness training on information security.
B. Undergo background verification
C. Applicant must complete pre-employment documentation requirements
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D. Must successfully pass Background Investigation
Answer: A (LEAVE A REPLY)

NEW QUESTION: 35
You have a hard copy of a customer design document that you want to dispose off. What
would you do
A. Be environment friendly and reuse it for writing
B. Shred it using a shredder
C. Throw it in any dustbin
D. Give it to the office boy to reuse it for other purposes
Answer: B (LEAVE A REPLY)

NEW QUESTION: 36
A property of Information that has the ability to prove occurrence of a claimed event.
A. Accessibility
B. Electronic chain letters
C. Integrity
D. Availability
Answer: C (LEAVE A REPLY)
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