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NEW QUESTION: 1

What is the difference between a restricted and confidential document?
A. Restricted - to be shared among named individuals
Confidential - to be shared among an authorized group
B. Restricted - to be shared among named individuals
Confidential - to be shared with friends and family

C. Restricted - to be shared among named individuals
Confidential - to be shared across the organization only
D. Restricted - to be shared among an authorized group
Confidential - to be shared among named individuals
Answer: A (LEAVE A REPLY)

NEW QUESTION: 2

A planning process that introduced the concept of planning as a cycle that forms the basis

for continuous improvement is called:

A. planning for continuous improvement.
B. plan, do, check, act.

C. time based planning.

D. RACI Matrix

Answer: B (LEAVE A REPLY)

NEW QUESTION: 3
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Changes on project-managed applications or database should undergo the change control
process as documented.

A. True

B. False

Answer: A (LEAVE A REPLY)

NEW QUESTION: 4

Which of the following statements are correct for Clean Desk Policy?

A. Don't leave confidential documents on your desk.

B. Don't leave laptops without cable lock.

C. Don't leave valuable items on your desk if you are not in your work area.
D. Don't leave highly confidential items.

Answer: A,C,D (LEAVE A REPLY)

NEW QUESTION: 5

Someone from a large tech company calls you on behalf of your company to check the
health of your PC, and therefore needs your user-id and password. What type of threat is
this?

A. Organisational threat

B. Social engineering threat

C. Malware threat

D. Technical threat

Answer: B (LEAVE A REPLY)

NEW QUESTION: 6

Does the security have the right to ask you to display your ID badges and check your
bags?

A. True

B. False

Answer: A (LEAVE A REPLY)

NEW QUESTION: 7

A decent visitor is roaming around without visitor's ID. As an employee you should do the
following, except:

A. Escort him to his destination

B. Call the receptionist and inform about the visitor

C. Say "hi" and offer coffee

D. Greet and ask him what is his business

Answer: C (LEAVE A REPLY)

NEW QUESTION: 8
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You receive the following mail from the IT support team: Dear User,Starting next week, we
will be deleting all inactive email accounts in order to create spaceshare the below details
in order to continue using your account. In case of no response, Name:

Email ID:

Password:

DOB:

Kindly contact the webmail team for any further support. Thanks for your attention.

Which of the following is the best response?

A. Respond it by saying that one should not share the password with anyone

B. One should not respond to these mails and report such email to your supervisor

C. Ignore the email

Answer: B (LEAVE A REPLY)

NEW QUESTION: 9

Stages of Information

A. creation, distribution, use, maintenance, disposition
B. creation, use, disposition, maintenance, evolution
C. creation, evolution, maintenance, use, disposition
D. creation, distribution, maintenance, disposition, use
Answer: A (LEAVE A REPLY)

NEW QUESTION: 10

Often, people do not pick up their prints from a shared printer. How can this affect the
confidentiality of information?

A. Integrity cannot be guaranteed

B. Availability cannot be guaranteed

C. Confidentiality cannot be guaranteed

D. Authenticity cannot be guaranteed

Answer: C (LEAVE A REPLY)

NEW QUESTION: 11

Which of the following is a preventive security measure?
A. Storing sensitive information in a data save

B. Installing logging and monitoring software

C. Shutting down the Internet connection after an attack
Answer: (SHOW ANSWER)

NEW QUESTION: 12

What is an example of a human threat?
A. a lightning strike

B. fire
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C. phishing
D. thunderstrom
Answer: C (LEAVE A REPLY)

NEW QUESTION: 13

A couple of years ago you started your company which has now grown from 1 to 20
employees. Your company's information is worth more and more and gone are the days
when you could keep control yourself.

You are aware that you have to take measures, but what should they be? You hire a
consultant who advises you to start with a qualitative risk analysis.

What is a qualitative risk analysis?

A. This analysis follows a precise statistical probability calculation in order to calculate
exact loss caused by damage.

B. This analysis is based on scenarios and situations and produces a subjective view of
the possible threats.

Answer: (SHOW ANSWER)

NEW QUESTION: 14

Integrity of data means

A. Data should be accessed by only the right people
B. Data should be viewable at all times

C. Accuracy and completeness of the data

Answer: C (LEAVE A REPLY)

NEW QUESTION: 15

The following are definitions of Information, except:

A. specific and organized data for a purpose

B. accurate and timely data

C. can lead to understanding and decrease in uncertainty
D. mature and measurable data

Answer: D (LEAVE A REPLY)

NEW QUESTION: 16

There is a network printer in the hallway of the company where you work. Many employees
don't pick up their printouts immediately and leave them on the printer.

What are the consequences of this to the reliability of the information?

A. The confidentiality of the information is no longer guaranteed.

B. The availability of the information is no longer guaranteed.

C. The integrity of the information is no longer guaranteed.

D. The Security of the information is no longer guaranteed.

Answer: (SHOW ANSWER)
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NEW QUESTION: 17

An employee caught with offense of abusing the internet, such as P2P file sharing or
video/audio streaming, will not receive a warning for committing such act but will directly
receive an IR.

A. False

B. True

Answer: B (LEAVE A REPLY)

NEW QUESTION: 18

Which department maintain's contacts with law enforcement authorities, regulatory bodies,
information service providers and telecommunications service providers depending on the
service required.

A. CISO

B. CSM

C.COO

D. MRO

Answer: A (LEAVE A REPLY)

NEW QUESTION: 19

After a devastating office fire, all staff are moved to other branches of the company. At
what moment in the incident management process is this measure effectuated?

A. Between incident and damage

B. Between recovery and normal operations

C. Between classification and escalation

D. Between detection and classification

Answer: A (LEAVE A REPLY)

NEW QUESTION: 20

What is the relationship between data and information?

A. Data is structured information.

B. Information is the meaning and value assigned to a collection of data.
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Answer: B (LEAVE A REPLY)

NEW QUESTION: 21

What type of compliancy standard, regulation or legislation provides a code of practice for
information security?

A. ISO/IEC 27002

B. IT Service Management

C. Personal data protection act

D. Computer criminality act

Answer: A (LEAVE A REPLY)

NEW QUESTION: 22

Which is not a requirement of HR prior to hiring?

A. Undergo background verification

B. Must successfully pass Background Investigation

C. Must undergo Awareness training on information security.

D. Applicant must complete pre-employment documentation requirements
Answer: (SHOW ANSWER)

NEW QUESTION: 23

What is a reason for the classification of information?

A. To structure the information according to its sensitivity
B. Creating a manual describing the BYOD policy

C. To provide clear identification tags

Answer: A (LEAVE A REPLY)

NEW QUESTION: 24

An employee caught temporarily storing an MP3 file in his workstation will not receive an
IR.

A. False

B. True

Answer: A (LEAVE A REPLY)

NEW QUESTION: 25

In order to take out a fire insurance policy, an administration office must determine the
value of the data that it manages.

Which factor is [b]not[/b] important for determining the value of data for an organization?
A. The content of data.

B. The indispensability of data for the business processes.

C. The degree to which missing, incomplete or incorrect data can be recovered.

D. The importance of the business processes that make use of the data.
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Answer: A (LEAVE A REPLY)

NEW QUESTION: 26

In acceptable use of Information Assets, which is the best practice?

A. Playing any computer games during office hours

B. Accessing phone or network transmissions, including wireless or wifi transmissions
C. Interfering with or denying service to any user other than the employee's host

D. Access to information and communication systems are provided for business purpose
only

Answer: D (LEAVE A REPLY)

NEW QUESTION: 27

What is social engineering?

A. A group planning for a social activity in the organization

B. The organization planning an activity for welfare of the neighborhood

C. Creating a situation wherein a third party gains confidential information from you
Answer: C (LEAVE A REPLY)

NEW QUESTION: 28

Which of the following does a lack of adequate security controls represent?
A. Asset

B. Impact

C. Vulnerability

D. Threat

Answer: C (LEAVE A REPLY)

NEW QUESTION: 29

Backup media is kept in the same secure area as the servers. What risk may the
organisation be exposed to?

A. After a fire, the information systems cannot be restored

B. Unauthorised persons will have access to both the servers and backups

C. After a server crash, it will take extra time to bring it back up again

D. Responsibility for the backups is not defined well

Answer: A (LEAVE A REPLY)

NEW QUESTION: 30

The following are purposes of Information Security, except:
A. Increase Business Assets

B. Minimize Business Risk

C. Ensure Business Continuity

D. Maximize Return on Investment
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Answer: A (LEAVE A REPLY)

NEW QUESTION: 31

Four types of Data Classification (Choose two)
A. Unrestricted Data, Highly Confidential Data
B. Restricted Data, Confidential Data

C. Project Data, Highly Confidential Data

D. Financial Data, Highly Confidential Data
Answer: A,B (LEAVE A REPLY)
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NEW QUESTION: 32

Access Control System, CCTV and security guards are form of:
A. Compliance

B. Access Control

C. Physical Security

D. Environment Security

Answer: (SHOW ANSWER)

NEW QUESTION: 33

How is the purpose of information security policy best described?

A. An information security policy provides insight into threats and the possible
consequences.

B. An information security policy documents the analysis of risks and the search for
countermeasures.

C. An information security policy makes the security plan concrete by providing it with the
necessary details.

D. An information security policy provides direction and support to the management
regarding information security.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 34
In which order is an Information Security Management System set up?
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A. Implementation, operation, maintenance, establishment
B. Implementation, operation, improvement, maintenance

C. Establishment, operation, monitoring, improvement

D. Establishment, implementation, operation, maintenance
Answer: (SHOW ANSWER)

NEW QUESTION: 35

What controls can you do to protect sensitive data in your computer when you go out for
lunch?

A. You activate your favorite screen-saver

B. You lock your computer by pressing Windows+L or CTRL-ALT-DELETE and then click
"Lock Computer".

C. You are confident to leave your computer screen as is since a password protected
screensaver is installed and it is set to activate after 10 minutes of inactivity

D. You turn off the monitor

Answer: B (LEAVE A REPLY)

NEW QUESTION: 36

What is the name of the system that guarantees the coherence of information security in
the organization?

A. Rootkit

B. Information Security Management System (ISMS)

C. Security regulations for special information for the government

D. Information Technology Service Management (ITSM)

Answer: B (LEAVE A REPLY)
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