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NEW QUESTION: 1

Provisioning actions between cloud-based apps / on-premises apps and Okta are
completed by using:

Solution: The OAuth 2.0 standard

A. No

B. Yes

Answer: A (LEAVE A REPLY)

NEW QUESTION: 2

Does Okta require an Agent to sit in-between Okta to SCIM-enabled app on premises
requests?

Solution: Yes, and AD Agent

A. Yes

B. No

Answer: B (LEAVE A REPLY)

NEW QUESTION: 3

As an Okta best-practice / recommendation: Okta encourages you to switch from
Integrated Windows Authentication (IWA or DSSO) to agentless Desktop Single Sign-on
(ADSSO). Okta is no longer adding new IWA functionality and offers only limited support
and bug fixes.

Solution: Only the first statement is true

A. No
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B. Yes
Answer: A (LEAVE A REPLY)

NEW QUESTION: 4

As an Okta best-practice / recommendation: Okta encourages you to switch from
Integrated Windows Authentication (IWA or DSSO) to agentless Desktop Single Sign-on
(ADSSO). Okta is no longer adding new IWA functionality and offers only limited support
and bug fixes.

Solution: Only the second statement is true

A. Yes

B. No

Answer: B (LEAVE A REPLY)

NEW QUESTION: 5

You just re-enabled IWA DSSO and notice it's not behaving as it should. What is an aspect
you should keep in mind?

Solution: That when re-enabling IWA DDSO you have to issue another API token for the
AD / IWA Agents

A. No

B. Yes

Answer: A (LEAVE A REPLY)

NEW QUESTION: 6

After you turn on Desktop SSO, a default DSSO related routing rule is created. You must
configure the network information for this rule.

Solution: The statement is partially true, as the networking information is already added
within this rule

A. Yes

B. No

Answer: (SHOW ANSWER)

NEW QUESTION: 7

With Okta you federate the 'Office 365 tenant name' (which is the default Microsoft domain
you have) or the 'Office 365 domain'?

Solution: You federate with Okta only the 'Office 365 tenant name'

A. No

B. Yes

Answer: A (LEAVE A REPLY)

NEW QUESTION: 8
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Regarding Access Request Workflow, when a user requests an app - he can also include a
message to the approver. But you can also designate an approver group.

Solution: Only the second statement is true

A. Yes

B. No

Answer: B (LEAVE A REPLY)

NEW QUESTION: 9

When does Okta bring LDAP groups into Okta?
Solution: During both LDAP import and JIT

A. Yes

B. No

Answer: A (LEAVE A REPLY)

NEW QUESTION: 10

If you want to remove an attribute's value in Okta, for example a value coming from AD
that is not useful in any way, you have to:

Solution: Intentionally map a blank value to that specific attribute in the user profile

A. No

B. Yes

Answer: (SHOW ANSWER)

NEW QUESTION: 11

Okta AD Agents can be successfully and completely configured by:
Solution: Read-only administrators

A. Yes

B. No

Answer: B (LEAVE A REPLY)

NEW QUESTION: 12

Which port and which of the: 'http' or SSL enabled connections does Okta recommend?
Solution: Port 443 and SSL enabled connections

A. Yes

B. No

Answer: (SHOW ANSWER)

NEW QUESTION: 13

Okta has a json representation of objects such as 'users', json schema interchanged on
API calls, as an example, but what about the format of information regarding of a user
going to a SCIM server for creating the user in an On Premises application?

Solution: Format is different: xml
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A. No
B. Yes
Answer: (SHOW ANSWER)

NEW QUESTION: 14

Whenever you make an API call, you will then get back:
Solution: A new object (a user, group or app object)

A. Yes

B. No

Answer: (SHOW ANSWER)

NEW QUESTION: 15

Which is a / are best-practice(s) in a SAML 2.0 situation?

Solution: To not use SAML 2.0 and Provisioning via the same App instance in Okta, but
integrate the same SP custom domain via two different app instances in Okta, one for
SSO, via SAML 2.0 in this case, and one for provisioning on users

A. Yes

B. No

Answer: (SHOW ANSWER)

NEW QUESTION: 16

In order for SAML to work, there is a need of an IDP and an SP and we know that already,
but why is it so? Because:

Solution: An SP authorizes the users, while the IDP authenticates them

A. No

B. Yes

Answer: (SHOW ANSWER)
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When a user signs out of Okta, if they are using IWA, they'll be redirected to the Sign In
page and without inputting credentials they'll be signed back in Solution: Statement is true,
but then they'll be displayed a 403 HTTP code (Forbidden)

A. Yes

B. No

Answer: (SHOW ANSWER)

NEW QUESTION: 18

When you are trying to federate (via WS-FED) Office 365 with Okta:

Solution: You can try to federate multiple Office 365 custom domains into a single Okta
Office 365 app instance via SWA SSO protocol

A. No

B. Yes

Answer: (SHOW ANSWER)

NEW QUESTION: 19

In an SP-initiated SAML 2.0 flow, the SP will never redirect to Okta if the session is already
active Solution: It will always redirect to Okta and in this case only - will promt the user for
re-authentication by manually entering SP credentials

A. No

B. Yes

Answer: A (LEAVE A REPLY)

NEW QUESTION: 20

As an Okta admin, when you implement IWA, you have to know how to successfully test it
to see if it's working. For this you:

Solution: Restart AD Domain Controller and go into IS and see if you have IWA references
in there

A. No

B. Yes

Answer: A (LEAVE A REPLY)

NEW QUESTION: 21

When a user's Okta password is changed:

Solution: All apps that are Provisioning-enabled and have Sync Password option active
under Provisioning settings - will begin to sync the password in respective apps

A. No

B. Yes

Answer: (SHOW ANSWER)

NEW QUESTION: 22
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Whenever you make an API call, you will then get back:
Solution: Response headers

A. No

B. Yes

Answer: B (LEAVE A REPLY)

NEW QUESTION: 23

Once brought into Okta, LDAP roles are represented as:
Solution: Email lists

A. No

B. Yes

Answer: A (LEAVE A REPLY)

NEW QUESTION: 24

If you want to remove an attribute's value in Okta, for example a value coming from AD
that is not useful in any way, you have to:

Solution: Simply delete the attribute from the Okta Admin Panel GUI

A. Yes

B. No

Answer: (SHOW ANSWER)

NEW QUESTION: 25

In order for SAML to work, there is a need of an IDP and an SP and we know that already,
but why is it so? Because:

Solution: An SP sends SAML assertions, while the IDP receives and validates them

A. No

B. Yes

Answer: (SHOW ANSWER)

NEW QUESTION: 26

Regarding Access Request Workflow, when a user requests an app - he can also include a
message to the approver. But you can also designate an approver group.

Solution: Both statements are true

A. Yes

B. No

Answer: A (LEAVE A REPLY)

NEW QUESTION: 27

When using Okta Expression Language, which of the following will have the output:
okta.com Solution: String.substringAfter("abc@okta.com”, "@")

A. No
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B. Yes
Answer: B (LEAVE A REPLY)

NEW QUESTION: 28

How can SAML provision attributes via JIT? Or even create users?
Solution: By including specific information in the assertion

A. Yes

B. No

Answer: A (LEAVE A REPLY)

NEW QUESTION: 29

In an agentless DSSO (Desktop Single Sign-on) scenario Okta is the one decrypting the
Kerberos ticket, finds then the user name, authenticates the user and passes back a
session to the browser.

Solution: The statement is entirely valid

A. No

B. Yes

Answer: B (LEAVE A REPLY)

NEW QUESTION: 30

Okta AD Agents can be successfully and completely configured by:
Solution: Organization administrators

A. No

B. Yes

Answer: A (LEAVE A REPLY)

NEW QUESTION: 31

On a Windows machine, which is the right behavior if you try to sign into your Okta org and
agentless DSSO is properly configured for it?

Solution: You will be automatically redirected to The Okta Sign In page for your
organization, where you need to fill in with your AD credentials

A. No

B. Yes

Answer: A (LEAVE A REPLY)
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NEW QUESTION: 32

There might be specific AD attributes, which - apart from others - do not appear in the Okta
user profile. Can those extra attributes be mapped and provisioned towards an app?
Solution: No, it is not possible as Okta queries the whole AD schema and retrieves
everything that it's able to

A. Yes

B. No

Answer: B (LEAVE A REPLY)

NEW QUESTION: 33

Regarding policies, Okta recommends:

Solution: Include a final catch-all rule that denies access to anything that does not match
any of the preceding rules

A. No

B. Yes

Answer: B (LEAVE A REPLY)

NEW QUESTION: 34

With Okta you federate the 'Office 365 tenant name' (which is the default Microsoft domain
you have) or the 'Office 365 domain'?

Solution: You federate with Okta only the 'Office 365 domain'

A. Yes

B. No

Answer: A (LEAVE A REPLY)

NEW QUESTION: 35

When using Okta Expression Language, which of the following will have the output: This is
a test Solution: String.append("This is", " a test")

A. No

B. Yes

Answer: (SHOW ANSWER)

NEW QUESTION: 36

Can you map the Okta user ID as an Office 365 Immutable ID?

Solution: Not possible, as Office 365 requires an Immutable ID extracted from either On-
Prem AD or Azure AD

A. Yes
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B. No
Answer: (SHOW ANSWER)

NEW QUESTION: 37

What does it mean: "Mapping Direction AD to Okta"?

Solution: Indicates a schema of attribute values flowing AD towards Okta's Apps directly,
Okta just facilitating this end-to-end direct flow

A. Yes

B. No

Answer: B (LEAVE A REPLY)

NEW QUESTION: 38

When does Okta bring LDAP roles into Okta?
Solution: Only during an LDAP import

A. Yes

B. No

Answer: A (LEAVE A REPLY)

NEW QUESTION: 39

What does it mean: "Mapping Direction AD to Okta"?

Solution: Indicates a schema of attribute values flowing AD towards Okta
A. Yes

B. No

Answer: A (LEAVE A REPLY)

NEW QUESTION: 40

Provisioning actions between cloud-based apps / on-premises apps and Okta are
completed by using:

Solution: The OIDC standard

A. Yes

B. No

Answer: (SHOW ANSWER)

NEW QUESTION: 41

On a Windows machine, which is the right behavior if you try to sign into your Okta org and
agentless DSSO is properly configured for it?

Solution: You will be automatically redirected to your end user's apps dashboard without
entering any credentials

A. Yes

B. No

Answer: A (LEAVE A REPLY)
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NEW QUESTION: 42

In Okta's KB articles the set of functions under the 'Provisioning' concept are referred to as
CRUD. This is a concept you also meet when referring to CRUD APIs. What about its
meaning here, in Okta's vision?

Solution: In 'Provisioning', CRUD stands for Create, Read, Upload, Deprovision

A. Yes

B. No

Answer: B (LEAVE A REPLY)

NEW QUESTION: 43

Can you include / exclude users from specific Network Zones defined in Okta from both
Sign On and Password policies?

Solution: Only for Password policies you have such granularity

A. No

B. Yes

Answer: A (LEAVE A REPLY)
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