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NEW QUESTION: 1

What does an audit log event include?

A. Audit type

B. Header

C. Footer

D. Type of input

Answer: (SHOW ANSWER)

The HTTP header fields and values in the request.
https://docs.oracle.com/en-us/iaas/Content/Audit/Reference/logeventreference.htm

NEW QUESTION: 2

What must be configured for a load balancer to accept incoming traffic?

A. Service Gateway

B. SSL certificate

C. Listener

D. Route table entry pointing to the listener IP address

Answer: (SHOW ANSWER)

A listener is an entity that checks for connection requests. The load balancer listener listens for

ingress client traffic using the port you specify within the listener and the load balancer's public IP.
https://docs.oracle.com/en-us/iaas/Content/GSG/Tasks/loadbalancing.htm

To create a listener:

On your Load Balancer Details page, click Listeners.

Click Create Listener.

Enter the following:
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Name: Enter a friendly name. Avoid entering confidential information.
Protocol: Select HTTP.

Port: Enter 80 as the port on which to listen for incoming traffic.
Backend Set: Select the backend set you created.

Click Create.

NEW QUESTION: 3

Which parameters customers need to configure while reading secrets by name using CL1 or API?
Select TWO correct answers.

A. Certificates

B. Secret Name

C. ASCII Value

D. Vault Id

Answer: B,D (LEAVE A REPLY)

REST APY

NEW QUESTION: 4

How can you establish private connectivity over two VCN within same OCI region without
traversing the traffic over public internet ?

A. NAT Gateway

B. Data Guard

C. Remote VCN Peering

D. Local VCN Peering

Answer: D (LEAVE A REPLY)
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* Local VCN peering
Virtual cloud networks (VCNs) within a region can be peersa by using local peering
gateways (LPG). The resources aftached to such peered VCNs can communicate by
usinglzrivate IP addresses without routing the traffic aver the public internet. The VCNs
can be in the same tenancy or in diferent tenancies.,

* Remote VCN peering
VCNs in different regions can communizaie by using private IP addresses without
routing the traffic over the public infsrnet. You can set up peering between two VCNs in
different regions by configuring a remote peering connection (RPC) on each of the
dynamic routing gateways (DRG] aitached to the VCMs in the peering relationship.
Remote VCM peering is perierally used to connect two VCNs across regions in the same

tenancy. In certain xm&mai\gmm in two differant
tenancies across regic:

NEW QUESTION: 5

Which statements are CORRECT about Security Zone policy in OCI ? Select TWO correct
answers

A. Block volume can be moved from a security zone to a standard compartment

B. Bucket can't be moved from a security zone to a standard compartment

C. Resources in a security zone must be accessible from internet

D. Resources in a security zone must be encrypted using customer-managed keys
Answer: (SHOW ANSWER)
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The following table describes the

Policy Services

deny block_volume_in_security_zone_

move_to_cospartsent_not_in_security_zone

deny boot_volume_in_security_zone_

move_to_cospartsent_not_in_security_zone

Compute

deny instance_in_security_zone_

move_to_comparteent_not_in_security_zone

deny instance_not_in_security_
zZone_move_to_compartment_
in_security_zong

—— s

deny suhnet_'_wny_: one_

sové_to_cospartsent_not_in_security zone

—

deny bucket_in_security zone_
sove_to_cosparteent_not_in_security_zone

Block Volume

Block Volume

Networking

esource movement.

Description

VoEtHREIbicdc vokme (5 rom's
security zone to a standard compartment.

You can't move a boot volumi&fiom a
security zoneto a standardmmpartmenl

You c‘_'_l NM'I(ME instance
'I_:Co_:jg_puﬁ)‘@ from a {curity zone to a
\ ¢ Standard compartment,

wnad

You can't move a compute instance from a
standard compartment to a compartment
that is in a security zone.

You can't move a subnet (O from a security
zone 1o a standard compartment.

Object Storage

deny db_instance move_to_

NEW QUESTION: 6

Oracle Object Storage achieves data durability by which of the mechanisms ? Select TWO

correct answers
A. Service Gateway

B. Redundant Storage across availability domains

C. Redundant Array of Independent Disks
D. Object Versioning
Answer: B,D (LEAVE A REPLY)
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NEW QUESTION: 7
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As a security administrator, you want to create cloud resources that align with Oracle's security
principles and best practices. Which security service should you use?

A. ldentity and Access Management

B. Cloud Guard

C. Security Advisor

D. Web Application Firewall (WAF)

Answer: (SHOW ANSWER)

Security Advisor
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NEW QUESTION: 8

Where is sensitive configuration data (like certificates, and credentials) is stored by Kubernetes
cluster control plane?

A. Block Volume

B. ETCD

C. Oracle Functions

D. Boot Volume

Answer: B (LEAVE A REPLY)

Encrypting Kubernetes Secrets at Rest in
Etcd

The Kubernetes cluster control plane stores sensitive configuration data (such as authentication tokens,
certificates, and credentials) as Kubernetes secret objects in eted. Etcd is an open source distributed key-

value store that Kubernetes uses for clustarcoordination and state management. In the Kubernetes
clusters created by Container Engine for Kubernetes, etcd writes and reads data to and from block storage
volumes in the Oracle Cloud Infrastructure Block Volume service. By default, Oracle encrypts data in block
volumes at rest, including eted and Kubernetes secrets. Oracle manages this default encryption using a
master encryption key, without requiring any action on your part. For additional control over the lifecycle
of the master encryption key and how it is used, you can choose to manage the master encryption key
yourself, rather than have Oracle managesithgron N — —

NEW QUESTION: 9

Which Cloud Guard component identifies issues with resources or user actions and alerts you
when an issue is found?

A. Problems

B. Targets

C. Detectors
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D. Responders
Answer: (SHOW ANSWER)
Detector

Performs checks to identify potential security problems based on activities or configurations.
Rules followed to identify problems are the same for all compartments in a target.
https://docs.oracle.com/en-us/iaas/cloud-guard/using/part-start.htm

NEW QUESTION: 10

what is the use case for Oracle cloud infrastructure logging analytics service?

A. monitors, aggregates, indexes and analyzes all log data from on-premises.

B. labels data packets that pass through the internet gateway

C. automatically create instances to collect logs analysis and send reports

D. automatically and manage any log based on a subscription model

Answer: (SHOW ANSWER)

Oracle Cloud Infrastructure Logging Analytics is a machine learning-based cloud service that

monitors, aggregates, indexes, and analyzes all log data from on-premises and multicloud
environments. Enabling users to search, explore, and correlate this data to troubleshoot and
resolve problems faster and derive insights to make better operational decisions.
https://www.oracle.com/manageability/logging-analytics/

NEW QUESTION: 11

Which tasks can you perform on a dedicated virtual machine host?

A. Manual scaling

B. Creating instance pools

C. Instance configurations

D. Capacity reservations

Answer: A (LEAVE A REPLY)

Supported features: Most of the Compute features for VM instances are supported for instances

running on dedicated virtual machine hosts. However, the following features are not supported:
Autoscaling

Capacity reservations

Instance configurations

Instance pools

Burstable instances

Reboot migration. You can use manual migration instead

https://docs.oracle.com/en-
us/iaas/Content/Compute/Concepts/dedicatedvmhosts.htm#Dedicated Virtual Machine Hosts

NEW QUESTION: 12
Which components are a part of the OCI Identity and Access Management service?
A. Policies
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B. Regional subnets

C. Compute instances

D. VCN

Answer: A (LEAVE A REPLY)
https://docs.oracle.com/en-us/iaas/Content/Identity/Concepts/overview.htm

NEW QUESTION: 13

which two responsibilities will be oracle when you move your it infrastructure to oracle cloud
infrastructure?

A. Strong Isolation

B. Strong IAM Framework

C. MAINTAINING CUSTOMER DATA

D. ACCOUNT ACCESS MANAGEMENT

E. PROVIDING STRONG SECURITY LIST

Answer: A,B (LEAVE A REPLY)

NEW QUESTION: 14

Which statement is true about origin management in WAF?
Statement A: Multiple origins can be defined.

Statement B: Only a single origin can be active for a WAF.
A. Both the statements are true.

B. Only statement A is true.

C. Both the statements are false.

D. Only statement B is true.

Answer: A (LEAVE A REPLY)

NEW QUESTION: 15

Which statement is true about using custom BYOI instances in Windows Servers that are
managed by OS Management Service?

A. Windows Servers that does not have the minimum agent version does not require an agent
update or installation.

B. Windows Servers that already has the minimum agent version does not require an agent
update or installation.

C. Windows Servers that already has the minimum agent version requires an agent update or
installation.

D. Windows Servers that does not have the minimum agent version requires an agent update or
installation.

Answer: (SHOW ANSWER)
https://docs.oracle.com/cd/E11857_01/install.111/e15311/agnt_install_windows.htm

NEW QUESTION: 16
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Which type of software do you use to centrally distribute and monitor the patch level of systems
throughout the enterprise?

A. Network Monitor software

B. Web Application Firewall

C. Patch Management software

D. Recovery Manager software

Answer: (SHOW ANSWER)

https://docs.oracle.com/cd/E11857 _01/em.111/e18710/T7531901T7535649.htm
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NEW QUESTION: 17

Which resources can be used to create and manage from Vault Service ? Select TWO correct
answers

A. Secret

B. IAM

C. Keys

D. Cloud Guard

Answer: A,C (LEAVE A REPLY)

Vault
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NEW QUESTION: 18

With regard to OCI Audit Log Service, which of the statement is INCORRECT?

A. REST API calls can be recorded by Audit service

B. Retention period for audit events cannot be modified

C. Audit Events gets collected when modification within objects stored in an Object Storage
bucket

D. Events logged by the Audit service can be viewed by using the Console, API, or the SDK for
Java

Answer: C (LEAVE A REPLY)

NEW QUESTION: 19

What is the configuration to avoid publishing messages during the specified time range known
as?

A. Trigger rule

B. Statistic

C. Resource group

D. Suppression

Answer: D (LEAVE A REPLY)

suppression

A configuration to avoid publishing messages during the Specified time range. Useful for suspending
allsrm notifications during system maintenancé.Eaeh suppression applies to a single alarm. In the
Console, you can apphy one definition.ohasuppression to multiple alarms. The result is an individual
suppression fior eadh algf i BoAinstEctiols Tn suppressing alarms, see To suppress alarms.

NEW QUESTION: 20

Which statement is true about Oracle Cloud Infrastructure (OCI) Object Storage server-side
encryption?

A. Each object in a bucket is always encrypted with the same data encryption key.

B. Encryption is not enabled by default.

C. Customer-provided encryption keys are never stored in OCI Vault service.

D. All the traffic to and from object storage is encrypted by using Transport Layer Security.
Answer: (SHOW ANSWER)

NEW QUESTION: 21

Which OCI service can index, enrich, aggregate, explore, search, analyze, correlate, visualize
and monitor data?

A. Data Guard

B. Data Safe

C. WAF

D. Logging Analytics

Answer: (SHOW ANSWER)
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About Logging Analytics
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NEW QUESTION: 22

Which of the following services are NOT Security Services in OCI ? Select TWO answers.
A. Block Volume

B. Cloud Guard

C. Vault

D. Data Guard

Answer: A,D (LEAVE A REPLY)

NEW QUESTION: 23

How can you convert a fixed load balancer to a flexible load balancer?
A. Use Update Shape workflows.

B. There is no way to covert the load balancer.

C. Using the Edit Listener option.

D. Delete the fixed load balancer and create a new one.

Answer: A (LEAVE A REPLY)

NEW QUESTION: 24

You want to include all instances in any of two or more compartments, which syntax should you
use for dynamic policy you want to create for "Prod" compartment and "SIT" compartment?
Prod OCID : 'JON.Prod'

SIT OCID : 'JON.SIT'

A. Any { instance in compartment 'Prod' and Compartment 'SIT" }

B. Any { instance.compartment.id = 'JON.Prod', instance.compartment.id = 'JON.SIT'

C. All { instance.compartment.id = 'JON.Prod', instance.compartment.id = 'JON.SIT'

D. All { instance in compartment 'Prod' and Compartment 'SIT" }

Answer: B (LEAVE A REPLY)

Include All Instances in &y of Two or More Lo
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NEW QUESTION: 25
Bot Management in OCI provides which of the features? Select TWO correct answers.
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A. Bad Bot Denylist

B. CAPTCHA Challenge

C. IP Prefix Steering

D. Good Bot Allowlist
Answer: (SHOW ANSWER)

Bot Management

Bot Management enables you to mitigate undesired bot traffic from your site using CAPTCHA and
JavaScript detection tools while enabling known published bot providers to bypass these controls.

\ NQH-@hUman'-ir'afﬁc makes VP most of the traffic to sites. Bot Manager is designed to detect and block, or
otherwise direct, non-human traffic that can interfere with site operations. The Bot Manager features

mitigate bots that conduct content and price scraping, vulnerability scanning, comment spam, brute force
attacks, and application-layer DDoS attacks. You can also manage the good bot whitelist.

(*) Caution

When you enable Bot Management, you'incur a higher rate on requests to the WAF.

See these topics for more information about Bot Management:

* Javadcript Challenge

NEW QUESTION: 26

Where are logs stored?

A. OCI Object Storage

B. OCI File Storage

C. OCI Block Storage

D. Cloud Agent

Answer: A (LEAVE A REPLY)

You can collect log data continuously from Oracle Cloud Infrastructure (OCI) Object Storage. To
enable the log collection, create ObjectCollectionRule resource using REST API or CLI. After the
successful creation of this resource and having the required IAM policies, the log collection will be
initiated.
https://docs.oracle.com/en-us/iaas/logging-analytics/doc/collect-logs-your-oci-object-storage-
bucket.html
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NEW QUESTION: 27

Which type of firewalls are designed to protect against web application attacks, such as SQL
injection and cross-site scripting?

A. Stateful inspection firewall

B. Web Application Firewall

C. Incident firewall

D. Packet filtering firewall

Answer: B (LEAVE A REPLY)

SQL injections. Cross-site scripting. Distributed denial of service (DDoS) attacks. Botnets. These
are just some of the cyber-weapons increasingly being used by malicious actors to target web
applications, cause data breaches, and expose sensitive business information.

Oracle WAF uses a multilayered approach to protect web applications from a host of cyberthreats
including malicious bots, application layer (L7) DDoS attacks, cross-site scripting, SQL injection,
and vulnerabilities defined by the Open Web Application Security Project (OWASP). When a
threat is identified, Oracle WAF automatically blocks it and alerts security operations teams so
they can investigate further.
https://www.oracle.com/a/ocom/docs/security/oci-web-application-firewall.pdf

NEW QUESTION: 28

Which statements are CORRECT about Multi-Factor Authentication in OCI ? Select TWO correct
answers

A. Members of the Administrators group can disable MFA for other users

B. Users cannot enable MFA for themselves

C. A user can register multiple devices to use for MFA.

D. Members of the Administrators group cannot enable MFA for another user

Answer: A,D (LEAVE A REPLY)

Managing Multi-Factor Authentication

This topic describes how users can manage multi-factor authentication (MFA) in Oracie Cloud
Infrastructure.

Reduired |AM Policy

Only the user can enable muilti-factor authentication (MFA) for their own account. Users can also disable
MFA for their own accountg, Members of the Administrators group can disable MFA for other users, but
they cannot enable MFA for another user.
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Working with MFA

Keep the following in mind when you enable MFA:

* You must install a supported authenticator app on the mobile devicéwdu intend to register for MFA.

* Each user must enable MFA for themselves using agdeyicethey will have access to every time they
sign in. An administrator cannot enable MFA for afother tser,

* To enable MFA, you use your mobile devige's‘@uthenticator app to scan a QR code that is generated
by the |IAM service and displayed inthe'Console. The QR code shares a secret key with the app to
enable the app to generate TOTPs thatican be verified by the |1AM service.

= A user can register only.ong device to use for MFA,

L :
* After you add your Oragle Cloud Infrastructure account to your authenticator app, the account name

displays in the authenticator app as Oracle < renancy®F+wsemagnr [
A\ - %=.r

NEW QUESTION: 29

A company needs to have some buckets as public in the compartment. You want Cloud Guard to
ignore the problem associated with public bucket. Select TWO correct answers

A. Configure Conditional groups for the detector to fix base line

B. First make the bucket private and after few days make the bucket public again

C. Make the bucket private so that Cloud Guard won't detect it

D. Dismiss the issues associated with these resources

Answer: A,D (LEAVE A REPLY)

NEW QUESTION: 30

What are the security recommendations and best practices for Oracle Functions?

A. Grant privileges to UID and GID 1000, such that the functions running within a container
acquire the default root capabilities.

B. Add applications to network security groups for fine-grained ingress/egress rules.

C. Define a policy statement that enables access to functions for requests coming from multiple
IP addresses.

D. Ensure that functions in a VCN have restricted access to resources and services.

Answer: B (LEAVE A REPLY)
https://docs.oracle.com/en-us/iaas/Content/Network/Concepts/securitylists.htm

NEW QUESTION: 31

A number of malicious requests for a web application is coming from a set of IP addresses
originating from Antartic a.

Which of the following statement will help to reduce these types of unauthorized requests ?
A. Use WAF policy using Access Control Rules

B. Delete NAT Gateway from Virtual Cloud Network


https://www.dumpsdb.com/dumps/Oracle/1z0-1104-21/Oracle.1z0-1104-21.v2022-04-12.q31
https://www.dumpsdb.com/dumps/Oracle/1z0-1104-21/Oracle.1z0-1104-21.v2022-04-12.q31

C. List specific set of IP addresses then deny rules in Virtual Cloud Network Security Lists
D. Change your home region in which your resources are currently deployed
Answer: A (LEAVE A REPLY)
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